THE “OVERSIGHT” OVER
NCTC’S NOT-TERRORIST-
TERRORIST DATABASE

Back when John Negroponte appointed him to be
the Director of National Intelligence’s Civil
Liberties Protection Officer, Alexander Joel
admitted he had no problem with Cheney’'s illegal
domestic wiretap program.

When the NSA wiretapping program began,
Mr. Joel wasn’'t working for the
intelligence office, but he says he has
reviewed it and finds no problems. The
classified nature of the agency’s
surveillance work makes it difficult to
discuss, but he suggests that fears
about what the government might be doing
are overblown.

“Although you might have concerns about
what might potentially be going on,
those potentials are not actually being
realized and if you could see what was
going on, you would be reassured just
like everyone else,” he says.

That should trouble you, because he'’s the
cornerstone of oversight over the National
Counterterrorism Center’s expanded ability to
obtain and do pattern analysis on US person
data.

The Guidelines describe such oversight to
include the following:

Periodic spot checks
overseen by CLPO to make
sure database use complies
with Terms and Conditions

Periodic reviews to
determine whether ongoing
use of US person data
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“remains appropriate”
 Reporting (the Guidelines
don’t say by whom) of any
“significant failure” to
comply with guidelines; such
reports go to the Director
of NCTC, the ODNI General
Counsel, the CLPO, DOJ (it
doesn’t say whom at DO0J),
and the IC Inspector

General; note, the
Guidelines don’t require
reporting to the
Intelligence Oversight

Board, which should get
notice of significant
failures

 Annual reports from the
Director of NCTC on an
(admittedly worthwhile)
range of metrics on
performance to the
Guidelines; this report goes
to the CLPO, ODNI General
Counsel, the IC IG, and-if
she requests it—-the
Assistant Attorney General
for National Security

There are a few reasons to be skeptical of this.
First, rather than replicate the audits recently
mandated under the PATRIOT Act-in which the DOJ]
Inspector General develops the metrics, these
Guidelines have NCTC develop the metrics
themselves. And they’re designed to go to the
CLPO, who officially reports to the NCTC head,
rather than an IG with some independence.

That is, to a large extent, this oversight
consists of NCTC reporting to itself.
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Also, note who doesn’t get these reports?
Congress. Not even the Intelligence Committees.

One of the only mentions of Congressional
Committees comes when describing permissible
dissemination of US person data. NCTC can, the

i

Guidelines say, share US person data with “a
Congressional Committee to perform its lawful
oversight functions, after approval by the ODNI
0ffice of General Counsel.” If Congress has
lawful oversight functions, shouldn’t they be

heeded whether or not ODNI GC approves?

Then there’'s the rather curious treatment of the
Privacy and Civil Liberties Oversight Board-what
is supposed to be an independent
congressionally-approved board representing
citizens' interest in the face of government
security claims. The Guidelines say that if
there’s a dispute between agencies over whether
NCTC should get a database, the head of the
agency objecting may appeal to the DNI, then the
NSC and AG, and they, in turn, can consult the
PCLOB. The Guidelines also say PCLOB “shall have
access to all relevant NCTC records .. that it
deems relevant to its oversight of NCTC
activities.”

And all that might provide an independent check
on the mother-of-all-databases. Except that
Obama took almost 3 years before he got around
to appointing a quorum of people to PCLOB. And
in the 3 months since then, the Senate Judiciary
Committee hasn’t gotten around to dealing with
those nominations. Thus, like the Cybersecurity
plans working their way through Congress, the
NCTC's mother-of-all-databases also acknowledges
that PCLOB has a legally definable oversight
role (really, PCLOB’'s role would have been most
valuable in the last 18 months when NCTC was
putting these Guidelines together). But
PCLOB—and therefore its oversight
function—doesn’t exist.

There are a lot of reasons this proposal, as
implemented, is a bad idea: it doesn’t solve the
problem it was implemented to solve (and indeed
may well drown the analysts in even more data),
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it creates a one-stop shop for the theft of US
person data.

But just as problematic is the geniuses who
designed this in secret didn’t even try to build
in any truly independent oversight over this
massive intrusion into US person privacy.

Alexander Joel thought that if only people could
see what the government was doing with its
illegal wiretap program, they wouldn’t mind so
much. But this vast new power grab was designed
to make sure no one independent will see it,
either.

Self-oversight like NCTC has designed here
amounts to little more than navel gazing. And
how likely will thorough navel gazing be, given
that NCTC will be scrutinizing all of our belly-
buttons at the same time?



