
WHY ARE FAA
BOOSTERS SATISFIED
WITH INADEQUATE
OVERSIGHT?
Julian Sanchez hosted a Cato event yesterday
that examined surveillance generally and the
FISA Amendments Act specifically. At it, Ron
Wyden presented his concerns about the FISA
Amendments Act and other surveillance, and then
ACLU’s Michelle Richardson and NYT’s Eric
Lichtblau added their own views.

There was one question asked during the question
period claiming that the program undergoes
adequate reviews. The questioner was
Georgetown’s Director of National Security
Studies, Carrie Cordero, who had a role on FISA
implementation until 2010, who has now reprised
and expanded her comments at Lawfare.

She starts by addressing Wyden’s request that
DNI to tell Congress how many Americans have had
their communications “collected or reviewed.”

In particular, they have, in a series of
letters, requested that the Executive
Branch provide an estimate of the number
of Americans incidentally intercepted
during the course of FAA surveillance.
According to the exchanges of letters,
the Executive Branch has repeatedly
denied the request, on the basis that:
i) it would be an unreasonable burden on
the workforce (and, presumably, would
take intelligence professionals off
their national security mission); and
ii) gathering the data the senators are
requesting would, in and of itself,
violate privacy rights of Americans.

The question of whether the data call
itself would violate privacy rights is a
more interesting one. Multiple oversight
personnel independent of the operational
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and analytical wings of the Intelligence
Community – including the Office of
Management and Budget, the NSA Inspector
General, and just last month, the
Inspector General of the Intelligence
Community, have all said that the data
call requested by the senators is not
feasible. The other members of the SSCI
appear to accept this claim on its face.
Meanwhile, Senator Wyden states he just
finds the claim unbelievable. [my
emphasis]

Note, first of all, that she mischaracterizes
Wyden’s request. He asked about US person
communication that had been “collected or
reviewed,” whereas she claimed he was asking
only about incidental interception. Those are
different things, and what Wyden’s interested in
is far more invasive than simply having your
communications sitting in a data warehouse in UT
unread.

That’s important because Cordero treats one
aspect of the DNI IG’s response–the privacy
claim–as an “interesting question,” but then she
proceeds to not answer the question. She instead
reverts back to what she had correctly portrayed
as NSA’s claim that NSA didn’t have the capacity
because it would be “unreasonable burden on the
workforce,” then asks why Wyden doesn’t believe
that claim.

Remember, the privacy claim was raised solely in
terms of whether the NSA’s Inspector General
could conduct a review, not whether NSA analysts
should be pulled off reviewing intercepts to
find out how many of them are Americans. So if
that claim is not credible–and ultimately, she
doesn’t say it is–then NSA IG’s sole remaining
rationale is a manpower one.

Frankly, if it would take that much manpower to
come up with an answer, it says the program
isn’t being tracked adequately.

Cordero then gets to the jist of a comment she

http://www.wired.com/images_blogs/dangerroom/2012/06/IC-IG-Letter.pdf


made at the hearing: that there are a bunch of
reviews which provide adequate oversight.

Meanwhile, the assertion of today’s
program’s title that the FAA enables
“mass spying without accountability,” is
debunked by the SSCI’s own report issued
on June 7. The intelligence committees
have been on the receiving end of a
mountain of reports describing FAA
activities, the FISA Court’s reviews,
and the Executive Branch’s own
compliance reviews. The SSCI report, and
the additional written views of Senator
Feinstein (D-CA), the Committee’s Chair,
states that the statutorily-mandated
reporting requirements “provide the
Committee with extensive visibility into
the application of…minimization
procedures,” and have enabled the
Committee to conduct “extensive” and
“robust” oversight. The report goes on
to detail all of the different
categories of reports and briefings that
have been provided to the Committee to
facilitate their oversight role, in
accordance with the National Security
Act of 1947, as amended. [my emphasis]

Cordero claims that the SSCI report and DiFi’s
additional reviews boast about reporting
requirements. But only the word “extensive”
appears in the report approved by SSCI as a
whole, and it appears to simply repeat language
from an appendix Eric Holder and James Clapper
provided. The rest comes from this paragraph:

Third, the numerous reporting
requirements outlined above provide the
Committee with extensive visibility into
the application of these minimization
procedures and enable the Committee to
evaluate the extent to which these
procedures are effective in protecting
the privacy and civil liberties of U.S.
persons. Notably, the FISA Court, which
receives many of the same reports
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available to the Committee, has
repeatedly held that collection carried
out pursuant to the Section 702
minimization procedures used by the
government is reasonable under the
Fourth Amendment.

By now you’re all familiar with the paragraph.
It’s the one–as Cordero’s own rehearsal of the
language Wyden got declassified makes clear–that
the now-declassified revelation that the program
has been found to violate the Fourth Amendment
shows to be an incomplete representation. So to
make her claim that the program has been
adequately reviewed, she relies on language that
has been discredited.

But that’s not the only thing Cordero leaves
out. She rather bizarrely doesn’t mention that
she raised this point at the panel. Which means
she doesn’t have to admit that Wyden responded
to her question by saying the reason he had the
language declassified was because that statement
wasn’t accurate. (This exchange comes about half
way through the MP3.)

The reason that I asked to have it
declassified just last week is because I
believe that a lot of those
statements—and I don’t cast malice or
ill-intent on them—were inaccurate.
 That there had been violations of
constitutionally protected rights under
the Fourth Amendment and what Director
Clapper said last Friday is he agreed
with me. So that’s why I did it and I’m
not again casting any aspersions on
people’s intent, I’m just stating a
fact. I asked that question because so
many people stated exactly what you
said. I didn’t think it was accurate and
Director Clapper agreed with me last
Friday.

And Wyden’s not the only one raising concerns
about whether adequate oversight has been done.

http://www.emptywheel.net/2012/07/20/ron-wyden-to-dianne-feinstein-pants-on-fire/
https://twitter.com/emptywheel/status/228173024606711808


Pat Leahy–who backs passing the extension–said,

My views about the implementation of
these surveillance authorities are based
on the information we have available now
– but there is more that we need to
know. For example, important compliance
reviews have not yet been completed by
the Inspectors General of the Department
of Justice or the NSA. And there has
never been a comprehensive, independent
inspector general review of FISA
Amendments Act implementation that cuts
across the intelligence community, and
that is not confined to one particular
element or agency. Without the benefit
of such independent reviews, I am
concerned that a five-year extension is
too long.  [my emphasis]

So you’ve got two people who know what kind of
reviews have been done, one who said to Cordero
to her face that the statement she relied on was
inaccurate, another (who backs the extension)
who said very clearly that the DOJ and NSA IGs
still haven’t completed some compliance reviews.

Now maybe Cordero, from her experience with FISA
up until two years ago, believes it has adequate
oversight. Though for all we know, that was the
period when the FISA Court found the program to
be violating the Fourth Amendment.

But at least some of the people tasked with
overseeing it right now dispute her claims about
adequate review.

Update: After reviewing the exchange, I added
Wyden’s comment, corrected a misspelling of
Cordero’s last name, and made a few other fixes.

Also note–Scott Horton, formerly of Antiwar.com,
who had me on a bunch of times–is trying to go
out on his own. Please follow his radio program
here and, if you can afford it, consider
donating to support his reporting on civil
liberties.
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