
BOTH THESE THINGS
CANNOT BE TRUE
Last Friday, NSA’s Compliance Director John
DeLong assured journalists the violations NSA
reported in 2012 were “miniscule.” (I noted that
the report showed some of the most sensitive
violations primarily get found through audits
and therefore their discovery depend in part on
how many people are auditing.)

Today, as part of a story describing that NSA
still doesn’t know what Edward Snowden took from
NSA, MSNBC quotes a source saying NSA has stinky
audit capabilities.

Another said that the NSA has a poor
audit capability, which is frustrating
efforts to complete a damage assessment.

(We’ve long known this about NSA’s financial
auditing function, and there have long been
signs they couldn’t audit data either, but
apparently MSNBC’s source agree.)

For the past several months, various
Intelligence officials have assured Congress and
the public that it keeps US person data very
carefully guarded, so only authorized people can
access it.

Today, MSNBC reports NSA had (has?) poor data
compartmentalization.

NSA had poor data compartmentalization,
said the sources, allowing Snowden, who
was a system administrator, to roam
freely across wide areas.

Again, there have long been signs that non-
analysts had untracked access to very sensitive
data. Multiple sources agree — and possibly not
just non-analysts.

While I’m really sympathetic for the people who
are reportedly “overwhelmed” trying to figure
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out what Snowden took, we’re seeing precisely
the same thing we saw with Bradley Manning: that
it takes a giant black eye for intelligence
agencies to even admit to gaping holes in their
security and oversight.

And in NSA’s case, it proves most of their
reassurances to be false.
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