SPCMA AND ICREACH

Within weeks of Michael Mukasey'’s confirmation
as Attorney General in November 2007, Assistant
Attorney General Ken Wainstein started pitching
him to weaken protections then in place for US
person metadata collected overseas; Mukasey did
so, under an authority that would come to be
known as SPCMA, on January 3, 2008.

In 2007, Wainstein explained the need to start
including US person data in its metadata
analysis, in part, because CIA wanted to get to
the data — and had been trying to get to it
since 2004.

(3) The Central Intelligence Agency'’s
(CIA) Interest in Conducting Similar
Communications Metadata Analysis. On
July 20, 2004 [days after CIA had helped
NSA get the PRTT dragnet approved], the
General Counsel of CIA wrote to the
General Counsel ofNSA and to the Counsel
for Intelligence Policy asking that CIA
receive from NSA United States
communications metadata that NSA does
not currently provide to CIA. The letter
from CIA is attached at Tab C. Although
the proposed Supplemental Procedures do
not directly address the CIA’s request,
they do resolve a significant legal
obstacle to the dissemination of this
metadata from NSA to CIA. (S//SII/NF)

Wainstein also noted other DOD entities might
access the information.

That's important background to the Intercept’s
latest on ICREACH, data sharing middleware that
permits other intelligence agencies to access
NSA’s metadata directly — and probably goes some
way to answer Jennifer Granick's questions about
the story.

As the documents released by the Intercept make
clear, ICREACH arose out of an effort to solve a
data sharing effort (though I suspect it is
partly an effort to return to access available
under Bush’s illegal program, in addition to
expanding it). A CIA platform, PROTON, had been


https://www.emptywheel.net/2014/08/26/spcma-and-icreach/
https://www.aclu.org/files/natsec/nsa/20130816/NSA%20Memo%20to%20DOD%20-%20Proposed%20Amendment%20to%20Conduct%20Analysis%20of%20Metadata.pdf
https://www.aclu.org/files/natsec/nsa/20130816/NSA%20Memo%20to%20DOD%20-%20Proposed%20Amendment%20to%20Conduct%20Analysis%20of%20Metadata.pdf
https://firstlook.org/theintercept/article/2014/08/25/icreach-nsa-cia-secret-google-crisscross-proton/
https://firstlook.org/theintercept/article/2014/08/25/icreach-nsa-cia-secret-google-crisscross-proton/
http://justsecurity.org/14327/intercept-reporting-raises-broader-metadata-minimization-question/#more-14327
http://justsecurity.org/14327/intercept-reporting-raises-broader-metadata-minimization-question/#more-14327

the common platform for information sharing in
the IC. NSA was already providing 30% of the
data, but could not provide some of the types of
data it had (such as email metadata) and could
not adequately protect some of it. Nevertheless,
CIA was making repeated requests for more data.
So starting in 2005, NSA proposed ICREACH, a
middleware platform that would provide access to
both other IC Agencies as well as 2nd parties
(Five Eyes members). By June 2007, NSA was
piloting the program.

Right in that same time period, NSA’s Acting
General Counsel Vito Potenza, Acting OLC head
Steven Bradbury, and Wainstein started changing
the rules on contact chaining including US
person metadata. They did so through some word
games that gave the data a legal virgin birth as
stored data that was therefore exempt from DOD’s
existing rules defining the interception or
selection of a communication.

For purposes of Procedure 5 of DoD
Regulation 5240.1-R and the Classified
Annex thereto, contact chaining and
other metadata analysis don’t qualify as
the “interception” or “selection” of
communications, nor do they qualify as
“us[ing] a selection term,” including
using a selection term “intended to
intercept a communication on the basis
of .. [some] aspect of the content of the
communication.”

See this post for more on this amazing legal
virgin birth.

Significantly, they would define metadata the
same way ICREACH did (page 4), deeming certain
login information to be metadata rather than
content.

“Metadata” also means (1) information
about the Internet-protocol (IP) address
of the computer from which an e-mail or
other electronic communication was sent
and, depending on the circumstances, the
IP address of routers and servers on the
Internet that have handled the
communication during transmission; (2)
the exchange of an IP address and e-mail
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address that occurs when a user logs
into a web-based e-mail service; and (3)
for certain logins to web-based e-mail
accounts, inbox metadata that is
transmitted to the user upon accessing
the account.

It would take several years to roll out SPCMA
(remember, that'’s the authority to chain on US
person data, as distinct from the sharing
platform); a pilot started in NSA's

biggest analytical unit in 2009. When it did,
NSA made it clear that personnel could access
this data to conduct analysis, but that existing
dissemination rules remained the same (which is
consistent with the 2006-2008 proposed
activity).

Additionally, the analyst must remain
cognizant of minimization

procedures associated with retention and
dissemination of US person

information. SPCMA

covers analytic procedures and does not
affect existing procedures for
collection, retention or dissemination
of US person information. [emphasis
original]

Accessing data in a database to do analysis, NSA
appears to have argued, was different than
disseminating it (which is a really convenient
stance when you’re giving access to other
agencies and trying to hide the use of such
analysis).

Of course, the pitch to Mukasey only nodded to
direct access to this data by CIA (and through
them and PROTON, the rest of the IC) and other
parts of DOD. In what we’ve seen in yesterday’s
documents from the Intercept and earlier
documents on SPCMA, NSA wasn’t highlighting that
CIA would also get direct access to this data
under the new SPCMA authority, and therefore the
data would be disseminated via analysis outside
the NSA. (Note, I don’'t think SPCMA data is the
only place NSA uses this gimmick, and as I
suggested I think it dates back at least to the
illegal dragnet.)


https://www.aclu.org/files/assets/Contact_Chaining_Memo_2011_01_03.pdf

In response to yesterday’'s Intercept story,
Jennifer Granick suggested that by defining this
metadata as something other than communication,
it allows the NSA to bypass its minimization
procedures.

The same is true of the USSID18
procedures. If the IC excludes unshared
stored data and other user information
from the definition of communications,
no minimization rules at all apply to
protect American privacy with regard to
metadata NSA collects, either under
12333 or section 702.

[snip]

NSA may nevertheless call this
“minimized”, in that the minimization
rules, which require nothing to be done,
have been applied to the data in
question. But the data would not be
“minimized” in that it would not be
redacted, withheld, or deleted.

Given what we’ve seen in SPCMA — the authority
permitting the analysis of expansively defined
metadata to include US person data — she’s
partly right — that the NSA has defined this
metadata as something other than communication
“selection” — but partly missing one of NSA's
gimmicks — that NSA distinguishes “analysis”
from “dissemination.”

And if a bunch of agencies can access this data
directly, then it sort of makes the word
“dissemination” meaningless.

June 2004: DCID 8/1 mandates that all IC
agencies share data as soon as it might be
comprehensible.

July 20, 2004: Scott Muller writes NSA GC
(Potenza?) and O0IPR Counsel, asking for US
person metadata.

March 10, 2005: CIA requests additional data for
PROTON

May 26, 2005: NSA/CSS Policy 1-9: Information


https://s3.amazonaws.com/s3.documentcloud.org/documents/1278905/sharing-communications-metadata-across-the-u-s.pdf
https://www.aclu.org/files/natsec/nsa/20130816/NSA%20Memo%20to%20DOD%20-%20Proposed%20Amendment%20to%20Conduct%20Analysis%20of%20Metadata.pdf
https://www.documentcloud.org/documents/1278900-metadata-sharing-memorandum.html

Sharing implements DCID 1/8

July 6, 2005: Recommendation NSA make PROTON
available on GLOBALREACH; this would become
ICREACH

September 28, 2006: NSA Acting General
Counsel first asks James Baker to permit contact
chaining through US person data overseas

FY 2007: Rollout and training of ICREACH

FY 2008: Add second party and PROTON brokers to
ICREACH

June 2007: ICREACH pilot begins
~July 2009: SPCMA pilot

January 2011: SPCMA expands across NSA
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