WikiLeaks 4/8/10 10:26 PM

Wikil.eaks

Click here to make a secure
submission

Collateral Murder - Wikileaks - Iraq

b & 0000 TAT el 52

Collateral Murder

WikiLeaks has released a classified US military video depicting the
indiscriminate slaying of over a dozen people in the Iragi suburb of
New Baghdad -- including two Reuters news staff. Reuters has been
trying to obtain the video through the Freedom of Information Act,
without success since the time of the attack. The video, shot from an
Apache helicopter gun-site, clearly shows the unprovoked slaying of
a wounded Reuters employee and his rescuers. Two young children
involved in the rescue were also seriously wounded. For further
information  please visit the special project website
www.collateralmurder.com.
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Fundraising drive

We have received hundreds of thousands of pages from corrupt
banks, the US detainee system, the Iraq war, China, the UN and
many others that we do not currently have the resources to release
to a world audience. You can change that and by doing so, change
the world. Even $10 will pay to put one of these reports into another
ten thousand hands and $1000, a million.

We have raised just over $370,000 for this year (our yearly budget is
around $600,000.).

The Sunshine Press (WikiLeaks) is an non-profit organization funded
by human rights campaigners, investigative journalists, technologists
and the general public. Through your support we have exposed
significant injustice around the world— successfully fighting off over
100 legal attacks in the process. Although our work produces
reforms daily and is the recipient of numerous prestigious awards,
including the 2008 Index on Censorship-Economist Freedom of
Expression Award as well as the 2009 Amnesty International New
Media Award, these accolades do not pay the bills. Nor can we
accept government or corporate funding and maintain our absolute
integrity. It is your strong support alone that preserves our continued
independence and strength.

We are releasing some time sensitive disclosures on this page until
the moment of our re-launch.

Recently released documents

29. Mar. 2010: U.S. Embassy profiles on Icelandic PM. Foreign Minister,

Ambassador
Three classified U.S. profiles of key Icelandic figures. (1) Prime

Minister Johanna Sigurdardottir; (2) the then Icelandic Ambassador to
the U.S., Albert Jonsson; (3) Minister of Foreign Affairs and External

Trade, Ossur Skarphedinsson. The profiles form briefing documents for

U.S. officials visiting Iceland. While the documents are relatively lowly
classified and careful to be diplomatic, the tone and certain facts are
notable; for instance, speaking on the (then) Icelandic Ambassador to
the U.S: "he protested privately when explanations of alleged use of
Icelandic airspace by CIA-operated planes were three weeks late in
arriving and, in his view, inadequate, but worked with US diplomats to
downplay the issue publicly.". Similarly, views about the figures in
relation to NATO and other U.S. issues are explored.
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26. Mar. 2010: CIA report into shoring up Afghan war support in Western

Europe, 11 Mar 2010
This classified CIA analysis from March, outlines possible PR-
strategies to shore up public support in Germany and France for a
continued war in Afghanistan. After the dutch government fell on the
issue of dutch troops in Afghanistan last month, the CIA became
worried that similar events could happen in the countries that post the
third and fourth largest troop contingents to the ISAF-mission. The
proposed PR strategies focus on pressure points that have been
identified within these countries. For France it is the sympathy of the
public for Afghan refugees and women. For Germany it is the fear of
the consequences of defeat (drugs, more refugees, terrorism) as well
as for Germany's standing in the NATO. The memo is an recipe for the
targeted manipulation of public opinion in two NATO ally countries,
written by the CIA. It is classified as Confidential / No Foreign
Nationals.

17. Mar. 2010: Update to over 40 billion euro in 28167 claims made against

the Kaupthing Bank, 3 Mar 2010
This document contains an update to a list of 28167 claims, totaling
over 40 billion euro, lodged against the failed Icelandic bank Kaupthing
Bank hf. The document is significant because it reveals billions in cash,
bonds and other property held with Kaupthing by a vast number of
investors and asset hiders, including Goldman Sachs, Deutsche Bank,
Credit Suisse, Morgan Stanly, Exista, Barclays, Commerzbank AG, etc.
It was confidentially made available to claimants by the Kaupthing
Winding-up committee.

15. Mar. 2010: U.S. Intelligence planned to destroy WikiLeaks, 18 Mar 2008
This document is a classified (SECRET/NOFORN) 32 page U.S.
counterintelligence investigation into WikiLeaks. *~The possibility that
current employees or moles within DoD or elsewhere in the U.S.
government are providing sensitive or classified information to
WikiLeaks.org cannot be ruled out". It concocts a plan to fatally
marginalize the organization. Since WikiLeaks uses ""trust as a center
of gravity by protecting the anonymity and identity of the insiders,
leakers or whistleblowers", the report recommends " The identification,
exposure, termination of employment, criminal prosecution, legal action
against current or former insiders, leakers, or whistleblowers could
potentially damage or destroy this center of gravity and deter others
considering similar actions from using the WikiLeaks.org Web site". [As
two years have passed since the date of the report, with no WikiLeaks'
source exposed, it appears that this plan was ineffective]. As an odd
justification for the plan, the report claims that ~ Several foreign
countries including China, Israel, North Korea, Russia, Vietham, and
Zimbabwe have denounced or blocked access to the WikiLeaks.org
website". The report provides further justification by enumerating
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embarrassing stories broken by WikiLeaks---U.S. equipment
expenditure in Iraq, probable U.S. violations of the Chemical Warfare
Convention Treaty in Iraq, the battle over the Iraqgi town of Fallujah and
human rights violations at Guantanamo Bay.

15. Mar. 2010: Turks & Caicos Islands government asks for US$85M credit
line from FirstCaribbean, 28 Jan 2010

Quote for a US$85 million line of credit from FirstCaribbean to the
government of the Turks & Caicos Islands. The loan is to be used for
refinancing existing liabilities held by FirstCaribbean & Citibank ($26M),
reduce an overdraft facility ($15M), cash reserves (US$10M), pay
creditors $(US$33M) and "transactions costs". The intern TCI
Government is controlled by the Consultative Forum. Our source states
that forum members demanded access to this document but were
denied access to it.

15. Mar. 2010: Over 40 billion euro in 28167 claims made against the
Kaupthing Bank, 23 Jan 2010

This document contains a list of 28167 claims, totaling over 40 billion
euro, lodged against the failed Icelandic bank Kaupthing Bank hf. The
document is significant because it reveals billions in cash, bonds and
other property held with Kaupthing by a vast number of investors and
asset hiders, including Goldman Sachs, Deutsche Bank, Credit Suisse,
Morgan Stanly, Exista, Barclays, Commerzbank AG, etc. It was
confidentially made available to claimants by the Kaupthing Winding-up
committee.

15. Mar. 2010: BBC High Court Defence against Trafigura libel suit, 11 Sep

2009

This document was submitted to the UK's High Court by the British
Broadcasting Corporation (BBC) in September 2009, as a Defence
against a libel claim brought against them by the oil company Trafigura.
A May 2009 BBC Newsnight feature suggested that 16 deaths and
many other injuries were caused by the dumping in the Ivory Coast of a
large quantity of toxic waste originating with Trafigura. A September
2009 UN report into the matter stated that 108,000 people were driven
to seek medical attention. This Defence, which has never been
previously published online, outlines in detail the evidence which the
BBC believed justified its coverage. In December 2009 the BBC settled
out of court amid reports that fighting the case could have cost as much
as 3 million pounds. The BBC removed its original Newsnight footage
and associated articles from its on-line archives. The detailed claims
contained in this document were never aired publicly, and never had a
chance to be tested in court. Commenting on the BBC's climbdown,
John Kampfner, CEO of Index on Censorship said: "Sadly, the BBC
has once again buckled in the face of authority or wealthy corporate
interests. It has cut a secret deal. This is a black day for British
journalism and once more strengthens our resolve to reform our unjust
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libel laws." Jonathan Heawood, Director of English PEN, said: "Forced
to choose between a responsible broadcaster and an oil company
which shipped hundreds of tons of toxic waste to a developing country,
English libel law has once again allowed the wrong side to claim
victory. The law is an ass and needs urgent reform." Now that this
document is in the public domain, the global public will be able to make
their own judgment about the strength of the BBC's case.

26. Feb. 2010: Icelandic Icesave offer to UK-NL, 25 Feb 2010

Confidential Feb 25 offer (conveyed around 10AM, GMT) from the
Icelandic Icesave negotiation team to their British and Dutch
counterparts. Iceland agreed to cover all monies associated with the
UK-NL Icesave payouts, but forcefully objects to a 2.75% "profiteering"
fee demanded by UK-NL over and above base interest rates.

26. Feb. 2010: Final UK-NL offer to the government of Iceland, 19 Feb 2010

Confidential offer from the UK, dutch Icesave negotiation teams to their
Icelandic counterparts. Iceland is to cover all monies associated with
the UK/NL Icesave payouts, all currency and recovery risks, base
interest as well as an effective 2.75% additional fee. The 2009-2010
period is excerpted from interest charges, which the offer values at
450M euro (how the figure is derived is not specified, but it equates to
approx. 5.5% PA on 4 Bil EUR). The offer appears to be designed to
be leaked, as it contains rhetoric about "tax payers" and similar
irrelevancies. Indeed a sentence from the offer appears in a Reuters
article filed at 18:04 UTC, February 19, six hours before the confidential
offer was sent to the Icelandic government. In the Reuters' article,
phrases are quoted from the offer by an anonymous source, clearly a
sanctioned British official, although this is not stated by Reuters. Similar
"sources" selectively quoted the document to other media outlets
including Channel 4 and the Guardian on February 25, 2010.

24. Feb. 2010: Cryptome.org takedown: Microsoft Global Criminal
Compliance Handbook, 24 Feb 2010

Cryptome.org is a venerable New York based anti-secrecy site that has
been publishing since 1999. On Feb 24, 2010, the site was forcibly
taken down following its publication Microsoft's "Global Criminal
Compliance Handbook", a confidential 22 page booklet designed for
police and intelligence services. The guide provides a "menu" of
information Microsoft collects on the users of its online services.
Microsoft lawyers threatened Cryptome and its "printer", internet
hosting provider giant Network Solutions under the Digital Millennium
Copyright Act (DMCA). The DMCA was designed to protect the
legitimate rights of publishers, not to conceal scandalous internal
documents that were never intended for sale. Although the action is a
clear abuse of the DMCA, Network Solutions, a company with
extensive connections to U.S. intelligence contractors, gagged the site
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in its entirety. Such actions are a serious problem in the United States,
where although in theory the First Amendment protects the freedom of
the press, in practice, censorship has been privatized via abuse of the
judicial system and corporate patronage networks.

24. Feb. 2010: IGES Schlussbericht Private Krankenversicherung, 25 Jan

2010
Abschlussbericht der Studie "Bedeutung von Wettbewerb im Bereich
der privaten Krankenversicherungen vor dem Hintergrund der
erwarteten demografischen Entwicklung", angefertigt durch das Berliner
Institut fuer Gesundheits- und Sozialforschung (IGES) im Auftrag des
Bundesministeriums fuer Wirtschaft (BMWI). Die Studie, datiert vom 25.
Januar 2010, wurde von BMWI Ressortchef Rainer Bruederle (FDP) in
den Giftschrank verbannt. Die ZIP Datei enthaelt Kurz- und
Langfassung der Studie.

18. Feb 2010: Classified cable from US Embassy Reykjavik on Icesave dated
13 Jan 2010
This document, released by WikiLeaks on February 18th 2010 at 19:00
UTC, describes meetings between embassy chief Sam Watson (CDA)
and members of the Icelandic government together with British
Ambassador lan Whiting.
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Donate Online

You can support us by donating online through one of the following methods:
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Message with your donation:
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Your email address (optional, if
used must be valid):

" Donate via PayPal |

Donate via MoneyBookers \f

Donate via Bank Transfer

To contribute via direct wire transfer, please make your donation to one of the following organizations
that can accept support on our behalf. Tax deductibility is possible where indicated.

Europe

Use our account at the tax-
deductible Wau Holland
foundation:

Wau Holland Stiftung, Postfach
640236, 10048 Berlin, Germany
Commerzbank Kassel, BLZ:
52040021, KTO: 277281204
(international: IBAN:
DE46520400210277281204,
BIC: COBADEFF520)
(inquiries: wl-

supporters @sunshinepress.org

Support us technically

United States

Banking details available on
request. Email wl-

supporters @sunshinepress.org

with the name of your state to
be guided through this simple
process.

Australia & New Zealand
Use our tax-exempt
infrastructure foundation:

WikiLeaks ICT, Australia

Full bank details available on
request. Email wl-
supporters @sunshinepress.org

to be guided through this
simple process.

All other countries

Use our account at the non-
profit Wau Holland foundation
in Europe:

Wau Holland Stiftung, Postfac
640236, 10048 Berlin, Germai
Commerzbank Kassel, BLZ:
52040021, KTO: 277281204
(international: IBAN:
DE46520400210277281204,
BIC: COBADEFF520)
(inquiries: wi-

supporters @sunshinepress.or

Other bank accounts are
available on request from wi-
supporters @sunshinepress.org

WikiLeaks is currently overloaded by readers. This is a regular difficulty that
can only be resolved by deploying additional resources. If you support our

mission, you can help us by integrating new hardware into our project
infrastructure or developing software for the project. Become patron of a
WikiLeaks server or other parts of our technology, adding more pillars to the
stability and balance of the WikiLeaks platform. Servers come trouble-free

and legally fortified, software is uniquely challenging.
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Free speech has a
number 7

— CBS News, February 20,
2008
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If you can provide rackspace, power and an uplink, or a dedicated server or
storage space, for at least 12 months, or software development work for
WikiLeaks, please write to wl-supporters @sunshinepress.org

Support us legally

Individuals or organizations wishing to donate lawyer time write to wl-
legal@sunshinepress.org. We provide unique legal challenges in an ongoing
fight for global justice and freedom of speech. If you support our mission, join
our legal team to help defend those values.

WikiLeaks would like to thank the following 18 steadfast supporters
(unordered):

Reporters Committee for the Freedom of the Press (RCFP)

The American Society of Newspaper Editors (ASNE)

The Associated Press - world wide news agency, based in New York
Citizen Media Law Project - Harvard university

The E.W Scripps Company - newspapers, TV, cable TV etc.

Gannett Co. Inc - the largest publisher of newspapers in the USA,
including USA Today

The Hearst Corporation - media conglomerate which publishes the San
Francisco Chronicle

The Los Angeles Times

National Newspaper Association (NNA)

Newspaper Association of America (NAA)

The Radio-Television News Directors Association (RTNDA)
The Society of Professional Journalists (SPJ)

Public Citizen - founded by Ralph Nader together with the California
First Amendment Coalition (CFAC)

The Electronic Frontier Foundation (EFF)
The American Civil Liberties Union (ACLU)
The Project on Government QOversight (POGO)
Jordan McCorkle, the University of Texas
Click here to make a secure submission
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... Serves as an

uncensorable and
untraceable depository
for the truth, able to
publish documents that
the courts may prevent
newspapers and
broadcasters from being
able to touch. »

— In praise of... WikiLeaks -
The Guardian, October 20,
2009
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