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IN THE UNITED STATRS DISTRICY COURT FOR
' EASTERN DISTRICT OF VIRGINIA
Alexandria Division

in re:

James Risen

MEMORANDUM QPIHION
A federal grand jury has heen investigating how

J

}
Grand Jury Subpoena to ; UNpER. JEAL &%"’” OFPIGER
mﬁa‘%

] 16 ¢ tygS

CLERK, U.S. DISTRICT COURT

' ﬂ EmMEA, VIRGINIA

highly

clamaified infoxmation about a Central Intelligence Agency

(*CIA") opexation

-lms 1eaked to jonrnalist Jemes Rieen. Betore the Cowt

{s Risan's Motion to Quash a grand juxy subpoena that seeks his

vestimony about his reporting. For the reasons diecussed balow,

Risen’s Motion to Quash the subposna has been granted.

I. Background
A. Chapter 9 of §tate of War

H 3 OGS Py Of TA and the Bush Admin
(*Stare of War"). Chapter 9 of gtate qf War describes 2 covert

1pn January 2006, Risen published & pook aboyt the CIA, Etate

CIA operative's attempts to provide Iran with flawed nuclea¥

weapon plans under 8 highly clagaified CILA program,

AS reported in Chapter 9, the CIA recruited a former Ruseian

scientist, identified by the codename “MERLIN,* to provide

Iranian officlals with faulty nuclear blueprinta, as part of &

CIA plan to undermine Iran‘s nuclesr programs. Accerding to

Risen, the flaws in the blueprints wers irmediacely

gpotted by
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the formey scientist. Nevertheless, the CIA instructed him to
continue with the operation and drop the blueprints off at the
Iranian embassy in Viemma, Chapter 9 concludes that the
operation wae deeply flawed and mismenaged, because the latant
defects in the blueprints were easily identifiable, and the
opsration actually resulted in ths transfer of potentially
helpful nuclear technology to the Iraniana. #Huch of Chapter 9 is
told from the perspective of a CIA case officer, described as the

Bugsian scientist’'s *personal handler,” who was assigned to

pexpuade the sciangiac to go along with the operation.

pecl. of Eric B.

Bruce, dated March 7, 2008, (“Bruce pecl.?) at § 7, Bx, B to
Govexnment’e Bx Parte Submission in Supp. of Opp. t@ James
Risen's Mot. to Quash Grand Jury Subpoena, dated June 18, 2010.*
8. Risen's cantacts with Jeffrey Sterling
The government’s target {n the leak investigation ia Usffrey

Sterling, who waa hired as a CIA case officer in 1993, Bruce

N - -
at § 7. Chapter 9 algo reports that an Iranian telligence

officer provided the CIA with evidence that Ixan vas beliind a-

& ﬁ% ﬁii i ﬁ gsed that information.
bomb and that cials suppreds o A Lieo11s.
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i REY
Decl. at § 13. PFrom late 193§ or early 1989 .th::ough‘ Apxil or May
2000, Sterling was aspigned as —
O 1o, et 1§ 16, 26. Sterling frequently met
vicy N o0 had prinoipsl zesponaibility for
drafting classified reports. about his progress. 1d, av { 27
After being told that ht failed to meet pexformance taxrgets,
gterling, who ie African Rmerican, filed a discrimination
complaint with the CIA on August 22, 2000. X4, at §1 17-18.
Sterling then f£iled 2 lawsuit against the CIA that wae dismissed
based on the State Secrets privilegs. Sterling’s employment with
the CTA ended on o'r about Januvary 31, 2002. JId. at 99 19-20.

The government has established that Stezling fizat begap
communicating with Bimen &uring the fimal stages of his
employment with the CIA. On Movember 4, 2001, Risen published an
article in the New York Times, revealing that a CIA undercaover

gtation was located in the 7 World Trade Cernter building. N
T »icen quoted an

snonymous “foymer agency official® as his 8source. Ig, at § e7-

to
48, 52. rormer cia case officer NN testified

the grand Jjury that Bterling told her
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R 1o, ot 1 4.

On Narch 2, 2002, the haw York Times published an artigle by
Rigen about Sterling's discrimination laweuit against the CIA.
Id. at § 53, The article quotes Sterling eéxtensively. Ripan

wrote that Sterling °was assigned to try toO recruit iranjans as

ppies, "
I4. at § s4.

The govermment alleges that afttser he was gired by the CIA,
Sterling attempted to draw attention to the SR coject.  The
evidence supporting that allegation is that onm March 5, 2003,

Sterling met with t;ﬁo sanata Jelect Committee on Invelligaence

stattexs, R = R to oiscvee tbe I
program and his discrimination lawsuit. ' ld. at q 51-63,

[ 1oter told the govermmant in an interview that
during the meeting "Sterling also threatened to go to the presd,
though he could not vecall if Sterling's threat related to the
—Operation or his lawsuit.* Xd, at § 63.

Risen avers in hid affidavit that he learnmed about the CIA

programs in 2003. Affidavit of James Risen, dated February 16,
2008 (*2008 Risen Rff.”) at ¢ 17. Risen states that he promieed
confidentiality to the source(s) who provided the information
about MERLIN, and that the agreement *doee mot merely cover the

aame of the source(s). Rather, I understand wy agresment {8} to

? el
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require me not to reveal any information that would enabls
gomeons to identify my confidenmtial seurce(s}.” Reply Affidavir
of James Risen, dated July 6, 2010 (*2010 Riaen Reply Aff."), at
{s.

Between Fehruary 27, 2003 and Mardeh 29, 2003, thexe waere
seven phone oalls fxom Stexling’s home talephone in the Bastern
District of Virginia to Rimen's honma telephons in the District of
Maryland. Bruoce nDecl., gt § 65; Govermament’'s Gpp. to Jamnes
Risen’s Mot. to Quash Grand Jury Subpoenz (“Opp.*) at 9. On
March 10, 2002, Sterling sent an email message to Risen with a
referencs Lo a CNN,com article entitled: “Rgport: Iran has
"axctemely advanced’ huclear program.* In the messags, Sterling
wrote, *I'm sure you've alveady seen this, but quite interesting,
don‘t you think? K1l the moxe reason to wonmder...” Id. at 9 s6.

on April 3, 2003 - four days aftexr the last of the seven
phone calls from Sterking’a home to Risen’s home - Risen called
the CIA Office of Public Affairs, asking about an operation known
o pegmwsewy
PR 1o a2t § 5. Also on April 3, 2003, Risen
called the Watianal Security Council’'s office of Public ALfairs
for comment about the opevation. Id, at | 69.

On April 30, 2003, former Natiomal Security Advigor
Condoleezza Rice, formar CIA director George Tenet, and three
other TIA and NSC staff wembers mst with Rigen and Egﬂ_lan_Iimﬁﬂ




Case 1:10-cr-00485-LMB Document 118 Filed 06/28/1t—Page 6035 PayetD# 1t004———

190 88K

Waghington Bureau Chief JLll Rbramgen in an effort to convince

them to not publish an article —

because it would compromise national seeurity. Id. at §§ 72-76.
During the meeting, Risen stated

Id. at § 79, On oy about May 6.

2003, Abramson told the governmsnt that the newspaper had decided
not to publish the story. Jd. at % 7.

Risen continued to pursue the --tory ag part of a
book that he was writing abaut the CIA, and the evidence before
the grand jury shows that he kept in touch with sterling. In
approximately August 2003, Sterling moved from Virginia to his
home state of Missouri, where ha atayed with friends, - and

BEEEE . ¢ 0 ve. Phone recoras for che_ phone

document 19 oalls Yetween tha New York Times office in Washington
D.C. and their home. Id. at 1 79. [N=c¢ NN >
testified before the grand jury that they did aot reteive calls
from anyone at the New York Timasg. Id. The government also
found records of phone calls between the New York Timas and
Sterling‘s csll phone and work phone extension at Blue Cross/Blue

Shield in Migsouri, where he began working in August 2004.

Sterling had access to r.he_ computer, and an FBI search
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of the computer revealed 27 emails between Sterling and Risen,
including a May 8, 2004 massage from Rieen to Sterling, stating
*I want to call today. I‘m trying ta write ths atory”. 1d. at 1"
81-35. A forensic examination of the-oowyubsr revealed a
string of characters that indicate a fils called —was
once viswed or asved onh that cemputer. Id. at 4 vs. ‘

Mureover, 'duriug a seayxch of 8terling/a perscnal cowputex,
teﬂega.l aganty founnd & letter to ‘am«’ that wap created on March
19, 2004, Seg Tak T to Qpp. Brief. The lstter describes
Bterling’'s diacringimuian complaint and meeting with Senate
staffers. The latter states that ®[f)or cbviocus vreasons, 1
canniot tell you every detail.,” Id. at 2,

—. R -cccified before
the grand jury that some time batween October 2004 and January
2006, Sterling told har about his plan# ko meet with "Jim,* who
had written an a.r\:ic;l.e about Sterling's discyximination casde and
wag then working on a book about the CIA. Bruce Decl, at § go0.
B testities that she undsrstood “Jim* o be James Risen.
18, at § 91. According to -, when the couple saw gtate Of
#ar in a bookstore, Sterling - without looking at the hook first
- tolofJij thac cunaprer s was avout work he had done at the
crn. za. at 9 92, adestionally, R ¢ to
government intelligencve official with whom Risen consulted ou hisg
stories, told the grand jury that Risen teold isim that Sterling

7

Y0P SECHET
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was hig source for information about the M cperation. Id.
at Y s3-109,

Tn a book proposal sent to Simon & Schuster in Septewber

2004, Risen deacribed

Id. at § 106. Risen and the publishing company veachdd a
publishing agreement and in Novewber 2005, Risen sent a final or
near-final version of the manuscript to §imon & Schuster. Id, at

9 ice,

In a classified filing dated March 7, 2008, the govexrnment
admitted that the above-described evidence amounts to probable
cavse to indict Sterling:

The ovidence gathered to date clearly establishes
that there is at least probable cause to believe
that Jeffrey Sterling is responsible foxr the
unauthorized gisclosure of classified information
regaxrding the “Operation to James Risen,
and three federal judges have also made a similar
finding by authorizing the ssarch warrants
deecribed mbove. The Govermwant believea that
there is aleo probable cause to sugygest that
Jeffroy Sterling is further responsible for the
AN, <1 5c)osures
described above, Howaver, the Govermment further
believes that thip matter waxrants additional
investigation to insure a proper charging decision
before an indictment is presented to the Grand
Jury.

Id. § 142.2

The Court strongly disagrees with the government’s decieion
to redact Paragraph 142 of the Bruce declaration from the
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C. Subpoenas to Risen

A grand jury sitting in the Eastern Diatrict of Virginia
hegan investigating the 'diacloaurea about the __apetatiqn in
or about March 3006, Id, at § 9. On Jawuary 28, 2008, the
govermment lsaued 1lts ilrat grand jury subpoena to Risen (*2008
subpoena®), weeking testimony and documentsd about the identity of
the source(s) for Chapter 5 and Rieen's communications with the
source(#) . Risen moved to guash the subpoena, arguing that the
reporter’s privilege under the rirst Amendment and fedeyal common
law protects him from peing compelled to diaclose the
information.

Risen’s wotion to quash was granted in part and denied in
part, after the Court found that the govermment already had
strong evidence against Sterling amd that Rigen's tastimony would
sinply amount to vthe icing on the cake.” Howevexr, bscause Risen
had dalaclosed Sterling’s name and gomé information about his
reporting to _ the Couxt found a waiver as to that

material provided to Risen’s counsel. Like wuch of Eh: redactad
{nformation in the declaration, this paragragh oonzzonal
absolutely no informatioun that would compromige ﬂ? onuse exists
security. The government’s admisslon that yrobabie OREC =,
i3 aignificant, and it 1likely would have caused R s:;tis gmn v
to prapent Alfferent arguments to the Court. Clase hcgm an ot
the entire paragvsph is luproper becaude the paragrap

appear to divulge national security information. Rathey, the

he govermmant‘a
ph confirws a conulusion of law, If ¢t uia
§§§2§§3 is that pofienames for the programe are revealed, it co

have redacted thohe names but left ths remainder of the pazagraph
unclassitied,
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information.

Both Rizen and.the government sought reconsideration. Rieen
filed atfidavits £rem himself and I that Risen claims
eotablish that thair discuseione were part of Risen's reporting
and therefore that no waiver oocurred, While thoss motions were
pending, the govermment ordered Risen to appear before the grand
jury with less than 48 hours notige, The CQourt granted Risen’s
motion to stay, and nothing more oocurred until July 21, 2009,
when the Court asked both parties for a status update because the
term of the grand jury which had isgued tha 2008 eubpoena had
expired. The government responded that ita investigation was
continuing and that it had convaned another grand jury during the
week of July 27, 2009. On August S, 2009, the Court issued an
order staying argument of the motions for rsconsideration, to
allow the new Attorney Ganeral an.opportunity to evaluate the
wisdom of reauthorizing the subpoenw, given its significant riret
Amendment implicatilions,

(n January 19, 2010, the Attorney General authorized the
isevance of a second grand jury subpoena (®2010 subpoena®). Ths
subpoenx issued on April 26, 2010. Onlike the 2008 subposna, the
2016 subpoena doed not ask for the identity of confidential
sources; instead, the subpoena demands Risen’s appearance bafare
the grand jury and requirae production of a broad list of

documente and information, Among the requested documents are all

10
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Rolodex and contact information £or Sterling, all notes related
to Risen’s reporting on Chapter 9, all emaile or other
correspondence relating to Chapter 9, and drafts of book
proposals. Risen has denied possesging any of these documente
other than the Rolodex contact information,

After oral argument on Octobsr 12, 2010, the Court quashed
the subpoena as to the document rsquests, accvepting Risen‘s
representation that the only responsive document possibly in his
posBession was the contact information and finding that the
compelled dieclosure of that information would dAivulgs Che namee
of confidential sources. The unresolved issue, which is
addresged in this Opinion, le the reguest for Risen's testimony.’

In a declaration attached to the government's Opposition
brief, Special Assistant United States Attorney William M. Welch
IT clarifien exactly what the government would ask Risen:

* Pirst, the goverument wants Riaen to confirm the accuracy of
the March 2, 2002 article about Bterling‘s discriminaitlon
complaint and the CIA‘s decieion to fire him., Specitically,
the government wante to ask Risen where 8terling disclosed
the information, what other information Sterling provided,

how Stexling provided tho information, and when Sterling

3In the October 12, 2010 Order, the Court asked the parties
to provide an update on che ptatus of negotiations on the
rewaining portion of the subposha. On Odtober 19, 2010, the
parties informed the Court that they have been unable to reach &
comiromise .

1
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provided the information, as well as whether Risen and
Sterling discussed ths digerimination lawsuit after the
article was publivhed and whethex Risen intends to write
future stories about Sterling’s discrimination lawsuit,

. Next, the govermment wante to ask Risen about “che whers,
the what, the how, end the when’ regarding disclosure of
classified intormitiou published in Chapter 3, The
government.will allow Rigen to digeuss sources using agreed-
upon peeudonyms, such s@ “Source A,“ xather than thair real
names.

s Last, the government wanta to agk Risen about “the Whexe,
the what, the how, and the whon* regarding ths 2004 letter
that Sterling saent to Risen.

II. Disoussion
On June 3, 2010, Risen filed a3 Motion to Quash the 2010
subpoena upnder Federal Rule of Criminal Procedure 17te) (2), which
provides that the Court may quash or modily a subpoena if
compliance would be unreasonable or oppressive. Rimen argues
that the Qourt should guash the subpoena because it is protected
by the reporter's privilege under both the Firat Amendment and

the common law, and that the 2010 subpoena, like the 2008

éubpoena, seeks confidential source information. Risen alseo

argues that the henefit Of the leaks to the public outweighs any

harm they cauged, and that the govermmeat issued the gubpoena to

12

T 0y
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haraes and intimidate him.

A. Pederal Rule of Criminal Frocedure 17{c) (2)

Although the goverrment gnd Risen disagres about whether a
reporter’s privilege appliss to this cape, it ig well accepted
that grand juries’ subpoena powers have some limite, Pederal
Rule of Criminal Procsdure 17(c) (2] allows a court to quash 8
grand jury subpoena “if compliance would be unreasorable O
oppressive.”

The Fourth Circuit has not hesitated ko find that Rule '
17(c) (2) imposes limite on grand jury subpoenas.

[T) he grand jury is not anfettered in the exercise of

its investigatory powers, The law forpids it from

undertaking those practices that do net 2id the grand

jury in its quest for information bearing on the
Jecision to indict. This prohibition bars, intel alla,
grand jury reguests that amount to civil or criminal
diacovery as well aa arbitrary, malicious, or harasaing
inguires.

! 5 In e QGrixiiil -
: .155), 42 F.3d 876, 878 {4th Cir. 1994) (intexmal
quotation marks and citations omitted), Parties may use Rule
17t¢) (2] to challenge & grand jury subpoena for seeking
privileged material, and *(ijn the abpence of such a privilege, a
subpoena may still be unreasonable or oppregsive under Rule 17(c)
if it ie irreslevant, abusive or haraseing, overly vagus; oY
excesaively broad.” Unpited S dexr Seal

No. -2), 478 P.3d 881, 585 (4th cix. 2007)

({ntarnal gquotation marks and oitations omitted) .

13
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B. Pirst Amendment Privilege.in the Fourth Circuit

In addition to ths Rule 17(c) (2) protections, Rimen arguee
that the First Amendment's guax;ntee of a free preas as well as
fedexral common law eptablish a qualified repoxtar’'s privilege
that preventa compelled disclosure of the type at lssue.‘ The
government counters that there is no reporter’'s pirivilege in a
criminal case, relying heavily on Brangburg v. Haves, 408 U.S.
665 (1972), which addressed three consolidated caged in which
journalists sought to guash grand jury subposnaw. In the firat
case, a Kentucky grand jury sought testimony from a newspaper
reporter who wrote articles about marijunna production aund use.
The reportar had agreed not to name the subjects of the. stories,
and the grand jury pought tha subjecta’ identities. Id, at 667~
€8. In the segond vass, a Mapgachusetts grand jury esubpoenaed &

telavision reporter who had heen permitted to enter the Black
panther Party's headquarters on the condition that he not
dimclose what he saw ar heard insids. The grand jury sought
information about what took place in the headquarters. Id. at

‘Risen also arguea that the Court should apply & gederal
common law reporter’'s privilege; however, the Fourth Circuit has
only mentioned a common law privilege in passing in United Stated
v. Steelhammat, S39 F.2d 373 (ath cir, 1976); & civil contempt
proceeding, In Egeelhammer, the court’s analysis focused nostly
on the First Amendment privilege. Although other circuite have
recognized a strong reporter’s privilege undex the federal common
law, the Pourth Circuit has not done Bo. Theyxefore, the Court
will limit ite analysis to the repoxtex’s privilege under the
Firat Amendment.

1
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672~75. In the third cmse, & federal grand jury in Calitornia
subpoenaed the notes and interview racordings of a nowspaper

! reporter who covered the Black Panther Paxty. Id. at 675-79.

The majority in Byanzbuxg declined to vecognize a reporcex’s

privilege in those cases, finding that

(m}othing in the record indicates that these grand

juries were probing at will and without relation to

existing nead . . . Nor did the grand juriea actempt to
5 {nvads protected First Amendment rights by fercing

wholesale dipclopure of names and organizational

afFiliatione for a purposs that was not germane to the
: determination of whethsr a crime has been commicted.

Id. at 700 (internal quotation marks and citatione omitted).
! Although Justice Powell joined in the majority, bhe wrote a
conourring opinion to emphasize the vlimited nature of the

I majority’s opinion:

If a newsman believes that the grand jury invegtigacion
ip wot being conducted in good faith he is not without
remedy. Indeed, if the newsman is called upen vo give
information bearing only & remote snd teauows ,
relationship to the subject of the investigation, or io
he has soma other reason to pelieve that his testimony
implicates confidential gource relationahips without a
legitimata need of law enforcement, he will hiive access
to the court on a mation to guash and an appropriate
protective vydar may be enterad, The asserted c}§1m to
privilege should be judged on its facts by gtriking a
proper balance hetween freedom of the prese and the
obligation of all citizens to give relevant tegtimony
with respect to criminal conduct.

1d. at 709-10 (Powell, J., concurring} .
with Branzburg as the Suprene Court’s only pronouncament on

the First Amendment reporter‘s privilege, circuit courta have

15
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‘ S.
varied widely on the protectione that they provide journalist
¢
The Fourth Clrcuit has repeatedly followed Justice Powell‘s
concurrence by recognizing that under the right facte there i
qualified protection for jowrnalists, In United States V.
Steelhamper, 539 F.2d 373 (4th Cir. 1976}, the district court
ial
orderad ssveral journaliste to testify at a civil contempt tT
Y .
about statemente made in their presonce at a rally, Id. et 37
Although the Fourth Cireuit affizmed the order, it applied
Justice Powell's balancing Jurisprudence
(1)t is conceded that cthe reporters did ::: :ﬁszire the
information sought to ke alicited Erogdcfails o turn
sonfideptial baeis . . . . (TIhe YoCcO L0 urere
up even a sc¢intilla of evidence that the r:g:ir
subposnaed to harass them oxr to embar:gaebalance of
newsgathering abilities . . . . fxIln ¢t :1 e
interests sugyesved ky Mr. Justice Pows ®  any
concurring opinion in Branzhuzgll, the ;bz:gg:“ca =
claim of confidanti:iitgc:gg :2eti:c§°zclu8i°n O v the
tivenenss tip the .
giggtgct courv wgg correct in reguiring the reporter
to testify.
Id. at 376 {(Winter, J.. daiesenting}, adopted by the court en
kang, s61 P.2d 539, 540 {4th Cir. 1977).
The Fourth Clrcuit has since adopted & three-part
nag
balancing teat for evaluating whethetr to enforce subpoe
issued to Journalists. 1In 3 civil defawation chase,
LaRouche v. Sationa) Broadcasting CQ., 750 F.2d 1134 l4Ch
c
cir. 1986), the plaintiff filed 2 motion to compel defandan
NBC to reveal the confidential sources behiad the allegedly

the
defamatory statements. Id. at 1137. In atfirming

16
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district court’s denial of the motion to compel, the Fourth
Circuit mdopted the following teat to determine whether the
reporter had to disclose confidential sources: *{1) whether
the infptmation ie relevant, (2) whether the information can
be obtained by altexnative means, and (3) whether there is a
compelling intereet in the information.” JXd. at 13133.
Because the plaintiff had not exhausted reasonable
alternative means of obtaining the same informatiom, he had
not demonstrated that his interests in fact-Einding
outweighed NBC's interest in maintaining the confidentiality
of its sources. JId.

In In ye Shain, 978 P.2d 850 (4th Cir. 1932}, the
Fourth Circuit held that the Pirst Amendment reporter's
privilege applias to criminal casss only where the
govexnwent sseke a reporter’e confidencial Lnformation oX
jesues the gubpoena to harass the journalist. As part of
their coverage of a bribery scandal io the Souch Carolina
legislature, four veportera each intérviewed a atate senatoxr
apout his relationship with a registered lobbyist, and later
published portions of those interviews in thelr news
stories. Ig. at 851, After the genator’'s indictment, the
United Btates Attormey subpoenaed the reporters to taatify
at the criminal trial, and the reporters moved to quash the
subpoenas, Id. at 851-52, The Fourth Circuit affirmed the

17
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district court's denial of the wotions to quash, holding
that “the absence of confidentiality or vindictiveness in
the facts of this case fatally yndezwines the reporters’
claim to a First Amendment privilege.” Id. at 853; gf..
United States v, Regan, Criminal No, 01-405-A {E.D, Va. Aug.
20, 2002) {guashing subpoend to & newspaper reporter in &
criminal case becauss it did not satisfy the LaRouche
balancing test).

The Pourth Circult has evan extended the reporter’
privilege to apply to non-confidential imformation in civil

caBes. 1In C

992 F.2d 1329 (4th Cir, 1993}, the Church of suencqlow
sued a drug company axacutive over hls commemts to USA
Todgy's editorial board. Although the executive’s commants
had not been made under a confidentiality agreament, the

Pourth Circult affirmed the magistrate judge’s denial of the
chureh's request to compel the newspaper to produce all
materials velated to the editorial board weeting, including
notes, tepes, and draft articles. Applying the LaBouche
test; the Court agreed with the magiptrate judge’'s
conclusion that the church “had made no sffort to pursue
alternative sources of information concerning the meeting.”

Id. at 2335,
In Ashoraft v, Conoco, Inc,, 218 ¥,3d 282 (4kh Cir.

18
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2000}, the Pourth Circuit xeversed a coatempt order agaimet
a journalist for refuping to identify the source of hie
information about a confidential tort claim settlement,
holding that §f courts routinely requized journallete to
disclope their gources, "the free flow of newsworthy
information would be-restrained and the public’'s

understanding of important issues and eventa would be

‘hampered in waye inconeiscent with a healthy republic.' Id.

at 247,

These cases articulare a clear legal rule. If a
reporter presents some evidence that he obtained information
under a confldentiality agreement or that = goal Of the
gubpoena is to harass or intimidate the reporter, he way
invoke a qualified privilege ageinst having to tescify in a
criminal proceeding. The district court muat then gdetermine
whethsr that qualified privilege ie nvercome using the three
laRouche factors.

[A] Pirst Amendment journalist privilege 18

properly aspexted in this cirevit where the

journalist produces same evidence of

confidentiality or governmental haragsment. Only

where such ovidence exiasts may distriot courts

then procesd ko strike a baldnce between the

oompeting intevests involved, namely freedom of

the press and the obligation of all citizens to

give relevant tastimony with tespect to criminal
cenduct. '

United Stateg v. Lindh, 210 P, Supp. 234 780, 763 [E.D. Va.
2002) (emphasis added; intermal quotations and citation
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omitted).*

C. Contidentiality

The Court has acoepted Risan’s explanation of his
.confidentiality agreement with his svurce and that hie
discunsion of the gsource with [Jiij »=¢ 2lec wade in
contidence asg part of his news gathering:

The governpent argues that the 2020 subpoena does not
seek confidential information becauee it does nov require
Risen to disclose the identity of his confidential
source(s). Risen responds that the agresment with hie
confidential source(s) for Chapter 3 “doeg DOt merely gover
the name of the source(s). Rather, I understand my
agrsement (s} to require me not te revesl any intormatiofi
that would enzble acmeone té tdentify my contidential

aource|s).” 2010 Risen Raply Aff. at § 5. The government

“fhe digtrict court in Unlted States v, King, 19¢ F.R.D. 569
(E,D. Va. 2000), reached a different reeult, holding that
evidence of confidentiality and haressment le necsesary before
Juetice Powell's balancing teat is triggexed. Id. at 584. b
However, that opinion did not discusgi%g_mf:&&“ ;n;:ct;n:ad esn
igsued five days esarliar. Ashcrall not re

- prevequisity J:owing of harassment or bad fajith. Rathex, because
the journalist acquired his information from a contidentiulwe
mource, Ehe panel applied the LaRouche factors. Moreover,
circumstances in Ripg are vastly differemt from ths present ‘a1
matter, In King, the idantity of the joursalist’s confidentia
gource - a cooperating govermment witneas - had been .
independently digcovered and revealed as 8 matter of public o
record. Id. at 584. Accordingly, when he avtempted to invoke t
qualified privilega, any interest the journalist had in .
maintaining the confidentiality of the asource or her statemente
had evaporated, '

20

10 e




-

Case 1:10-cr-00485-LMB Document 118 Filed 06/28/11 Page 21 of 35 PagelD# 1019

counters that the promise of contidentiality “cmly could
have éxtended to their names, not thelr informacion, because
Mr. Rimen publighed their ipforwation in Chapter 9.7 Opp.
at 25.

The government’s RAITOW yiew of the acope of
*confidentiality” has been rejected by many courts, which
have found that the reporter's privilege is not narrowly
1imited to the names of confidential sources but, at
minimum, includes information that could lead to the
discovery of a contidential gource’s identity. Jee, e.9..
Millex v, Macklephuxa Cnty.. 602 F. Bupp. 875, 679 {W.D.N.C.
1985) (recognizing “a gualified privilegs under the Fivst
Amendment for the reporter hoth againgt revealing the
identity of contidential asources snd against revealing

material that is supplied to the reporter by @uch

confidential source*);
v, Nat’)l Football Loaque, 89 F. an. 489, ¢96 (C.D. Csl.
1981) (quashing subposna LO reportere for “any and all
notes, file memoyanda, tape rocordings oxr other materials
reflecting” conversations with 1isted individuals))
Loadholtz v, Fields, 389 F. Bupp. 1299, 1303 (M.D. Fla.
1975) |"The compelled production of a yeporter's resource
materials 1s equally Jnvidious a® the compalled disclosure

of his confidential informante.”).
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As Risen explains, tonfidentiality pledges that are
1imited to ths name of the source ®would be ot lictle value.
to a gource or potential source. If a journalist were to
withhold a source’s nams but provids enough informatian €O
autherities to identify the soutus, the promise of
oonfidentiality would provide little weaningful protection
to a souree or potential source.” 2010 Rimen Reply Aff., at
6.

The Court £inds that Risen did have a contidentiallity

' agreement with his source and that the agreement extanded
peyond merely revealing the source’s pame but to protect any
information that might lead to the source’s identivy.
Therefore, the Court muat conduct the three-part LaRouche
balancing test to determine whather the reportex’s privilege
protects Rizen fxom being compelled to disclose the

{nformation sought by the government .

AR
*Rizen algo arques that the government jsgued the subpoena
im, )
*e ha:i:gnqbaeea his harassment claim on hia recoifsoﬁgzii;tqg
stories that criticized and exposed ths 9°V°Yﬂ?°“ of war. Risen
gecurity and intelligence practicea during a t Te for his
won the 2006 Pulitzer Prize for National Report ngarrantleaa
articles that revealed the government’'s donest;é eioials -
wiretapping program. 2006 Risen AEf. at § 4. azgls eporoing
including former President bush - eriticizged gig soontion.
and some threutenedq%nwastigntions and potential pro
aen to &B | 35'4 . .

2009 %tc 152§ance of the 3010 subpoena undar a n:f g:gz:gzywe do
General does ndt remove the gpecter of ha:nsamenc‘officialﬂ "ho
ot know how many of the attaormays and goveinngéiz jobs and to
aought Risgen's teatimony in 2008 are 8till in
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D. Balancing the equities

In its Opposition Brief, the government has yefinad Che
general categories of information that it geeka to obtain
from Risen about Chapter 9: 1) testimony about whese the
disclosuras oocourved to establish venue; 2) testimony about
what information each source dieclosed and when the
disclosura oocurred to ensure that the grand jury chargee
the right individual: 3} testimony about how Risen received
classified information because oral disclosure of claegsifiad
information requires greatsr intent) and 4) testimony to
authenticate Chapter 9.

. 1. Nesd to eatablish venuse

The govaernment .has e compelling interest in
establighing vanuve, “The Suprems Court has cautioned that -
the question of venue in a criminal case is moxe than a
matter ‘of foxmal legal procedure’; rather, it raises ‘'dedp
issues of public policy in the light of which legislation
must De construed.’” United States v, Bbersole, 411 P.3d
517, 524 (4th Cir. 2005) (quoting United States v. JOhnson.

what extent, if any, they &advieed the new Attorney @Gsneyal &bout
approving the subpoens. Moréover, the sweeping scope of the 2010
subpoena provides some support to Risen's harassment argument.
For exampla, Rigen's book proposald could haxdly halp the
govarnment establish probahle cauas to charge Sterling or any
other suepacte. Howaver, becauge confidentiality is sufficlent to
trigger the LaRouche balancing test, it ig not necesaary to
decide whether the tuhpoena wae issued, at least in part, to
harass or intimidate Rigen.
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323 U,8. 273, 276 (1944)).

As the govermment correctly pointe out, thexs ave four
posaible districte whers venue-counld be aptablished: the
Eastern Distriot of Virginia, where Sterling lived until
August 2003; the Hastern District of Mimsouri, where
Sterling moved in August 2003; the Diatriot of Maryland,
¢#here Risen lived; and the District of Columbia, where Risen
worked, Opp. at §. For prosecutiond involving disclosure
of classified intormation, venua lg proper both where the
information is sent and whers it is received. Under Ped. R.
Crim. P. 18, venue may be in multiplé districts as long as
part of the criminal act took place in -that dietrict., gee
United States v. Bankole, 39 Fed. Appx. 839, 841 (ath cir.
2002) .

Although the government's pursuit of Risen's restimony
to establish venus satisfies the relevance and compelling
intersst prongs of the LaBouchs test, it fails to meet the
gecond prong bacause the goverrment has not demonstrated
that the information 18 unavailable from othey SOUXCEs. The
government werely states that it “cannot eatablish venue for
the substantive digclosures of clageified inﬁor@ation by any
nt Mr. Rigenta souzce(s) to him without Mr. Ripen‘s

eyewitness testimony concerning the crimes he witnessed.

WPI at 8'9:
24
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The government briefly ddmits it need only establish
venus by a preponderance of the evidence, $e¢o Bherpols, 11
F.3d at 524 (*The prosscution hears the burden of proving
venue by a prapondsreance of the ovidence and, when a
dafendant is charged with multiple orimes, vehue wust be
proper on sagh coumt, Foxr dowa offenwea, there may be more
than ome appropriate venye, or even & venue in which the
defandant has never set foot.”) (internal citarions and
quotation marke omitted). As discussed above, the
government has a-mall and telephone records indicating
communicationsa betwe;n Risen and Sterling in the few weeks
before Risen's April 3, 2003 ingquiries about SN o the
NSC and CIA. All seven phone calla were detween Risen‘s
nome in the Diptrict of Maryland and Sterling’s homa in the
Eastern District of Virginia, Although Stezling may have
provided additional information about [Jiilito Risen afte:
Sterling moved to Missouri, he had already given Risen
enough infoxmation about the program before April 3, 2003
for the CIA Direbtor and Nuhi;;nal Security Advisor to
perzonally intervene with the plans of the New ¥York Times to
publish thae article, Risen’'s specific questions about
T o »ecil 3, 2003 indicated that he already knew
many datails about the classified program. - As the

government acknowlsdges, it mway arely upon inferances dxawn
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from telephone records and other evidence to eatablish
venue,” Opp. at 9. The government clearly has gufficient
circumstantial evidence to meet the preponderance of the
evidence standaxd for establishing vemue in the Eastern
vistrict of Virginia. Although the government haeg &
compelling interest in establishing venue and intormation
about venue ig relavant, 'the goveymment nas falled to

satisfy the seoond prong of 1LaRouche, because the
information can be acquited through alternate weans.
2. veed o charge the right individual

The govermment next argues rhat it wust ask Risen about
what specific clasaified information each source diasclosed
to him and when it was disclosed 80 the grand jury will be
able to sharge the right individual(s) .

Alchough ths govexrnment has a3n obligation to avold
erronecusly charging innocent parties with criminal conduct,
there is no danger of that happening in this caas. The
gnvernmant'e classified £filings demonatrate that thers ig no
need to exculpate parties other rhan gterling because the
government does not have any othax suspect or target to
investigate, RAs the evidence clearly shows, very Ee¥ people
vad nncese to the information in Chapter 9, and Sterling was
the only one of thoss pesople who cowld have heen Rigen's

two
aource, Bruce Decl. at 11 110-30, Chapter 9 roports
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key meetings: a 1998 meeting in San Francisco with CIA

employees and MERLIN, and a 2003 mesting betwean a former

CIA employee and Senate staffers.

government has not presented the Court with any evidence

that CIA employeas knew that Bterling met with 88cl staffexs

until after the leak,

Ae to _ and

-. the Senate staffers, the govermment i.nveat-igabed
- as a possible source, and ihe tnvestigation *has not
revealed any evidence that - ever had any dlzect

contact with James Risen, and certainly ho contact related

to tne[NNMNNEN Operacion.” I st § 133, 7. 30. And when
a
the government interviewed - {n Novewhar 2005, he coul
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Ia. at § 115."

14, at § 113,
The government has not presentad even a remots powsibility
that anyone other than Sterling could he charged with
disclosing thie information, Therefore, the goverument
fails to matisfy the second and third prouge of the LaRoughe
test.
3. Nedd 'ta estadblish mens rea

The govermment next argues that it wust sek Risen how
bha received the clagsified information hecauss the
government needs to ensurs that it establishes the proper
mens veéa under 18 U.$.C. § 793(d), which provides that)

Whioever, lawfully baving possesslon of, access Lo,
control over, or being entrusted with any
doounent, writing, code book, &signal book, sketch,
photograph, photographic negative, hlweprint,
plan, map, model, instrument, appliance, Or note
relating to the national defense, or information
relating to the national defeunsa which information
the possessor has resson to believe could be used
5> the injury of the United States or to the

'Rimen’s counsel cannet fully argue this point becausa the
tnformation about [N testimony ie in a olassified filing to
which Risen‘’s counsel does not have access.
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advantage of any foreigm nation, willfully

communicates, delivers, transmlts , : . the same

%0 any person not entitled to recelve it . . .

{8}hall be fined under thig title or impriponed

BOC wora than ten ysars, or both,

Specifically, the governmeEnt argues that if Ripen’s
source{s) disclosed the classified information orally, the
govermnent would have to establish that the disclosure was
willful and that the defendant had rsagon to believe that
the dtaclosure could harm the United States; if the
disclosure to Risen involved providing clasgified documents,
the government would only have to prove willfulness.

See Rew York Times Co. v. United Stutes, ¢03 0.8, 713, 738
n.9 (1571) (White, J., conourring) (concluding that
progecution for discvlosure of classified documenta does not
regquive a dempnatxation of intent to haym the govexmment).
The government contends that without Rigen’s testimony about
the Fozm of the disclosure, it will not know which mens rea
requirement applies. In his Reply Brief, Risen does not
challenge the govermment's statutory interprstation.

The government’s argument fails because it can satisfy
the heightened requirement for oral disclosure, making
Risen’s testimony about the form of disclosurs unnecegeary.
The. govarnmant already has more than encugh svidence to

establish probable cause that Sterling had reawon to beliaevm

that disclosure could harm tha United Statew. Spacifically,
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the govermment racovered from Sterling’s computer a letter,
dated March 19, 2004, addressed to *Jim.” 1In that letter,
the author expresged great animosity towards the CIA, even
implying that the CIA was involved with the death of a
federal judge., The govermment actually claims that the
letter demonstrates Stexiling’s “*deep-peated hatred and anger
tawards the CIA.* oOpp. at 35. Because the government
alrendy has svideuce that Bterling wanted to haym che CIA,
it hes subficient evidence to establish probable cause that
Sterling knew disclosure could injure the United States.

It alsc i8 inconceivable that Risen’s squrce did not
know that digclosure could harm United States interests.
Throughout ite Opposition Brief and the clasgified 8rucs
Declaration, the government adamantly alleges that the
disclosure of this information harmed United States security
interests. Howhere in its filirgs doea the goverament
Buggest that it even consjdered the possibility that Risen
obtained the information from & source(g) who did not know
that the disclosure could haxm the pation, Because the
government does not have a compelling intevest in the
information, the govarument has failed to satiafy the third
prong of the LaRouchs teet.

4. Need to authenticate Chapter 9

Lascly, the government argues that Risen’s teatimony 16

30
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pecessary to authenticate and adeit the contents of Chapter
9 and the March 2, 2002 New Y0rk Times articla. Rowever,
thie request also fails the megond and thizd prongs ot the
LaRouche test,

Risen has already authenticated the contents of Chapter
9 in ~e\ signed 2008 declaration, in which hs digcusses, in
depth, hia repoxting of Chaptar 9 and nis decipion to
publigh the information. 3Jee, ¢.d., 2008 wrigen Aff. at {17
(*I actually leaxned the information about operation Merlin
that was ultimately published in Chapter 9 of gtace of Waxr
in 2003, but I held the story for three years before
publishing it.”) .

Risen has also authenticated the accuracy of his March
2, 2002 New Yoxk Times axtiole. In a signed affidavit,
Risen wrote:

gm;:igﬁggng:cg:gngau:ge::;a:ge:ﬁ:i ;h:band

by the content ot an article I published in March

2002, titled 'Fired by C.1.A,, He 8aye Agency .

Practiced Bias.' I do. The fects im that sr!::cll;:

ars true, to the best of my xaowledge, end 1 stal

by what T wrote.
Affidavit of Jamas Risen, dated Jume 3, 2010, 2t % 0.

Moreover, the authentication, heavsay, and best
evidence rules of the Federal Rulss of Evidence do not apply
to grand jury proceedings. Seg. S8 Inited Starsi Y.
Calandra, 414 U.S. 338, 344-45 {1974) (*The grand jury’s
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sources of information ave widely drawn, and the vallidity of
an indictment is not affacted by the oharacter of ti;e
evidence conpidered. Thus, an indictment valid on its face
is mot wubject to challenge on the ground that the grand
Jury acted an ths basis of inadequate or incompetext
evidence(.)*); In.re Grapd Sury Subpoena (T-112), 597 F.3d
189, 196 (4th Cir. 2030) (®[Clourts for generations have
racognized that a grand jury indictment need not be baped on
evidence conforming to the formal ragquiremente of a
trial.”). Although the govertment might have a plaueible
argument thac such authentication may be necessary at trial,
it cannot argue that the government has a compelling
interest in authenticating Chapter 9 during grand jury
proceedings., Becaude authentication would not sid the grard
Jury'a probable cauvee evaluation, this justification tails
the second and third pronge of the LaRoughe test, both

because there is not a compelling {ntareast to authenticate
and bacause the information ecught ig already available in
Rigen’s affidavite.
III. Conclusaion
The grand jury‘s investigatidn involves a seneitive
nztional security issue, which both sides argue should be
taken into coneideration in epplying cthe LaRguche balancing

test. The govermment corrsctly stressea that few interests
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are ag compolling xe the government’s interests in

protecting national security. ‘It ia ‘obvious and

unarguable’ that no governmentul interest is moxe compelling
than cths secuxity of the Natiom." Bhig v, Rgee, €53 V.S,
280, 307 (1981), Tha govermwent is investigating the alleged
disclosure of hi clussified information about

Rigen alpo relies on the significance of the national
security slement to emphasize tha value of the leaked
infoxmation which, 1f trus, points to a mishandled project
by the CIA about which zhe public needs to be awars.
Reporting ubout national security often eerves a significant
public interest, and investigative reporting about national
security often requires confidentiality agreements. KeQ
Affidavit of Scott Armatrong, dated February 16, 2008, at {
14 (*The highest ranking government officials may prefer to
ve gonfidential sources to che news media in owder to
communicate candidly their differences of opinion ox fact
with others in the same deparcment or adninistration to an
oversight committee, Such confidential source relationships
arxe often the only manner through which the mixture of
sengitive and non-penpitive national security information

can be integrated and cunveyed to the public.”)
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Both pacties prewent compelling arguments, yet they are
unahle to cite to any Pourth Circuit precedsnt that carves
Out =@ nacional swourity exception to the LaRoucha Salancing
test. Moreovey, the aubpoena at issue is a grand jury
Fubpoena, not a trial subpoena. as such, the government'p
compelling interest at thio -wtage is merely to satablish
probable czume that Sterling or any other puspsct disalossd
classified information, ™A grand jury proceeding ig not an
adversary hearing in which the guilt or innocence of the
accused 1g adjudicated. Rather, it is an gx parte
investigation to determine whether a crime has been
cammitted and whather criminal proceedings should be
imstituted against any person.” 2 4 dra,

414 U,8. 1338, 343-44 (1974).

As Aiscugped above, the circumstantial evidence already
before the grand jury — including the testimony of [NINENEE
who confizmed Sterling as Riser's source, the telephone and
@-mail yecords, mud Sterxling’s discussion with the Senate
gtaffexrs ~ i more than snough evidence to establish
probable cause to indict Sterling and the government has
esgentially admitted that fact. To require a reporter to
violate his confidentiality agreement with his source under
these facts would essentially destroy the reporter’'s

privilege. Were Sterling to be indicted and a trial
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subpoena to be issued to Risen, the snalysis might well
chaunge, bwcause at trial the govermment would have the wugh
higher burden of proving Sterling’s guilt beyona a
reasonable doubt, In that contaxt, the government might
vwell satisfy the LaRouche balancing test, It hed not
satigfied that balancing teet in the grand juxy context.

Por these rsaeons, James Rimen’s Motion to Quagh the
grand jury subpoena has bmen granted by an Ordexr iseued on
Novembher 24, 2010,

The Clerk is directed to forward a copy of thia
Memorandum Opinion to the Court Secuxity er.iccr,' who will
provida a copy to tha government, axrange for clasaitication
review, and provide a redacted copy to movant’'s counsel.

.
Entered this 30 day of November, 2010

Alexandria, Virginia

af

Leonie M, Dt
Unitod States Distriot Judge
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