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{b) {3}-P,L. 86~-38

14

(U} Preliminary r&sea;éh -on THINTHREAD was performed by the Test,
— Technology and Evaluation team in February 2002, but the formal evaluation was
executed from March 1, 2002, tlm_gugh March 18, 2002.

- \ (U) Summary of THINTHREAD

L3
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(U) General Recommendations.

(U/Bet0) The . Assessment Study made the following
recommendationsT

o (U) penerate pser. system, technical. and proprammatic documentation.

o
o

i '}'9'5"-("3'3—_;} L. 86-36

nan,

(U) For further details; listed below are the seven kev findings and related
discussions in the THINTHREAD. Report.

(U) Finding 1 Discussion.

- (U/FOYQ) There wete no technical issues that would prevent THINTHREAD

bod d o

i

» (U) Current THINTHREAD system development procedures were
effective, and a cooperative development effort was proceeding smoothly
with the pilot site.

74
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|

(U) Recommendations. There were no recommendations.

(U) Finding 2 Discussion

S B O I

- (U) Recommendations, See the recommendations for THINTHREAD Fmdmgs
— 3 through 7 to address these risks. L

- _ 'i
- L
-
— L
. L
| .
] .
.I o (U)some THINTHREAD files could not be viewed to pursue corrective
actions,

. s

o _ . FOP-SECRETHCOMINT/28291123
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{U//FBE0) Recommendations. The issues previously mentioned would not

(U) Finding 3 Discussion

(U) There was minimal user, system, technical, or programmatic documentation.
7 The existing documentation was insufficient to support the planned deployments.

e (U) There was no user documentation on how to use the tool. That was
inefficient and could lead to a significant inerease in user error.
Difficulties using the tool can also lead to an increase in suppoxt calls that
drained project resources,

e (U) THINTHREAD did not have a clearly stated, documented set of
mission goals or objectives. There was no program plan, making it
difficult to communicate information about THINTHREAD at a

programmatic level.

e (U) A detailed schedule including all activities related to the system and
deliverables before, during, and after deployment was not available. A
high-level schedule containing the chronology of deployment was
developed, but a detailed schedule was essential for proper resource
management, costing, and prediction.

(U) No installation and maintepance documentation was completed for
~site-support personnel, although the team was working with the pilot site
to develop-installation doc

{u@tﬂmwinentmgp

e () There Vs 19 operational support documentatzonL |

Lack of support do?u;ggntanon could adversely affect timely correction of
lfnhlzm.a.ndmulc lead td l

(U) The effects of minimat documentation could be overcome if an integrated
team accomplished the development and deployment of THINTHREAD.
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‘th) (3}-B.L. 86-36

(U//[FOUQ) Recommendations. Develop necessary documentation. That would
necessitate an increase in the personnel devoted to documenting the system, but is
essential to the successful deployment and operation of THINTHREAD. The lack
of this documentation presented a serious risk to the successful deployment of
THINTHREAD.

(U) Finding 4 Discussion

tB).(3)-P.1. 86-36

(U//FeUe Denlovment planning was slow to ogeur] ]

* (U//FOUQ) Historically, the THINTHREAD Program Team focused on

the protofype demonstration at the pilot site. The propram’s scope did not

» (U/FOBOQ) The THINTHREAD Program Team did not have a
comprehensive planning process. The lack of planning activities with

delayed deployment efforts and increased deployment costs,

o (U/FOUO) Work enti tem deployment and %)eration
were nof identified e
relationships between work roles throughout the system’s life cycle were
not defined. The authorities for each wotk role had not been identified.
The organizational structure set forth by the THINTHREAD Program
Team focused on system development, and did not address system
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WFOHQ) deployment]
e _[The THINTHREAD Program Team was delining tho
.~~~ additional Work roles necessary for deployment activities.

i .\'\

» (U) THINTHREAD did not identify all the organizations requiring
coordination through the various stages of deployment.

(U//F08Q) Recommendations, The findings presented a setious risk to
successfil deployment of THINTHREAD. To mitigate those risks, the following
recommendations were suggested.

) (3)~B.L. 86-35

(b} (3)-P.L. 86-36 .
(b) (3)

(U) Finding 5 Discussion

(UAFQUO)The customer service and user support processes for THINTHREAD
were manually intensive and directly involved the technical staff.

» (U/FOYS) The quality of service and su L)Ort.received' _ ing
... THINFHREAD wasinconsisfent.- Some terviewed by

IV < ) T;ecjniﬁlogy and Evaluation Team viewed the
S am Team to be unresponsive in general customer support, while

S — experienced good responsiveness o their requests for
2ddrtions or modlﬁéaﬁonsﬁ—_:_mi!

¢ (U//FEOYO) There was no formal trouble ticket mechanism in place, Ifa
user or operator had a problem with THINTHREAD, he contacted
" someone on the THINTHREAD Program Team. This contact depends on
personal acquaintance, because no list of THINTHREAD personnel was
readily available, and there was no mechanism to locate the proper
THINTHREAD contact. Similarly, the status of the response to a request
could only be learned by personal contact.

s (U//FOYE6Y There was no formal mechanism for managing extemnally
generated requirements, to include submitting a new requirement to
THINTHREAD or for following the progress of the work.
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L J

¢ (U/FOUGHAS team was in charge of
maintainin /ith just a few users,
e thaf person was able to enter_or.chang hecording to user

e - TeQuests-Teceived of the telephone or by e-mail, Flowever, as more users
NG P- T ee6 are added, one person may have difficulty meeting the increased demand.
] ( B 36— —_Thelack of personnel may become a problem as THINTHREAD was

- scaled to handle an incréased user lo

o ' (U//FOUQ) A list of Web interface ﬁmcnonalmes proposa::]
" was not incorporated into THINTHREAD

(U/A"OHQ) Recommendations, The findings that led to the recomm A% i

nted the successful deployment of THINTHRE
The recommendations were made fo improve the )
74l eTfciency of THINTHREAD aftet 1t was deployed B

. (U) Institute’an- automated formal THINTHREAD customer service and
-~ 2\iSer sipport process.

« (U/fFOYO) Acquire and pse a trouble ticketing tool, which can manage
—..__eXternally generated requirements as well as system problems. This tool

should [The THINTHREAD
T Program Team should address high-priority requirements that fit within
jche program scope.

(U) Déve @_n_a_xmm_tn address Web interface functional enhancements
requwted

. (U//F('Jﬁey Addrws the Tack depth in the THINTHREAD
Program Team for maintainifi THINTHREAD is scaled to
handle more usér{" ]

(U) Finding 6 Discussion

(U/GY0) There was no process for controlling and measuring operational,
programmetic, and technical performance eff‘ectwenws of THINTHREAD, once

deployed.

¢ (U/FEH0) THINTHREAD did not have a clearly stated set of system
specifications or a method to validate the THINTHREAD concept or
performance results. Thus, there was no way to determine if the system

K
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{SU/FOUE; was successfill or if it failed, which may lead to confusion in
stakeholders’ understanding of the success of THINTHREAD.

(U/MSUO)THINTHREAD had mechanists for assessing progress and
status within the system development phase. However, there were no
systematic, consistent mechanisms for overall program mesasurement,
which included identifying test criteria, establishing program schedules,
and documenting a system baseline to address progress. No feedback
rrlxechgnisms had been identified such as risk management or contingency
planning,

(U/FOTP0) Aside from schedule control, there were no tools to measure
progress towards program objectives because there were no formalized

program objectives.

{U//FG56) THINTHREAD did not have Standards of Performance
established for personnel developing THINTHREAD. If future
THINTHREAD development crosses organizational groups, a common set
of Standards of Performance for personnel may become necessary.

(U//FOYQ) There wes no configuration management process, which could
pose a risk when reporting system problems and correcting them|
In addition, the lack of a configuration management process ‘could cause
difficulty when upgrading or deploying versmns, and also make rollback
extremelyrisky,. |

(U/FEHO) The fault or wamning. detectton i
necessary reactions and rgspofises were not.-

software provided a sirfiple way to. chetk stafis Of Various system
parameters through a Web.intetface. However, when an operator

ot

recogpizes e problem; ‘He must actively initiate corrective measures.

_Sonietimes that action is a simple matter, such as restarting a process. At

" other times, physical hardware must be changed. No corrective action
~“could be executed if an operator was not present to initiate & corrective

action.

(U/fFOﬁﬁ)‘Recommendaﬁons “The findings that led to the recommendations
would not have prevented the successful deployment of THINTHREAD to

:;:::::;; The recommendations were iitade to improve the
onerational einiciency of THINTHREAD after it was deploy"ed

The following is a list of recommendations.

(U//EQHO)’ Develop processes and acquire automated tools based on
clearly stated specifications for controlling and measuring the
Ppro, n and technical performance of THINTHREAD

deploym
80
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(b)(3) P.L. 86-36

» (U/[FEEG; Acquire a commercially available conﬁguratxon cpntm}
system to enable versioning, rollback, and configuration management
The system should interface with the trouble ticketing system and the
requirements management system to provuie full traccab:hty

o (U/FOYO) Develop Standards of Performance (if future THINTHREAD
development crosses orgamzanonal groups). Y .

(UFOUQ) Establish a requirements management process for

iﬁi}]lREAD that is linked to

(U) Finding 7 Discussion

(U/d e number and skill mix of THINTHREAD nnel was
inadequat _

.w-—-/"""'jw There were shortialls with the numbers and skills of nnel required for
™ (3) ~B.L. 86-3¢77" —planning-and executing-installatio so, there was a lack of

"""""""" documentation, providing the necessary manitenance and help desk support,
configuration managenieqit; and-planning and scheduling. C fvi se
reated a serious risk to successful Gomipletion|

(U//FOU0) Recommendations. The finding presented serious risk to successful
deployment of THINTHREAD. It was recommended to continue to identify and
acquire the num
_documentatio:

- -
] . R,
s

) (3)-P.L. 86-36
{0} (3)
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¥b) (3)-P.L. 88-36

Appendix H.

(b) (3)-P.L. 86-36

'.\ ~
3 kY

i

1y R
i

(U) Introduction
| (U) Needs Analysis Revisited

i
i

H
Y
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(b) (3]~P.L. 86-36

{b) (3)-P.L. 86-36

(U) System Capabilities Overviews
(U/FQYO] The following section outlines the strengths{




e

(b) {1)
b) (3)-P.L. 86-36

o) (3)-P.L. 86-36
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(b) (1)
(b} (3)-P.L. 86-36

| S T

iL]l_

{U) Optimal System
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-B'eeﬁ':% (b) {1)

(b) (3)-P.L. 86-36

i3 .
b

(U) Cost Amalysis )43y, L. 86-36

iay produce a more effective result in terms of both comile)uty and cost.
A Tew assumptions apply: _

(%) e following hypothetlcal scenarios 1llustrated tow|
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(U) Conclusion
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. UNCLASSIFIED/ FER-SHHet—EEE
- Appendix I. Glessary (U) prir 5y comPILATION WHEN ASS0 -
WITH REST OF DOCURENT
) .
{b)(3)-P.L. 86-36
—1
Consultative Committee for Internationzl Telegraph and Telephone (CCITT).
Consultative Committee for International Telegraph and Telephone is the International
organization responsible for the development of communications standards. Now called -
the International Telecommunication Union Telecommunication Standardization Sector.
DR L. 86-36
-
O -
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L)

] O)E-F.

|, 86-36

— Electronic Industries Association (EIA). A group that specifies electrical transmission |
standards. The Electronic Industries Association and Telecommunications Industry i

Association have developed numerous well-known communications standards, including |
Electronic Industries Association and Telecommunications Industry Association <232 and !

] Electronic Industries Association and Telecommunications Indusiry Association 449, !

- 89




L)

2(b)(3)-P.

. 86-36

International Telecommunuication Union Telecommunication Standardization

Sector (ITU-T). International body that develops worldwide standards for
telecommunications technologies. The International Telecommunication Union
Telecommunication Standardization Sector carries out the functions of the former '
Consultative Committes for International Telegraph and Telephone. !

Internationsl Organization for Standardization (ISQ). Intemational organization that :
is responsible for a wide range of standards, including those relévant to networking. The :
International Organization for Standardization developed the Open System
Interconnection reference model, a popular networking reference model.

b ed o o

1 1
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{b) {(3)-PJL. 86-36

Institute of Electrical and Electronics Enpineers (IEEE) 802.3. Institute of Electrical
and Electronics Engineers LAN protocol that specifies an implementation of the physical
layer and the MAC sublayer of the data link layer. Institute of Electrical and Electronics
Engineers 8§02.3 uses Carrier Sense Mulfiple Access Collision Detect access at a variety
of speeds over a variety of physical media, Extensions to the I Institute of Electrical and
Electronics Engineers 802.3 standard specify implementations for Fast Ethernet,

(b)(3)-

1. 86-36

Open System Interconnection (0SY). Intemnational standardization program created by
International Organization for Standardization and International Telecommunication
Union Telecommunication Standardization Sector to develop standards for data
networking that facilitate multi-vendor equipment interoperability.

©)3)

> L. 86-36

9
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(b)(3)-P.L.186-36

Telecommunications Indusiry Associztion (TYA). Organization that develops
standards relating to telecommunications technologies. Together, the
Telecommunications Industry Association and the Electronic Industries Association have
formalized standards, such as Electronic Industries Association and Telecommunications
Industry Association -232, for the electrical characteristics of data transmission.

DO¥3)-P.L.

B6-36
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Appendlx J. Response to Management
Comments (U)

«57/ST) Management Comments, A significant point of departure among Office of
Inspector General Report assertions and NSA understanding, reflected withi
_responses helow. concerns

by (1)
{b) (3}-B.L. 86-36
Y Y .-~. M..__:-'::;:.

e

5\ -(e) Management ‘Coimments._Although NSA will agree to conduct an independent
assessment Of. TRAILBLAZB ge believe that it will validate all of
%, thoassertions made in our responses_ o the Office of spector General recommendations. .

Furthermore, we doitot a

~, _sbuse occurred during the
’ which was conducted in an opcn Tashion to provide the best benefit for
gency mussion and customers, More importantly, there has been no evidence
docmilented during this Office of Inspector General investigation that supports that
comp aint {b} (3)-P.L. 86-36 -

""‘-.\ ~5#8B-Audit Response. The report dowmenis_tbaf_NS.A_snenLannmxin:.atel“
*_million to develop the TRAILBIL.AZER .
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{b) (1)
tb) {3)-P. L.

86-36
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Yb) (1)
ﬂ?) {3)-P.L. 86-36
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(b) (1)
(b) {3)-P.L. 86-36
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(b) (1)

(b) (3)-P.1L.

86-36

Management Comments. NSA recommended that the audit report ‘
emphasis NSA's cooperation and responsiveness to Congress. y
\
(U/FFOEO0)Management Comments. NSA recommended that the audit report
emphasis that the THINTHREAD eapability is valued by NSA.
99
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(%)) (3)-P.L. 86~36
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(b) (1)
(b) (3})-P.L. 86-36

T

~{S8#ST) Manageme . r - ’ —

information
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Yb) (1)

{b) {3)-50 USC 403
(b} {3)-P.L. 86-36

i
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3

(1)
(3)-P.L. 86-36
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FOP-SECRETHCONINEH20204323 (D) (1)
, {h) (3)-P.L. 86-36

%
%

—{5/585-Management Comments, NSA manasement does not a; with the DoD
Office of Inspector General’s assessment] y I

udit Response. We acknowledge the fact that the current scope of the
TRAILBLAZER is to provide the information technology framework for the entire

104
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Yb) (1)
(b (3)~P.L. 86-36
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(b} (1)
(b) (3)-50 UsC 403
(b) (3)-P.L. B6-36
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* ib) (1)
¥b) (3)-50 USC 403

TOPR SECREFHCOMINT/2029H23  [P) (3)-2.L. 86-36

(€} Management Comments. NSA managements stated that TRAILBLAZER and ﬁxe
Technology Demonstration Platform have invested considerable effort to build a signal |
intelligence architecture that is open and scaleable, applies DoD), commercial, and NSA |

- A

na tha docnmented 1 Dal) Architecthre Bram

—{&yAudit Response. NSA comments are ina_cq_g%j ]
1 ormation that we reviewed and previous Inspector General

reports show that the NSA acquisition processes is not always consistent with the

107
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o ~tExquidelines of DoD Directive 5000.2.]

—TOP-SECREF/COMINTA20201123

—5/8D-Management Comments, NSA management comments stated that the Executive

b (1)

Summary’s assertion that NSA “disregarded solutions to urgent national security needs”
is not accurate.\

tb) {3)~50 USC 403
('i:_;) (3)~P.L. 86-38

:"'\ —{(5#/8H Audit Respouse. NSA comments are inaccurate. Major issues raised i in the

managemernt comments are addressed in the report, specifically the issue of
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Fib) (1)

,,,, “_1{b) (3)-50 USC 403

TOP SECRETHCOMINTIR02911 (1) (3) ».1.. 86-36

- i
. H
; 1

=

—{€yrManagement Comments, NSA management sta

ennrt’s citating of_‘t_heNTA Study’s re mendation

dlso needs clarification.

F(G)"Management Comments. NSA management

Executive Summarv indicated that TRAILBLAZER

(U/FBU¥0) Mansgement Comments. NSA/management comments stated that the
TRAILBLAZER has long-established plans for external assessment of the Technology
Demonstration Platform for preparation for Milestone B. The Independent Verification
and Validation (IV&V) of 29 Evaluation Criteria is being conducted by NSA’s |
independent Office of Corporate Assessments’ Test and Technical Evaluation elemént
(TTE). The Early Operational Assessment;and Operational Assessment willbe |
performed by JITC, which had established:a presence in TRAILBLAZER spaces by |
November 2003. Results of both activities will be provided to the Milestone Decision
Authority before Milestone B.

(U//FOBQ), Audit Response. TRAILBLAZER postponed Milestone B scheduled ‘for
December 2004 because of technical issues with the Technology Demonstration
Platform. February 2005 is the earliést date that TRAILBLAZER will be ready for
MILESTONE B. LY

UrFSUY0Q) Management Comments. ana comments stated that the ’1 i
[CS nf the { - g asse vy :':0! ' - t
will be provided to the MDA by Milestone B, |
004. ‘
(8//SH Management Comments, NSA management comments xecutive
Summary’s statement that TRAILBLAZER development “wasted

109
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»" Th) (3]~50 USC 403

“FOPSECRETACONMANTH2029423  ©).(3)-P.L. 86-36

kS

of dollars” is not accurate. As the NTA Modenuzauon Study observed
TRAILBLAZER is not only about digital “retwork exploj
cultural transformation (people, processes, and policies)
[Afd, although TRAILBLAZER is currently m the

developmental phase, it has aiready delivered significant capabilities. ‘.ﬁ

—(SH5D-Audit Response. The NSA management comments are inaccurate. Th T
Executive Sumuiary does not claim that TRAILBLAZER development “wasted. |

:;—hjof dollars.” Instead, this phrase is only used to accurately describe the
specific hotline complaint allegation that initiated this audit. iy
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[{S)Management Comments. NSA management comments also ghestions the |

Executive Summary’s statement that “NSA modified or sunpressed studies and [
d stated that the’,

audit report did not identify where the informatton was obtained. o

(&) Audit Response. We have documented information to support this statement;

however, because of fear of reprisal, we agreed to keep the sources anonymous.

were also incomplete and contained inaccuracies. The presentation of the results ofthe 1

itb) (3}-50 UsC 403
FOP-SECRETHCOMENTA2029H123 | (W) -P.L. 86-36
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{(b) (3)-50 UsCc 403

MECREW (b) (3)-P.L. 86-36

<€) Audit Response. Our wording reflects information received from our sources We
reviewed all of the comments below and checked our sources and made adjustments as
required. Y

3
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Appendix K. Report Distribution (U)

(8)
Office of the Secretary of Defense

Under Secretary of Defense for Acquisition, Technology, and Logistics
Under Secretary of Defense (Comptroller)

Under Secretary of Defense for Intelligence

Assistant Secretary of Defense for Networks and Information Integration

Other Defense Organization

Director, National Security Agency

Inspector General, National Security Agency

Inspector General Defense Intelligence Agency

Ingpector General, National Geospatial-Intelligence Agency
Inspector Genera.l National Reconnaissance Office

Congressional Committees and Subcommittees, Chairman and
Ranking Minority Member

Senate Subcommittes on Defense, Committee on Appropnahons
Senate Committee on Armed Services

Senate Select Committee on Intelligence

House Subcommittee on Defense, Committee on Appropnatwns
House Committee on Armed Services

House Permanent Select Committee on Intelligence

)
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National Security Agency/Centrél Security
Service Comments (U) ,

' “TOR-SSCRIMCOMINTYXT
NATIONAL BECURITY AGENGY
CENTRAL SECURITY SERVICE
FORT GUORGE G MEAGE, RANYLARD S0TEP-$000

13 August 2004

MEMORANDUM FOR INSPECTOR GENERAL, DEPARTMENT OF DEFENSE
ATTN: Deputy Assistant Inapector General for Intelligance Andits

SUBJECT: (U} Audit of the Requirsments for ths TRAILBLAZER ssd THINTHREAD
Systems, datad June 18, 2004 (Project Mo, D2003AL-0100)

(V/EQB Y Thank you Sor the oppoctunky 1o review and commant on the
referenced draft report. Condolidated management comments from our Signals
Inte]Hgencs Plectorste (SID), Acquisition Oganization (DA) and Information
Technology Infrastrocturs Setvices Ocginiration (ITIS) sre enclosed. In addition, per

your reqoest, & security classificarion review of the drafy report is enclosed. Tf you have
ﬂmmm%mmmﬂompmmﬁ [

{b}{3)~B.L. 86-36

Deputy Chief of Staff
Brel
als
m Durived Prame NRWSEGECit.
URCLANKITEWTOR-OFRGIAL- AT —
bl gkt Dudiomitr-Ome-ser
TOPSECRFTFOOMINTIXL




TORSECRETHCOMINTX

(U) Awddit of the Requirements for the TRATLBLAZER and THINTHREAD
Systeos

(UIrGE6;Project No. D2003AL-0100

Mmmpueommmpom to recommendations made by the Dol OIG Audit of

for the TRAILBLAZFR and THINTHREAD Systems (Projest No.
DZOOSAL-OICIO) It atso nchudes ditcussion of key comments from the OIQ report that
NSA feels obligatad to gddeess,

T _—“WAASMW“WMO*GW
understanding, reflosted within NSA'S iésgosiacs telow; co

~(E-Although NSA will 4gree to 0 Eament O

beHave that it will validats all of the sssertions made In cor

.~ TCEpODMS 0 recommendatiots, Farthermore, we 6o 1ot 2gros with the original
‘.HaMmeumﬂmﬁmd.mmmmmm
L which was

wndwmdhmopen&shhnmmv&tbsbeam&fotwymiubnm
customess, More importanly, there hag heen wo evidence doctnersted during this OIG
inveatigation that spporis that compleint,

DRV FM: NSEXCSSE 1282

TORSECRET/COMBNHIX1
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b1 1)
{b)13) -P.L.
86-36 -

.

| “TOTSECRETH/EOMINFIXI
(U/FBHS) Project No, D2003AL-0100

~8/8B-DeD OIG Recommendation A1:|




[Tor(@ S
}{3)-P.L. 86-36

o

Report: recommends that the following iems be bight o o O Proper

« NSA cooperstes with and " X
+ THINTHREAD capabiliy s TRREAD cxpeiy it ke tyNSA:

st

ot
e

| () Turget Date of Completion: Compleie
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NSA STAFF PROCESSING FORM
TO ' EXREG CONTR'OL NUMBER KCC CONTROL NUMBER
CoS Celeejt 470 DC09-017-05
THRU ACTION EXREG SUSPENSE
L__' APPROVAL
KCC SUSPENSE
SIGNATURE
ELEMENT SUSPENSE

SUBJECT
(U} (TOP SECRET#COMBF Office of the IG of the Department of
Defense Report on TRAILBLAZER and THINTHREAD Systems

[} mnrormaTioN

DISTRIBUTION

SUMMARY {n
PURPOSE: (CONTIBENTIAT/26293128) Attached for your review and signature is the NSA
consolidated response to the report from the DoD OIG on requirements for TRAILBLAZER and

THINTHREAD systems.
Encl:
afs
Atb) (3)-P.L., 86-36
§
S
GOORDINATIONAFPROVAL
] i SECURE
OFFicE | NAME AND DATE . e OFFICE NAME AND DATE R
‘s | %3825
/o] x5606 |
it Febakx3200 |
b [ ated
ATOS 7 | oRG. PHONE {Secure) DATE PREPARED
DCoo [963-5021 11 February 2005
= m e NSA/ SSM SECURMTY CLASSIFICATION
erived From: DATED:; 2 ovember 2004

winch is obsolele]
NSN: 7540-FM-001-5465

%6
(Supersedes A6796 FEB 94
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CONFIDENTIAT/20294123-
NATIONAL SECURITY AGENCY

FORT GEORGE G, MEADE, MARYLAND 207585-6000

11 February 2005

MEMORANDUM FOR DEPUTY ASSISTANT INSPECTOR GENERAL FOR
INTELLIGENCE AUDITS

SUBJECT: (U/F6E63-DoD OIG Audit Report Requirements for the TRAILBLAZER
and THINTHREAD Systems, dated December 15, 2004 (Report 05-INTEL-
03, Project No. D2003AL-~0160) - INFORMATION MEMORANDUM

{U//FOTOLIn response to the DoD OIG request for additional information on the
TRATLBLAZER and THINTHREAD report, NSA/CSS provides consolidated corporate
comments from our Signals Intelligence Directorate, Acquisition Organization, and
Information Technology Infrastructure Services Organization (now the Information

Technology Directorate).

NSA/CSS Response:

4£6¥Subsequent to the DoD OIG report, the TRAILBLAZER Milestone has been
scheduled for late in the fourth quarter of FY05 from the previously scheduled earher
MS B. Accordingly, this now allows sufficient time for the conduct of the assessment

recommended by the DoD OIG. ,A&auﬁ.&;ﬂmmsmmhmﬂ.bmﬂad_beED_
and dne fo the revised schedule -
: }-The assessment will be finalizeg”

/

by May 2005.

If vonr have anv onestinns or need additional information, ﬁl‘easp contag%

o) (1)

MARIA N. O'CONNOR
Chief of Staff

b) (3)-P.L. 86-36
Bertvet-From-NSAres St

| i Fheia 7). O lenneor | (b) (3)-B.L.

86-36




SECURITY CLASSIFICATION
NSA STAFF PF{O}JESSING FORM
D CQ9 ))Q@\q\ EXRE.G CONTROL NUMBER KEE CovTEG: et
THRU NN ) ACTION EXREG SUSPENSE
SA@/ SX‘E 3 [x | APROVAL
SUBJECT KCC SUSPENSE
(UNFOU0) THINTHREAD / TRAILBLAZER 1G SIGNATURE
AUDIT REPORT ) ] rommation ELEMENT SUSPENSE
DISTRIBUTION
SUMMARY
PURPOSE:

{U/fFOB0) To provide the recommmended PEO input to the consolidated NSA response regarding
actions requested by the “final” Department of Defense (DoD) Office of Inspector General (OIG)
report 05-INTEL-03, Requirements for TRAILBLAZER and THINTHREAD Systems of 15

December 2004.
L~ {b) {3)-B.L, 86-36

" i

BACKGROUND / DISCUSSION: —
(U//FOTS) In their June 04 Draft of, Ty Audit Report thé"D_oP OIG made the foHowin

recornmendation, “Designate a team to assess

_lthe operational

requirements of the Tk, ology

Uemonstrahorﬂ:‘lattorm

&7 In response to thls draﬂ: in August, the Agency concurred “with comments ~The following
is an excerpt ﬁ'om those comments; “ The Program Executive Office (PEQ) is taking’ the lead in

establishing an independent review team for verforming this assessment, with the intention
that its results will be completed in time l

Milestone B documentation.”

¢ET At the time of this statement (Aug ‘04), the TRAILBLAZER Milestone B (MSB) was
scheduled for December ‘04. When the final report was published, the PEO Assessment had not
yet begun. Concerned that the assessment could not be completed in time to support a
December milestone, the DoD OIG requested via the final report, that they be provided; “NSA
plans to eliminate the cost and schedule risks for completing the assessment.”

46 Since release of the final Audit Report, a DIRNSA-Chartered Transformational Advisory
Panel (TAP) recommended TRAILBLAZER be rebaselined. The MSB is now planned for late

Fourth Quarter FY05.
COORDINATION/APPROVAL
OFFICE NAME AND DATE sfgg,’jg OFFICE NAME AND DATE Sggggﬁg
i g bt swo = o AE
a5 | H3-gedsll ' fei 3T
., $¥% 500
™., E 963-8675
7 . POCL r P 6
~ — y ™. ] ORG. PHONE (Ssayie) " | DATE PREPARED
“DA4 963- 7368 8 February 2005
FOFM AB:96 REVNOV 35 - TTELL ] SECURITY c_i,.Assmc.mou
(Sopombaamrearesa %o O . [ CONFIDENIIAL— -
which i5 oosolefa) ) . e o i, 4 .
NSN: 754(-FM-DD1-5485 Declassity On l Eﬁ 3 :* : ‘_/Z (b) {3)-P.L. 86-~36



POCED+—3253346 . (b} {3)°B.L. 66-36

(U/FOSQLThe development of this response has been coordinated Wlﬂf and
the TRAILBLAZER Program Management Office. |

RECOMMENDATION: .

1. (U/FOPE) A formal Risk Mitigation Plan is not recommended. The PEO is

committed to conductmg the assessment. The team is currently being formed. a

kick-off mtg.is ‘planned for March, and the team is expected to report to Mrl:]
NLT May 31st. The cost and schedule impact of conducting the assessment

pose very low risk to the Transformational Programs.

2. (U//FOHO) Recommend the response, provided as an aftachment, be forwarded to
the DoD OIG as part of the Agency’s consolidated response to the Final Report.




