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\\ (U) Preliminary THINTIIREAD was performed by the Test, 
\ Technology and Evaluatiorde;am in February 2002, but the formal evaluation wasl \ executed from March 1,. 2002;'tIu:ough March 18, 2002. 

\ (U) Summary of I1 \. 
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1 
(U) General Recommendations. 1(U//..Fet1t1) Thd  IAssessment Study made the following

recommendati-bdsim'r-;-'----..... 
.....;. 1 

1 
1 
1 
1  
1  

........  
\""  ..••...

\  """, 1 
"'{U) Finding 1 Discussion.  1 

"'.'" . There _eno technical issues that would prevent THlNTIIREAD 
I  1 

1 
1 
1 
1 

•  (U) Current THINTHREAD system procedures were 
effective. and a cooperative development effort was proceeding smoothly 1 
with the pilot site. 
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Q 
Q 
Q  (U) Recommendations. There were no reconunendations.  

(U) Finding 2 Discussion 
Q  ! • 
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(U) Recommendations. See the recommendations for rnlNTHRBAD Findings I, \ 
3 through 7 to address these risks. \ \

J  I 1 

J 
J  • 

)  • 

• 
J • 

J • 

J • (U) some THINTHREAD files could not be viewed to pursue ooaective 
actions. 
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(u/l'P6OO) Recommendations. The issues previously mentioned would not 

______________________________ ______________
i 

06 Finding 3 Discussion 
/ 

../ 
iii (U) There was minimal user, system, technical, or programmatic documentation. 

/ The existing documentation was insufficient to support the planned deployments. 
,./ 

...•  (U) There was no user documentation on how to use the tool. That was 
inefficient and could lead to a significant increase in user error. 

/' Difficulties using the tool can also lead to an increase in support calls that 
...l drained project resources. , 

.... 

i 
..l • (U) TIUNTHREAD did not have a clearly stated. documented set of  

mission goals or objectives. There was no program plan, making it  
l 

! difficult to communicate infonnation about THINTImEAD at a  
/1

/' pmogr.wrrunaticleveL 

./ • (U) A deqilled schedule including all activities related to the system and  
it" deliverables before, during. and after deployment was not available. A  

J/ high-level schedule containing the chronology ofdeployment was 
if developed. but a detailed schedule was essential for proper resource 

L. 86-36 management, costing, and prediction . 
••••• •• .,.. 

....,..,.. (U) No installation and maintenance documentation was completed for  
""""" -..- personnel, although the team was working with the pilot site  

.,.......,.,..., to !.ad; ofinstallatioD and  
--<::"'-, m&ntenanceOj-entatio""  ...... .... I ............. '.... ... _..  ----" '--.. --.. _..,.......-....  

"""'" ""'" • (U) There operational support docum;;tanonl -, 
""'" Lack ofsupport docum.!IDtation could adversely affect timely correction or -....."., Inrohtems and CQUll1ead"tcf I 

(U) The effects ofminimal documentation could be overcome ifan integrated 
team accomplished the development and deployment ofTHINTHREAD. 

76 
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o  .. 

\ 
'. 

(U/1F9OO). Recommendations. Develop necessary docwnentation. ni4t would 

o 
Q necessitate an increase in the personnel devoted to documenting the systerh, but is  

essential to the successfuJ deployment and operation ofTIIINTHREAD. The lack  
of this documentation presented a serious risk to the successful deployment Of  
THINTIIREAD. \.  

'., 

(U) Finding 4 Discussion  
\o 

AMiJ'O!lO) Deg10wenl pJ:in.was slow to 
J 

......// • the TIIINTHREAD Program Team focused onJ .,/ the Drototvoe demonstration at the Dilot site. The 's scone did not 

..... 
•.... 

J 
]  ..........  

I""""""J 
J •  (U/IfIOUO) ent and operation 

were not identified  The 
relationsbips between work roles throu out e system s life cycle were 
not defined. The authorities for each work role bad not been identified.J  The organizational structure set forth by the THIN'IHREAD Program 
Team focused on system development, and did not address system 

]  
J  77 
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dw1oym,entl  I .... '/A ]ThemmTHRBAD Program Team was defiriirig the 

roles necessary for deployuienl activities..  .. 
I ..'('b'j (3) - P . L. 86-3 6 •  (U) THlNTHREAD did not identifY all the organizations requiring  

coordination through the various stages ofdeployment.  

(U/.iifof:Jo.LRecommendations. The findings presented a serious risk to .... 
successful deployment ofTHINTHREAD. To mitigate those risks, the following 
recommendations were suggested. -• 

(b) (3)-P • L. 66-36 • 
(b) (5) 

.-.,--_... 
•  -
• 

(U) Finding 5 Discnssion l 
Xhe customer service and user support processes for THlNTHREAD 

weremanualIy and directly involved the technical staff. l 
• The quality 

________ -==.::::::::.-TIUNJlIREAD::.wmnoonsist;n.t.... SomC1I1teiVieWedby 
(b}(3"j-=P i-:--66:'36 --'- TeSi;Technology and VIewed tlie T4ITHR.BA.:r:! l 

-'-='''='''''''-''''-_-'''''''-0'___ to unresponsIve m cu.stoma: support, while--"'---=+::::::..-;;:-- __., )xEI1enced good responsIveness to then- requests for 
ttions or I l 

•  (UIIPOUQ.) There was no formal trouble ticket mechanism in place. Ifa 
user or operator had a problem with TIiIN1'HRBADs he contacted 
someone on the THINTHRBAD Program Team. This contact depends on l 
personal acquaintance, because no list ofTHINTHREAD personnel was 
readily available, and there was no mechanism to locate the proper 
TIflNTHRBAD contact. Similarly, the status ofthe response to a request l 
could only be leamed by personal contact, 

•  (UllFOf167 There was no fo.rmal mechanism for managing externally lgenemted requirements, to include submitting a new requirement to 
THINTHREAD or for following the progress ofthe work. l78  
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•  . team was in charge of 
maintainin itb just a few users,o  .........._...... ··--ihafpemon was a e ..c ang ccording to user  

-" ..-., ...........__..___._ requests-·recei:ved "(il1Ule telephone or by e-nw . owever, as more users 3) _P···L--- are added, one person may have difficulty meeting the increased demand. o  . . - become a problem as =INJ'HREAD was 
scaled to handle an _ I o 

o 
o  • . (U//FeYQ) A list ofWeb interface functionalities 

. was not incorporated into TIIINTHREAD.  1-....----1 o 
o 

(Ut.fPOBe) There was no· pt'OQeSs for and measuring operational, 
programmatic, and technical performance effectiveness ofTHINTIIREADJ once 
deployed. . 

•  (U/JlI6t:tQ.) TIIINTHREAD did not have a clearly stated set ofsystem 
specifications or a method to validate the THINTHREAD concept or 
perfonnance results. Thus, there was no way to determine ifthe system 

79 
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1 
(!U/IFOOS] was successful or ifit failed, which may lead to confusion in  
stakeholders' understanding ofthe success ofTHINTHREAD.  1•  bad mechanisms for assessing progress and  
status within the system development phase. However, there were no  
systematic, consistent mecbanisms for overall program measurement,  
which included identifying test criteria, establishing program schedules,  1 
and documenting a system baseline to address progress. No feedback  
mechanisms had been identified such as risk management or contingency  
planning.  1 

•  (U/If'ffi::t6) Aside from schedule control, there were no tools to measure 
progress towards program objectives because there were no formalized 
program objectives. 1 

•  (U/!F!ffJe.) THINTHREAD did not have Standards ofPerfonnance 
established for personnel developing THINTHREAD. Iffuture 1TIlINTHREADdevelopment crosses organizational groups, a common set  
ofStandards ofPerfonnance for personnel may become necessary.  

•  (U/IfeOO) There was no configuration management process, which could 1 
pose when reporting system and correcting I 
In addition, the lack ofa configuration management cOwa cause 
difficulty upgrading or deploying make rollback 1extremely nsky. ,.../....,... 

•  (U17P'6t:1Q.) fault or wt: h;:. necessary reactions and were !l-ot.- _ _ __ l 
software provided way!o-ooeck sta1=-o=v'=an=o=us="=s==-----' 
parameters through a However, when an operator
recowizcS·a pro!;!.lem;ne must actively initiate conective measures . l .$omeumes-thaf"action is a simple matter, such as restarting a process. At 

......-....../ Q:ilierfifues, physical hardware must be changed. No corrective action 
............•-: ....-- .-- '···Could be executed ifan operator was not present to initiate a corrective l .. ...>.........' • ....a_cti_·o_n_.____________________--,  

__ _____ __ l  
-........ 

··-··'.----{Q1IFOUO} '1HINTHREAD had no established process for managing 1 
 . 

(U/fFOtJO) ..findings that led to the recommendations l 
would not have revented the successfuIaepJoYment ofTIIINTHRBAD to 

........ .... e recommendations weremade.tQ.!mP!2:.:.;ve=..tb=e__---. 
'.. e ency ofTHINTHREAD after it was deploYedll...____--' 

The follOwing is a list ofrecommendations. . l 
•  (P(/F.QafjJ Develop processes and acquire automated tools based on 

cIearIx stated specifications for controlling and measuring the l 
n::tipn8tand technical performance ofTHINTHREAD 

80 
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O·  ......, (b) {3J-P.L. 86-36 .... "\ 

• (U/IfOUO) Acquire available 
system to enable verstorung. rollback, and configuration management..0 The system should interface with the trouble f;icketing systeM aitd the 
requirements management system to Provi9C'fulJ traceabilitY.\ \\ 

......  1 \ \o • (UiAFeUOjDevelop 
development crosses orgaruzationl,U·groups). i \ \ 

/ 1\\ 
• reactiqns' and responses to the :fulfIt and\o  warmng detection systemL/ J \ '\ 
-,................... \\ \1o / \ 
• 1;stB'blish a requirements management process for \ o u,!WAD that is linked tol'---________---'I 

(U) Finding 7 Discussiono 
e number and skill mix ofTHINTHREAD nnel was. o 

required for 
1.3 H? L. S!-36:-::::--planning-and' executing-installatio so; there was. a lack of 
.. ,.... "', '" --cfocumentatioDtPIQviding the necessary mam anoo and help .desk support,o ........."..... oonfigurapon .. .. CpUectively, thyse  

o .... '..... shortoommgs jeated a senous nsk to successful comp1eti0nL _ J 
".. 1 _ 1..-._--....I 

Recommendations. The finding presented serious risk to successful 
deployment ofTHINTHREAD. It was recommended to continue to identify and o  I ..d -= """ired fur 

ij ...-... 

a  86-36 
(bJ (5) 

ru 
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'\ 
(U) Cost Analysis '··(lJ}"{-3J."".F..• L. 86-36 \. 

I:;'Thot!;lblwiJfiiin.,!hetica1 soenari;iu';;iiaiiidliow/r----...;,.\-----., 
ay produce a more effective result in terms ofi>Oth complexity and cost. ... 

A ew assumptions apply; 
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... 
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1 
NCLASSIFIEDJlFOR uscAppendix I. Glossary (U) BY COMPILAT!ON WHEN ASSO 

WITH REST OF __---J 1 
(U) 

.. 86·36 1 
1 
l' 
1 
1 
1 
1 

Consultative Committee for International Telegraph and Telephone (CCIT1). 1Consultative Committee for International Telegraph and Telephone is the International 
organization responsible for the development 'ofcommunications standards. Now called 1 
the International Telecommunication Union Telecommunication Standardization Sector. 

(b)(3) P.L 86·36 

1 
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(U) 
lb)(3)-P. . 86-36 
I 
1 

\ 
i 
l 

\ 

1 
; 

I 

\ . 
\ 
1 

. I 

Elettronfc Industries (EIA). A group that specifies eJectrical transmission !  
standards. The Electronic Jndustries Association and Telecommunications Induslry I  
Association have developed numerous well-bown communications standards. including l  
Electronic Industries Association and Telecommunications IndusfIy Association ..232 and I  
Electronic Induslrles Association and Telecommunications Induslly Aosocla!ion -449. I 

(U) 
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1 
(U) 

1 
1 

. 1 
. 86·36 \ 1 

\, , 

\ 1 
\ 
\ 
\ 1 
\ 
\ 
\ l\, 
\ li, 
i 

\ l 
International Telecommunication Union Telecommunkation Standardization lSedor (lTV-T). International body that develops worldwide standards for i 

\telecommunications teclmologies. The International Telecommunication Union 
Telecommunication Standardization Sector carries out the functions ofthe former 
Consultative Committee for International Telegraph and Telephone. l 

i 
\ 

International Organization for Standardization (ISO). International organization that ; 
is responsible for awide range ofstaru:iards, including those relevant to networking. The \ l 
International Organization for Standardization developed the Open System " 
Interconnection reference model, a popular networking reference model. \ l 
I \1 l 

i 
(U) -
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(U)

I (b) (3) -T 
Institute of Electrical and Electronics Engineers (IEEE) 802.3. Institute ofEIectrical  
and Electronics Engineers LAN protocol that specifies an implementation ofthe physical  
layer and the MAC sublayer ofthe data link layer. Institute afElectrical and Electronics  
Engineers 802.3 uses Carrier Sense Multiple Access Collision Detect access at a variety  
ofspeeds over a variety of physical media. Extensions to the I Institute ofElectrical and  
Electronics Engineers 802.3 standard specify implementations for Fast Ethernet.  

(b){3)-P L. 86-36 

Open System Interconnedion (OSI). International program created by  
International Organization for Standardization and International Telecommunication  
Union Telecommunication Standardization Sector to develop standards for data  
networking that facilitate multi·vendor equipment interoperability.  

{b)(3)-P.L. Se-S6 

(U) 

91 
WP Sl£CJHijT/1!9"HNT1I292'1123 



DOCID. 3253346 
l'fOP SRCRR'fHCOMlNiYI28291123 

l 
(U)  l(b){3)-P.L. 86-36 

l  
l  
1 
1 
1 
1 
1 
1 
1 
1 
1  
l  
1 
l 

(U) 

92  
l 

'fOP -I 



t=f0C1D.:. 

o  
o  
C1  
]  
]  

J  
] 
] 
] 
] 
. ll  
II  
TI  
II  
J  
D  
]  

J  

3253346 
TOP 

(U) 
(b)(3)-P.L 186-36 

Telecommunications Industry Associlltfon ('I'IA). Organization that develops
standards relating to telecommunications technologies. Together, the 
TelecommWlications Industry Association and the Electronic Industries Association have 
fOlDlalized standards, such as Electronic Industries Association and Telecommunications 
Industry Association M232, for the electrical characteristics ofdata transmission. 

(b)(3)-P.L 

(U) 
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Comments (U) 
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.",-",:::,:,:./,,/ 

..  
..... .....  

,/;,..-..... 
..y'-

[bl (3) 
\ ".\ . .., \ 

'\ '>\.: 
\ .....  
'!\.........  

\ ....\...,..\\.... NSA will a ee to conduct an independent 
. e believe that it will validate all of 
\, \\ the assertions niMe.in our reSp"""ons--eg........o..,.,.,..e........,.........,.....,....,.I·· tOf General recommendations.\ \ ......... ..:nH1:p wad: :dl '\. Iill Iwhich was conauctea.In an open· proVlae oenent lor 

\, Agency mISSIOn and customers. More Importantly, tfiere been no eVldence 
, documented during this Office ofInspector General investigauQl1 that supports that 
\ complaint ". 
\ ' lib) [3J-l?L. 86-36 ......: ..

\\ (81/81) Audit Response. The report doi . 
\ million e TRAILBLAZE 
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i 

\ i 
Comments. NSA recommended that the audit report \ \ 

emphasis NSA's cooperation and responsiveness to Congress. \ \ 

\ 
i 

\ 
\ 
\ 

\ 
\ 
\ 
i 

(U/IFOU8) Management Comments. NSA recommended that the audit report \ 
\emphasis that the THINTHRBAD capability is valued by NSA. 
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Comments. TRAILBLAZER welcomes an open 
\. \, 
\\ , \.,. 
\ \. 
\,. \ 

'\ \, 
\ \,\ . 

'\, 
\. 

\ 

\ 
\ \ 

(Sf/51) Management Comments. ___....::.,\ 
Office cfIns etor Generars assessmen \ 

(S#Sij Audit Response. We acknowledge the fact that the current scope ofthe 
TRAILBLAZER is to provide the infonnation technology ftamework for the entire 
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(€) Management Comments. NSA managements stated that TRAILBLAZER and 
Technology Demonstration Platfonn have invested considerable effort to build a signal \ 
intelligence architecture that is open and scaleable, applies DoQ, commercial, and NSA. \ 
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(S/l8I).Management Comments. NSA management comments stated that the Executive 
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Comments. comments stated fue 
TRAILBLAZER has long-established plans for external assessment ofthe Techl}.ology 
Demonstration Platfonn for prepamtion for IfliJestone B. The Independent Veri1jcAtion 
and Validation (JV&V) of29 Evaluation Criteria is being conducted by NSA's \ \ 
independent Office ofCorporate Assessmmits' Test and Technical Evaluation eleimthlt 
(TIE). The Early Operational Assessmentiand Operational Assessment will be \ \ 
perfonned by JlTC, which had established/a presence in TRAILBLAZER spaces \ 
November 2003. Results ofboth activitieS will be provided to the Milestone Deciaio4 
Authority before Milestone B. / \ \ 

i \ " 
Audit Response. TRAILBLAZER postponed Milestone B Ifor 

December 2004 because of technical issues with the Technology Demonstration 
Platfonn. February 200S is the earll,est date that TRAILBLAZER will be readr f?r 
MILESTONE B. I \ 

i \ \! ' 
Comment,s. NSA mana.&mlmn staled thatJhe', ) 

I \  
\ 

(8ffSf} Management Comments. NSA management comments that the EXecUti,le 
Summary's statement that TRAILBLAZER development ''wasted I--_____......J 
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. :And, although TRAILBLAZER is currently 11\ tl,1e 
dy delivered significant capabilities, \ 

..... \ 
(SfJSl) Audit Response. The NSA management comments are inact;urate. r\ 
Executive Su.n.miary does not claim that TRAILBLAZER development "wast ; \ I  . Iofdollars," Instead, this phrase is only used to accurately describe p \ 
specific liotline complaint allegation that initiated this audit. \ \, 
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NSA management comments also qhestions the \ 
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d stated that the \ 
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(\s) Audit Response. We have documented infonnation to support this statement; \ 
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however, because of fear ofreprlsru, we agreed to keep the sources anonymous. \. 

111 
'FOP 

-.



DOCID: (b) (1) 
(b) (3)-50 USC 403 
(bl (3)-P.L. 86-36 

'.\. 
l ,
\ .... 

, I\. 
Audit Response. Our wording reflects information received from our We 

reviewed all ofthe comments below and checked our sources and made adjustlpents as 
required. \. 

\ 

. 112 
TOP SeCImTlICOOPlHNTll29i9111a 



reID. 3253346 
'fOp Sf£CH'f'I/€61\HHTll2929i123 

TI 
Appendix K.. Report Distribution (U)f[] 

r[]  (U) 
Office of the Secretary ofDefense 

11 Under Secretary ofDefense for Acquisition, Technology, and Logistics  
Under Secretary ofDefense (Comptroller)  
Under Secretary ofDefense for Intelligence 11 Assistant Secretary ofDefense for Netwerks and Infonnation Integration  

11  Other Defense Organization 
Director, National Security Agency 
Inspector GeneraJ, Natienal Security Agency1]  Inspector General, Defense Intelligence Agency  
Inspector General, Nationa.l Geospaual-Intelligence Agency  
Inspector General, Natienal Reconnaissance Office II 
Congressional Committees and Subcommittees, Chairman and 

Ranking Minority Member] 
Senate Subcommittee on'Defense, Committee en Appropriations 
Senate Committee on Anned Services]  Senate Select Committee on Intelligence .  
House Subcommittee on Defense, Committee on Appropriations  
House Committee on Armed Services  
House Permanent Select Committee on Intelligence ] 

(1.1)] 
] 
] 
] 
] 
J  113 

crop SHCRfi'fflUOMfNTIl28i91123] 



:neOID: 3.gS3346 n!Rnnoo IJCor.,HN'fl/2829112J
________ _______________ 

1 
1 
1 
1 
1 
1 
1 
1 
l 
l 
l 
l 
l 

r  
r  
r  



rj0CID.  

1  
]  
]  
]  
1  
]  
11  
] 

11 
11 
] 
11  
]  

3253346 

'fOp SECRE'fI}CO"mt'Fll29291123 

National Security Agency/Central Security 
Service Comments (U) 

! • 
"l'&P!IBat.if.lJJee1Bft'HD 

NATIONAL SECURITY AGENC'I 
CENTRAL SECURITV SERVtCI!: 

!'OiIf II. "J:.UHt tu.Inl.JlHO IOTS"-<I> AUgust 2004 

StmJBCT: (ll) Audit ofthe for tbo TRiULlU.AZBR ud 1HlNIHRBAD 
SY*ma. d&bed 11.1llO 18.2004 (Projec\ No. D2OO3AL-OlOO) 

Deputy ChiefofStaff 

r:a..atN.t",-s__,'n' 
.....IN •., 
.D ' It ..... 

115 " 
" TOP SECRGTlJ(JQltlHT1I1CJ291123 



DOoID: 3263346' 

TOP SHCRETHG9!\1H'lT1I29291113 

(U) Adtotlfle For tiIoe TRAILBLAZER ltIXf 1HIN'ltIR&\D 
S,ate.uII 

(t:ltlft)ti8TProjec:t No. D2OO3AL-011O 

.(ejTll:l.s paper tonI.aini respolllCS to by tile DoD oro Audit of 
tile !or tile 'IRAU..BLAZER and '1lUNmRBAD S)1tem5 (Proj:ct No, 
DlOO3AIA)lOO). It tho Inclw:le& of by I10mmema from the rnG report that 
NSA fte14 oblJ&&lcd to tddress. 

1:'!?':[J rr'--'-- -"-- -.- of 010 Rt;port __..............__
(nlPl.-F.L. _<'t&.w-.l 'fdihmN5A;-"--"- ....,.,. T861.3J5 ........... WJI.I<4_ ........."'" S teIPODIeI """'w;co 

" ... 
""" -....•..:•..:::::::•... ...•. 

.. \ .••.••..•.•.... 

\ .. \.,..., 
\" "'"" ""\.. ...........  . .....  

\\ .\..... .......  
"\\,., ... ""'" .. .•.. "'. 

\\ .......• ........•.. ttl .\. .....,.......  
'., 

" 
\\ 

'. 
.... , Hot co!!!plalnt that fi:IDd, m1 I.bt1Io dII1iIIi 1M ,., . Iwldab wu 

in an opea fulOOn to P'f,lvldc th!I best for D1l.tdoa f.lId 
c;ustomm importamly. tJM:re 1111 f.IeeD. _ cn1deDce darin, thI& OIG 
inYUU,pt!oa Cl1It II1ppOO& that IXIIlIpIIiIlt 

\IL....--_--=--_------i  

DRV PW.: hSNCSSiii a:s::z 
DI.";UCb9' va filltiti 

WPIKHFJJEi9MIHfflXl 
t 

116 
'fOP SECRE'flIEJ8l\B.N'f'N!8!9tJ:!3 

1  
1  
1 
1 
1 
1 
1 
1 
1 
1 
1  
1  
1  
1 
l 
1 
l 
l 
l 



oDOCID : 

o 
o 
o 
Q  
Q  
) 
J 
J  
]  
]  
J, 
J  
)  
J 
J 
J 
J 
J 

326]3 4 S 

,.OP 

. 
lOt SIOlnYl€eltflNiWX1 

(V/1J6ti8) ProJtct No. D2OO3A.L-011O 

,I \ 
../.... (V) NSA RapoIIIe: 

/ ..-
.-...•.  

.' .....  
.'  ..1/,/ 

.•.. 

1"""",-". 

'l'8P SSSRIfiiWiIEH "'!lfiIX1 
2 

117 
TOP Sl:CItE'fffCOl'fHf:f!ft/!8!911'!S 



...DOOID. 3253346 

... 
\(b) (11 

(3J -P.L. 
1\\ 
\\\ 
\\\ " 
i , \ 
1 \ \.,\ \ 

.. 
\\\ 
1 : \ 
\ \ \ 
I \ \\ ;. 

i \ \. 
1 

\ 
I 

\ 
\ 

\ 
i 
i \ 
\ \ 

\, , 
\  
\  

\ 
1 
\ 
\ 

\ M TarJd DDvlCoqie&le: CoIlIp1e;c. 
, 
i 

\ 
\ 
\ 
\ 

118 
'fOP SECItE'f#C8ftHN'tYl!8Z9ll23 



3253346  
TOP SI£CRKFl}C8J.IINTNl9l9111a 

o  --------
(b) (1) . 
(bJ (3) -Po L. 86-36 nf] l\ \. 

\\[] ....... \ 
\ 
\: 

i,\ \\ ····,······l:m-S2Cv.s:£VGeMHfi/I:Kt
\ , \; o  , , \ ....,. _________11 

o  \ 

\ \ 
1 

t ", 

 :. 
\ (U) NSAt. RapoaIe: o  \ \ 

\..; 
\\o \  \ 

! 1 

I] \ 
\ 

\ , \ 
\, \o  \ 
t, \I o  i 
\ 

\ 

i 

o  \ 
! 

[]  \ 
\ 

J \ 
\ 

J \ 

\L------------------rJ  \ 

]  
]  

119  . 
TOP SBCRM'J'1eOMtN'l¥I28911!3 ] 

Final Report 
RefetenQe  

Revised 
pg.25 



r--------==-=================::;t.:... (b) (l)
/ (b) (3)-P.L. 

.... ! 
... I .. 1 

i/"""-(U/1ftrti:E» 
./ I[ 

./ 

..•. 

lOP SIleItBfJ1e8MJH1'1j;xl 
.5 

120 

1  
1  
1  

1  
1  
1  
1 
1 
l 
1 
l 
l 
l 
l 
! 
! 

'f'OP 



3253346 

TOP SECR:RTIlCOl\HNTH29291123 

 (b) (1) 
(b) (3)-f.L. 66-36, . 

'fe' 'n  
n \ 

u \ 
\ 

II 
U 
TI  
U'  
U  
a 
a 
a 
o 
o  'llBP iliBMiW&Q1 litAiJJOlliI 

6 

rJ  121 
.TOP SBCHTII09l\HNTN29291113fJ 



DoelD: 3963346 .1 
TOP 

1  
1  
1  

(bJ (1) 
(b) (3}-P.L. 86-36 
.. -'. . "-\ \ .,......"..... -.._ laE SECRElneeIillfftlMt 

\ '\\ 1 
\ 1 
\ '\ . -
\ {(J)N8AJI.-e: CoIlCtlf  
\  1\", 

\  1 
1  
1  
1  
1  
1  
l  
l  

..P.eRIRY.'8il.flMft 
7 

122 
'lOP 



rf0C!fh 3253346  

m  
TOP  

(b} (1) 
(b) (3)-P.L. 86-36 
\\\ 

t ....m  ;\ \., '\,1 \ \: .", Final Report \\ \ \\ Reference\ \ \,m . 
m 

Revised 
p.3S 

m \ 
\ 
\. \ 

\ 
i1 

\ 

\ 
\ 
\, , , 

At this _ IS is nec:easuy to Iddrm lOme tbe Dot> 
OIG'. StmXEIIIty and D'I1ft RI:port, u fbllowa: \ \1 \  '.. 

\ 
11j'.1 

1 
.1 

..., 
i 

...... 

, -
8 

123 
TOP A:CIIE'FHC9!\&NT/Ii9i91123 r 



DOCff): 3253348 1 
TOP SECRE'fl/!OltttN'l"If29291123 

1 
(b) (1) 1(b) (3)-P.L. 86-36 

\ 
\ 1 
\ 1i 

\ 

\ 
\ 1\ 
\ 
\ 
\ 1 
\ 
1 

\ 1 
\ 1\ 

l 
\ 1\ 
\ 
\ 1 

1 
1 
1 
1 
l 
l 

9 

l 
124 

'fOP SEeRETNCOl'fBN'flf!M9ft!3 l 



QflOClfl: 

fJ 
Q 
I). 
f] 
f] 
]  
]  
)  
] 
J  
)  
J 
:1 

u 
u 
] 
J 

3253346 

'fOP SECRET1iC9ftHNfW29291123 

(h) (1) 
(hI (3}-P.L. 66-36 

.............. 
\\\. Final reportl '\ \ . 

\ t 'I, ........  Referenco\
\ \ \. 

\ \ 
\ ',"\ \i \ \, \ IQPSEQUR'!JeeMilmflU 
\ \ \ \. No. DlOB3AL-Gloe  
\ \ \\  

\ \ \.  
\ \ \ 

\ \\ \\ 
i. '\, ,
\ \\ 
\. \. 
\ ' \ .............  " \\ \\ 

\ 
\ 
\ 
\ 

\ 
\ 
\ 
.\\ \ \ 

\ \ 
\ 
\ \ 

\  
\ \ \ ,  

\  
\  
\ 

\ 
\ 
\ 
\ 
I 
\ 
1 

10 

125 
'TOP SRCltEl'Il@8"HNTlf2tJ%'tt23 



DOCIDe 3253346 

TOP 

(h) (l} 
(h) (3)-50 USC 
403 
(b} (3)-P.L. 

\. \ 

\ \ 
\ \\ \ 
\ \ \\ 

\\ 
\\ 

\ \  

1  
1  
1  
1  
1  
1 
1 
1 
1 
1 
l  
l  
l  
....., 

i 
i 

- 

126 
:FOP SBCRfi'FHG9ltHHTN;9a911aa 



rj0CID. 3253346  
TOP BlSCIIJ£TNCOJ\HN'lVl29291123  o 

o 
Q 
o l'tJPSEcltEfUe6PtIHfiWiU 

(U/J1'6VO) Projec:tNo. 
(U/lFOtf9) DoD OIG itb:Goll.I"""rit&n.B.l; Pnrrfde!lle ftIII:IHl of tt.e emnw 
....at 10. T.iA.U.BL\2BR M1Icooe] DIrdiiIoa A!dbadI:J fi:w 11M II1ID11k11:ta 1M BdecUIoa. 

(U) NSA CDlI:\lf 

lIlCIItlold In tbeI t'eIpOIlIS to B.l, lb& PBO aoo 

J 
TRAILBLA2l!R !mead to provid6 the temIt& of !1le 10 the 
TRAILBLA2l!R Ml.Ie&toDe DecWon Authotty (MDA) tot 1110 hi t!LIl:hIJ Ibis M.Ilestolle 
BtSociai:m. vdlllilo be at to Ul&DoD lo,IIIeNSAIO. andNBA',Offi;o 
otGeD«al enun.eL 

J r 

J 
J 
J 
J 
D \\11---_____ 
D 
o 
d. 
o 'lOr a:curUCCYJN1:}'i!a 

12 

) 127 
TOP ) 

Final Report  
Rcfmmce  

Remed 
p.3S 



DOCID: 3253346  1 'fOP 

1  
"""'1 (b) (I)/:/ fl {b} (3) -50  

......;./ flusc 403  ,...<>.,. if (b} (3}-P.L •  
......... /., Ii 86-36  

.,.,,......"" I ! 1  
1  
1  
1  
1  

/ 1  
J 

I 
I 1 I  

f lI  

f 

f ·1 
1  
l  
1  
l  
l13  

l 
128  

TOP SBCRBTIl!9!PtlHiTtJaQg9llaa l 



ODOCID. 3253346  

f] (b) (1) 
(bl (3}-50 USC 
403 

r]  (b) (3}-P.L.  
66-36 

r] 

o  
o  
1  
J  
J 
J  
]  

J  
J  

\J i 

\ 
\ 

J 
\ 

J 
] 
] 
] 

TOP SHCRBTltCO:p,HNTh'lO:!91123  

14 

129 
TOP 



DOCID; 326334'  
TOP 

(h) (1) l 
(b) (3)-50 USC 
403 
(h) (3)-P.L. 
86-36 l  

l  
l  

\ \ 
i, \ 
i \ l\.\ 

i "'"\  
......, \ 

i \ l\ 
l 

\ l\ 
\ 
1 

\ 
\ l\ 
1 
\ 
\ 
\ 
\ 
\ l 
\ 

\ l 
\ 

\ 
\ 

'. 

\\ 
l 
l  
l  
l I 
ll' 

130 l 
TOP SftCH'ff:tCOMINfflH!911!3 l 



ijfOCID. 

n 
rn 
ijl 

ffl 
ijl 

n 
TI 
n 
n 
n 
n 
n 
n 
n  
n  
n 
il 

32533i6 

(b) (1) 
(b) (3) -50 USC 
403 
(b) (3) -P.L. 
86-36 

\\ 

TOP S"SCImTN!Ol'HN'f1l29191113  

, PrnIHt lIln. IH.M'tJo l..tItan 

J6 

131 
. 'fOP n  



};)OCIDe 3a63346 1TOP 

1 
1 
1  
1  

A 
N 1 
N 
B 
X 

A 1 
1  
1  
l 
l 
l 
l 
l 
l 
l 
lADIIuA-1 

132 
l 

'fOP SHCRETNC9ltIlNTIl39.a9ttZ3 



rrOC1f>: 9253346 
'TOP SECRM'lICOr.HHtYl29!91123 

n 
n 

(b) (1) n  (b) (3)-50 USC  

403 (b) (3)-P.L. 
• 86-36 

.·········!b} { )-P.L.n \ 
86-3 

n \ 

\ 
\ n \ 

\ 
1 \ 

1 
1 \ 

\ 

1 
] 

1  
]  

11  
]  
]J 

01 133 
TOP SBCMTlJ!9l\IDff'#lO:Zl1112a] 



DOCID: 3253346 .1TOP SRCRETNCO"AH:NTH1939112a 

1  
1  
1  

(b I (l} 
(b) (3) -50 USC 
403 TOP SKe'ltE'llletJMl!t"IWIl 
(b) (3) ____________-l..-------- (b) ( )-P.L. 1 
86-36  86-3 
\  1! 

1  
\  
\  
1  
\,  1 
\  1\ 
i 

\ 
\ 
\  1 
\ 
\  1 

1 
1 
1 
1 
1 
1 

"1'11I&JUR(IMIIIN'I'IRtiI 1Am:IelA-3 

1 
134 

'fOP SlBCRBTNCOMINTIla9a91113 1 



(foe;!;];), 3:1i334fi 

TOP SBCRETlfCmHNl1l29291113 

Q  
Q  

(b) (1) 

Q  (b) (3)-50 USC  
. 403 . ________________

jb} (3)-P.L. 

Q 
86-36 
\ • ____---,... _..-.--- (b) ( ) - P. L. 

86-3 

\ 
\ 
\ 

r-
;:J 
i 
I 

\ 
:J i 

\ 

\ 
\ 

tOJ s:tek&ilYesr.RVRCl 
An1:1a1A-4 

135 
'fOP SECftE'fHC8"IHftW%62't123 



DOOID: 3253346  

(b) (1) 
(b) (3)-50 USC 
403 
(b) (3)-P.L. 
86-36 

!, 
\ 

\  

1TOP 

1 
1  
1  
1 

AmlaAI ·· .. ·--···(bl ( )-P.L. 
86-3 

1  
1  
1 
1 
l 
l 
l 
l 
J 

] 
19.m;m"RW88l\liflllVi'§l ]

A.I:IIIQ A - 5 

] 
136 

:1TOP SBCRBTf}G91¥HlW/ne29ll23 L! 



11 DCCID. 3253346 
TOP 

fl 
n (b) (1) 

(b) (3) -50 USC 

n 403 
__ (b) (3)-P.L. 

86-36 

fl (UlI'J.!e:aeTA.llDed:1 ------.--' (b) ,3) - P • L. 
86- 6 

fl  
1  
1 
1 
1 
1 
1 
1 
1 
l 
l. 
l  
l 131 

TOP SBCRBThlCQAHHI'#19a9ttl3
] 



1 DOCID. 3253346 
'fOP 

l 
(bl (1) 
(h) (3) -50 USC l403 
(b) (3)-P.L. 
86-:36 l 

l_____________-..t·-·--··· (b) (3 -P. L. 
86-36 ., 

-"" 

-

AtIIJoXA-7 

138 
TOP 



3253346  
'fOP SHCRlETHC91\H:NTII2S291123  

o  
o  
o {b) II) 

(b) {3)-SO usc 

o 403 

. (b) {3}-P.L.86-3 6 

f] 
i 
\ 

\ 
\ 

o 
\ 
\ 

\ 
\ 

\ 
\ 

I[) \ 
\. 

o '. 

o  
o  
o 
Q 

ill  
J  

lUi SECDffleOt'fIm'l'l1Xl 
I I-.-··..-···{b) {3 -P.L. --1 86-36___________ 

lOP SEtiElweeiftm iftr 
. Amm'A-8 

139 
'fOP SI!CRE'f'1ICOi\flN'fll29i91133  J  



nOGIn: a2!S3346 1TOP SECMTNCOI\HP,'f1l29191123 

1 
(b I (1) 
(bl (3} -50 USC  
403  1 
(bl (3)-P.L.  
86-36  1\\ . 

\ -----··(b} ( 'j-P.L.. i 1 
\ 86-3 

1\'. 1 
1  
1 \ 

1 1\ 
1 
1 
1 
1 
1 
1 
1 

140 1 
'FOP SJ£CRE'fHCOMlN'f'llZ8!9fl!3 1 

- .- .---_..__ ...- ...- -_._-



ODOCIDi 3253346 
fOP M!;CItElflfC6f11lBtFf'Il!6!911!3 

o  
o (b) (ll 

(b) (3)-50 USC o 403 
.----(b) (3)-P.L.  

86-36  

o "" . ___-,_..,,_ ..... --" (b) ( ) - P • L. 
86-3 

]  

J  
J  

-] 
-J 
-J 
-] 
-j 
-] 
-j 
-J 
] 141 

TOP SBCRBT,',<€9J\&HIWi9191123 
J 

... -,-----------



BOGID: 3253346 
TOP iECRETUCQl\flN1Y/29291123  1 

1 
1(b) (1) 

(b) (3) -50 USC 
403 1(b) (3)-P.L. 
86-36 

J .-

lOP ntlS!JIHeOIiDUrmU \ (b) ( )-P.L. 1 
86-"<: 

1  
1  
1 
1 
-1-

1 
-1 
1  
J  
l  
] 

J  
J 142 

TOP 0 



ODOCID. 3253346  

rJ  
r]  
f] 
Q  
f] 
]  
]  

J  
J  
]  
]  

J  
]  
"]  
]  
]  
]  

J  

TOP seCRfiTlICOPft'EN'f1l2629ilZS 

(b) (1) 
(b) (3)-50 USC 
403 
(b) (3)-P.L. 
86-36 

\, . ., . 
......... - (b) (3)-P.L • 

86- 6 

, 
\, 

\  
\  

1m suazzllJr=l!!'AWI 

143 
I'OP SBCRB'Fh'C9i\HNIYl29i9113a 



,DOCIe: 3253346  

... .\. .. 

A 
H 
N 
B 
X 

B 

'{lIt II ::1£1lI"1'1lI11rl'1H 
AIl:ImB-l 

144 
TOP Sf!!CM'fflCOImN1'ff%G2't123 



rrOC1D; 3253346  
TOP SfiCRfiTliCOJ:1D8W2929U:z3 

r] 

II  (b) (1)  
(b) (3)-50 USC 
403 
(b) (3)-P.L. 

r)  86-36  

... 
f]  'l'eP 1!I'8e...M'lW!!8f1I!1W1J'J1:t  

(VIINUQlAmle:r Bt "\ (3 )-P.L.
86-3 :>(UlfIIOfJQ) Tbo.'s Iblbwfng 

f] 
r] 

f] 

J  
1  
] 

. 

] 

J 
) 
J 
J  ME m....l\1IHIW1(1  

2 

J 145 
TOP SEClUHJ¥e8AHN1W18291123] 



DoaID: 3253346  
TOP l 

l 
l 
l 
l 
,l 
1  
l'  
1  
1  

THIS PAGE INTENTIONALLY LEFT BLANK (U) 

1  
1  
1  
1  
1  
1  
1  

146  1 'fOP SRCRE'fIlCOMIN'f1l28!91123 
1  



SECURITY CLASSIFICATION f(FiJ. / 
(; Cl 1// ] 1NSA STAFF PROCESSING FORM 

TO IKCC CONTROL NUMBER CoS DC09-017-05 .  
THRU ACTION eXREQ SUSPENSE 

0 APPROVALSUBJECT KCC SUSPENSE 
(U)  (:COP liJIi:CRS'l'IIGOMUffl Office of the IG of the Department of IX] SIGNATURE 

ELEMENT SUSPENSEDefense Report on TRAILBLAZER and THINTHREAD Systems 0 INfORMATION 
DISTRIBUTION 

SUMMARY (u) 
PIJRPOSE: (GONFIDEN'"':FfA:I::oS'202911£3) Attached for your review and signature is the NSA 
consolidated response to the report from the DoD OIG on requirements for TRAILBLAZER and 
TIDNTHREAD systems. . 
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:OOC!:f): 
eONFIDENTIA1il:26291128 

NATIONAL SECURITY AGENCY 
FORT GEORGE G. MEADE, 20755-6000 

11 February 2005 

MEMORANDUM FOR DEPUTY ASSISTANT INSPECTOR GENERAL FOR 
INTELLIGENCE AUDITS 

SUBJECT: (U/IFOUO) DoD OIG Audit Report Requirements for the TRAILBLAZER 
and THINTHREAD Systems1 dated December 15, 2004 (Report OS-INTEL-
03, Project No. D2003AL-OlOO) - INFORMATION MEMORANDUM 

, (U/IFtJ't:J9+.In response to the DoD OIG request for additional information on the 
TRAILBLAZER an,d THINTHREAD report, NSA/CSS provides consolidated corporate 
comments from our Signals Intelligence Directorate, Acquisition Organization, and 
Information Technology Infrastructure Services Organization (now the Infal'mation 
Technology Directorate). 

NSAlCSS Resllonse: 

-teTSubsequent to the DoD OIG report, the. TRAILBLAZER Milestone has been I 
scheduled for late in the fourth quarter of FYOS from the previously scheduled earl¥r 
MS B. Accordingly, this now allows sufficient time for the conduct of the assessmeftt 
recommended by the DoD OIG. .,. 

e lIla ze r'" 

b M 2005 / ..../Y ay . "-,."',., i , 
............ /f ......'  

If_ bave anY QUestiODrr need additional information, 

(b) (l) -11. ()- (b) (3) -E' .L. 86-36 

MARIA N. O'CONNOR  
Chief ofStaff  

(b) (3)-P.L. 86-36 
"elIoed Piwu .. lfStz'6SSft{ 1 52 
:&.:tted. !3 !4o.embe. 
Beclass;;) £8281115 
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NSA STAFF PRO ESSING FORM 
EXflEG CONTROl. NUMBER J(CC CONTROl.. NUMBER 

DA4-04-05 
ACTION EXAEG SUSPENSE  

_______'________I fi] APPROVAL  
SUBJECT KCC SUSPENse  

THINTHREAD I TRAILBLAZER 1G [iJ SIGNATURE  
ELEMENT SUSPENSE; AUDIT REPORT 0 INFORMATION 

DISTRI8UTION 

SUMMARV 
PURPOSE:  
(U/tFeYO) To provide the recommended PEO input to the consolidated NSA response regarding  
actions requested by the "final" Department of Defense (DoD) Office ofInspector General (OIG)  
report 05-INTEL-03, Requirements for TRAlLBLAZER and THINTHREAD Systems of 15  
December 2004. 

..... ....../ , 
-tarIn response to in August, the Agency concurred "with comments: following  
is an excerpt fr9m"those comments; « The Program Executive Office (PEO) is lead in  

..an independent review teruv- for Derforming this assessment, with the intentiqn  
that its.JesuIts will be completed .in timet I  

f IMilestone B documentation.» 

At the time of this statement (Aug (04), the TRAILBLAZER Milestone B (MSB) was 
scheduled for December (04. When the final report was published, the PEO Assessment had not 
yet begun. Concerned that the assessment could not be completed in time to support a 
December milestone, the DoD OIG requested via the final report, that they be provided; "NSA 
plans to eliminate the cost and schedule risks for completing the assessment.'" 

...(.GtSince release of the final Audit Report, a DIRNSA-Chartered Transformational Advisory 
Panel (TAP) recommended TRAILBLAZER be rebaselined. The MBB is now planned for late 
Fourth Quarter FY05. 

COOROINAilONIAPPROVAl 
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\ 

...... \  
••e···'·· \ , 

development of this coordinated 
the TRAILBLAZER Program Office. \ 

\ 
RECOMMENDATION: ./ ..,....... \  
1. (U/JFeif:fe1 A Mitigation Plan is not recommended. The PEO is 
committed to co:g.ducting the assessment. The team is currently being fOl'riled. a 

for March, and the team is expected to report to MrJ II INLT May 31st. The cost and schedule impact ofconducting the assessment 
pose very low risk to the Transformational Programs. 

2. (U/I'.F'8YGl Recommend the response, provided as an attachment, be forwarded to 
the DoD OIa as part of the Agency's consolidated response to the Final Report. 


