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EXETIIIT A
FOREIGN INTEILLIGINCT SURVEILLANCE COURT
WASHINGTON, D.C.

IN TEZ MATTER QF TEHZ AFPLICATICH 3

OF THE UNITEID STATES FOR AN ORIER H

AUTEORIZING ZLECTRONIC SURVIILLANLCE ; Doeket Numbe:s: \
CF A UNITED STATES FERSON AGSINT I 2 "~
' ) OF A TOREIGN DOWER. “4&l .
‘ | STANTARD MINIMIZATION PROGCIDURES
Pursuant ta § 1ci(h} of the Forsicn Inzelligence
2 Scervaillance Act o2 1878, the followiag n*o:adu:é hawve bea=n

adopted by the Atcerney Genaral, and shall be followad by the

aderal Bursau of Imvestigation ({F33), in condusting this

"]

2lazsronic susveillancs as eozdars

ad ¥
Ssotimn 1 - Avpliicabilisy 3ad Saoma

These proceduzes apply ©o the acguisivies, setensicn, asd

fL

isszminacien of nonpublicly available commuaicacions and onher

fes

aigrmation concexrning unconsenting Unized Statss pexsons that

s callactad in z=he course of telaphone, micTaphzns, closad

e

FEs

t televisicn (CCTV), medem, facsimils, lesased lizne and

s

55 i
sther slectromic surveillamee of a United States persca who i3
an agsent of a forseign power consistaat with ﬁhe nesd of the
United Scaces te obzain, producs, and disseminate foreicn

i intalligence infoTtmagiecn. s
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Classifiad by: Allag Xeoxpblum, Pewuty Cownsel for
inzalligsnece erations, Dfficss of
nee noe Palicyr i Review, 1.5,
eparrment of Justics
Amasen: i.5¢ :
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Sezziow 2 = D

Sezzi
(a) Definiciens set fozth in § 101 of thz Foreigz
Inzelligenze Surveillance Asz, Includizg the terms "Ioreien

. intellicence informazicn,” "Unitsd States person,' and dthars
which may be used in these precsduzss, shall apply n=3e

pracsdures. (U) g

E (b) As used hersin "sommuni
person, " ingludas all communicaczd
peréan is a parzy. “Ceommundicacio

includes z1l]l communicaczis

digcussed or maationed,

are ne: "coomunications cencernin

they reveal oaly publicly availak
merson, (W)
(=)
for congluding that

States person, it is presumed tha

States perscn. (U}
As used Rereipn, "zonver
limized ta, C

zchine noises.

caticns of a United Stacss
cena to whish g Unital States

o5 Cﬂ.ce::ing a Uaniced Ssazes

mes in wihich 2 Unizad Szaz=as
axcept that communicatiens

g a United States pesson' if
la i=mZormatien abous the

Z sugh p

bal izformazien' shall

CTV- picturas as wsll as

g}

Ingezsention

The F31

(a)
may intercept
informaticn of er ceoncerning Unit
carried over wize communications
alectronic, mechanical),

oT ,ocher

by Court order. The F3I may also
communications znd nonverdbal infc

Tnited States persens which oczuz

all communizations and nonvazhal

ed Statas pezsens which ars

lines o are acguized by
ized

surveillance device autkeri

intarzepc 21l oral

Tmacion ¢f or ceoncerning

within the target pramises 35

authorized by Court order. 18-
—SEfRET—

827 -

CR 1210



528

CR 1211

ot

- g~ —

— e
e} Hg-; Sipanion
Az the iniriatisn of elactzonis surveillance, che F32 ?

inresceptad are tha. telspheone «'a-s ci the ta-ger agzexnt of a

foreign powes atthorized by Coust exdar, (I

Mjg—emhana imiegnly

power may aither be moniceored contamporaneously, recorded

auramatically oxr condusted by a combization of both means. (U)

(2) Hapinagwim el T e

(1} Fonizoring and recording of slsgisohic

=2

survaillance 2f the: premises of 2 United Statszs perscn shall be

cendugsed by Special Agent o seanior mealtoring personnel

axcept whaz the fellowing situvations maka it impossiblsz or

(A) no maznicor is available wizh flusncy ia the

.

language being incarsepted; or

13) specific operaticmal, technical or seguricy

{2) In the sveak thaz
acquizad by automaszic recording,
autématically acguized tape will
logying, indaxing, azd using the
acguired by a live menizes. (W

{3) F3I perscnnel who moui

c=atemporanscusly or who meniior

problems make it impossible. (U

W

all comounicabicng aTe

the menitor of the

employ the same principlas ol

Zermation as Lf it had been

tor the elacsryenic surveillanca

ausematically agguirsd

information shall exercise rsascnable judgnment in detarmining
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whether particular informaticn insercesisd must ke
sizimized. (U}

{4) & permansn: written zTesord or “leg” shall be
paizzained by persznnel who contsmporansously mocitor
commuticzations peing surveillsd eor who monitor autezatically

-
zozuired information; provided that identitis=s oo
communicazions ¢f or concarzing Unitad Stares pexscas thas

cauld nes be feoreizm imtelligsnzs infoTmation ¢ are noc ' il

=

avigance of e=ime whizh has beapn, 13 being, or is zbout to =

n

cemmitcad may not be logged oy summarized. Forsig
inzellicance indozmazion zeguized in othar fooms, such as
fazsimile messages, computer redsm datz, o ozhei
alac::onicaliy generazed producz, may be indaxed and filed :
wizasus a separate isg being zrepared. T4

{3} Whan the idenzity o

czuld not e forsisn incelligance indcomazion, even thaougk fhe

information, ths monisor sh2l) not log the £ull name of the

United Scetes person but mzy use z pariial rame o

zharacteTization of the parszn. (5 .

(£} Ermivilagad Communigations .




(—-) T A - - eyt 4 - ns
{1} Communicaziens ¢f Unized States perssns asgyized
in zhis surveillance will b2 the subject of centinuing znalvsis

to astaslish cacagories of communicaziens that are nst

peziinant te the zucthorized purpose of the surveillance, (U

[
i
[nd
w»
H
B

{2) Thes& catagories should be esta>lished

reascnable paricd of wonicoripg the communicasizng of che
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{7) 7The Azzorney Generzl, cr a designesa, s5hall
& o o o

pariodizally d2ctermine thet Infscmation conssiming

comzu=isaticns of or concerning United States perscons thaz is

legged o summarized meets the raquitemenss of thase procedures

-
-

Kasuws /e gqﬁa-l a'-:.-n-n--i

Logged idanzitlas of Unitad States pexsons and

commanications of or e¢sncerning United Stataa pessons may be
indexed iate the general FEI indices cnly aiter the supervisiag
case ageat has determined that both the ideatity and the
communicaticn reasonably zppear te be forzigm intelligence
infcrmation or are svidesce of a crime waich has been, is
heing, or is abcout to be commitzed. The idanzity of the United
States person Bs reccrzZed in the log may be minimized by
striking the name ¢r substituting a charzactesization for that
person, Logged idangities cf any perscons, including United
Stacas pazsons, will be recorded in the Zlectronic Surveaillance
Index puzsuant Lo Titls 18, United States Cods, § 3504, if the
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supervising case agent has detarmined that the identicies 4
Vi
rsasonzbly 2ppear to be forsignm intelligence information azd if

they meet other indexing critezia ssz

p-r
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Buraau of Investigation., (U)

Communications or nonverbal infermation of or concerming
Unitad States persons may be transcribed or duplicated, and : -
repeorcs made of their contents onply for authorized fareica
intalligence, foreignm countesintelligencs, countersabotage angd
incernaticnal terrcrism o= law enforcement purposes. (o4

{z} Foreicn Intelliganeca Informatien

Intarcepted cesmunications or nonverbkal informatieon of o= 7
concerning Uniced E:a:es persens which contain foreign
intelligence information as dafined in § 2{a) may be used only
in foreign ceunterinzelligence ipvestigations or for cther
auchorized fc:aign counterintalligance, couitsrsabotage ar
intarmational terrorism purpeses. Forsign intelligencs
information which is also evidenca of 2 cTime which has beex,
, or is about tec be committad, may alsc be used as

g
provided in § 4{d) below,. T

(8) Evidence of Crime Not otherwise Foreicn Intellicenca
Information '

Intercepted communications or nonverkal infcrmaticn of or
concerning Unicad States perssns, that is acguired incidsrmrmal
to the collectien of forzign intelligence information and

sntains information that is evidence of a crime which has

besn, is being, or is about to be committed, but which is net

otherwise foreign iat=lligencs infozmation, may be retaimed or
s

used only for the purpose of preventing the crime or enfozcing

the sriminal law. [0

(2) Ceontrolled Access

Scrict contrels shall be placed on the storage and
recrisval of intercspted communicatiens of or comcerpiang United

States perscns. Use shall be restrictad to those FBEI
LY
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superviscory, iavestigative, and clsrical persena
ns2d ro know such infermation te Zuliill Zoreign intelligencs
er law anisrcement rasponsibilizies. ()

(Z) Ressmuisd £ fzoa

Tape recordings aad duplizate tapes of comppaicaticns or
nonvesbal informazion of or esnearning United Siates pesscn
shzll be dastroyes withiz a rsascaabls pefiod ¢f time following
thei- zutherizad revantican and use as providad ;bove.'ex=a;:
that: =

{1} tapes contaiaing avidence of a criminzl ofiense

("8

will ba ratained uncil =z degision is rendared by prosscuziva
suthozizies., 1If ic is depidad co prosscute, tapas will be
ratainad unctil the end of the prosacution process; (U)

(32) vapes containing cemmunicaciens that reasonably
appear te be exculpatery ("Erady~”) matexial shall be recainmed

£ if they contained evidepce cof 2 crime; (U)

w

{3) ctapes containing privilsgsd communications will
be rezzinad until crdesad to be dastroyad by The Departmen: of
Justice; and (T)

{¢) tapas required to be retzined by 2 mile of law
or judicial order will be retained in accordance with ths
requiramén:a of thar ruls or crder. (U)

l.g) an——u;—an 9" TE“"“’@"} E‘Qn asgii rad Ev Mazns Q;hg-

By Y g
Informaticn acguired by mezns other than audio recording,
including bBut not limited 2o fzcsimile o ccméu:ar modem
iatarceptien, shall be reviswed in accordance with the

standazds for Internal Use and Retentisn set fezth in these

sidslines,
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Szction - Diegsemination

Tt

() @General Rsssriccions

{1) Subject to thes raguirsments of this Seczion,
nonpuzlicly availabla infc:maﬁicn concexning United States
. parsons cbtained from the electrenic surveillance of the rarger

T power may not ke disseminated without' the

. consent of the United States pezscon invelved unless the - g

o

informazion 1s, o reasonably zppears teo be, foreignm
incelligence information as ds=fined in §§ 101(e) (1) and (2) of
the Fereign Inaeliigence Survsillance Act, oz 1s evidencs of a
crima which has been, is being or is about to bs

compitted, (U)

{2) Nompublicly available information :aﬁ:a:ning

Unitad Statas persons chtained from electronic surveillance of
the tazgat agent of a foreign powar which is ferzeign
intelligence indormation may be dissaminated within the Federal
ché:nmen: to ofiicials, a2gsncies, or componeais with
responsibilities directly related to the informaticn propcsed
to ze disseminated, and, upon apé:cval of the Attorney General,
may be disseminatsd teo a forsign govermment. In exigent
cir:umstgnces, where Attorney Gsnsral approval cannot be
obt2ined in advince, dissemination te a forsign government may
be made without such prior Attorney General approval in ordex
to protect life or property from threatened force or violence;
howevaer, notification to the Attorney General shall be mgde as
soon as passible after that disssminacion, and shall include 'z
descriéticn of thas exigent circumstances requiring such
dissemination. Informatiom which is evidencs of a crime may be

issemizated to Federal, stats, local, or fcreiga offiecials or
agenciss with law enfoxcement resgonsibility for the

crime. 15
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Nonpubliely available information concerning Unicted Srases
persans obtained £ram the slsctzonis surveilllanse of the tasger
agent cof a foreign power which is or reascnably azpeaxs to be
foreign intelligenca info:ma:ién as delined in § 101(e) (1) of
tha Foreign Intelligence Surveillance Act may be disseminacsg
in a maaner that identifiss Unit=d Stztes ﬁe:scns only fsr
authorized foreign intalligence, foreicn councerintelligeacs,
ccuncersabetags and iatesmatieonal tervorism, oo law enforcement
purposes. (U) ’

{¢) BSectiogn 101 (e} {2) Fowsien Incalligencs Irfgsmarisn

Nonpublicly availakle infemmation concerning Unized Statas
persons obtained from the a2lsctronic surveillancs of the tarzger
agent of a foreign power which is eor reascnably agpears to be

fozesicn intelligence informatiscn as dsiiped in § 101 (e) (2) of

the Fereign Intelligenca Suzvsaillaice Act may not e

disseminated in 2 manner that identifiss any Unicad States
perscn, exceprt by general cha:acte:iéa:isn, unlass such
parseon’s identity is necessary to understand tie information or
asgess its impoztance and may be disseminatad only for
authorized foreiga incelligsnce, fcrsign counterintalligeacs,
count :sﬁbc:age and internaticmal terrcrism, or law enfercement
§urpasas. (1)

{d) cziminal Imformg:tion

Nempublicly available information concerning United States
persons obtained from the electronic survzillance of the target
agent of a foreign power which is avidence of a crime which has
been, is being, cr is abous tc be committed, but which is not

or does not reasonably appear to be foreign intalligence

‘information as defined by § 101{e) of the Foreign Inctelligence

Surveillancs Act may be disseminatsd only for law enforcement

purposas, Any information acguired from =2lsctronic

—5ZeRET
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surveillance of the tazget agant of a foresign power waich is.
digseminated for law exforcement purposes shall be accompaniad
by a stacement that sueh iniozmaticn or aﬁy infarmazion derived
, "therefrom, may only be used in 2 criminal procseding with the
advance autherization ol the Attorney Caneral. ()
e
( ZrpitBeeers &

“Janet Reno
Atrorney Gzneral of ths United States
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