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E:X..~I:3l'T A 
FO~!GN n,--z'Z:Ll.!C::::NC::E SOit\I~.!Z..U...."iO: COtJ7.7 

W~E!N~ON, D.C. 

?u~sua~c eo ~ lOl(h) o: ~he Fo=ei~ In~elligen~e 

S~.:.::-..rai ll:a:;c~ Ac':. c! lSi S, t:.he fcllo-.ti:'lS p:::o~:e:!'ol:::.es have :C~"!::. 

~ir~uit ~elevision !CC4vl, modem, facsimile, leasea l~~e anc 

an agent of a fo~eign powe: consisten~ wi~h the need of the 

United S~a~es to obtain, p~od~ce, and disseminate foreign 

incellisenca in!o~a~ion. 

Classi.Eied by: 

R~;~ascn: 
Dec:lassi£y on: 

; 

~llan Xo~~lum . De~utv Copn~el for 
!n~elli~ene~ Ope~tions , Cffiee of 
In;ellio1nee ?~li~~ and ~evi~. u .S. 
pepartment of Jus~~ee 
l.S!;) "' 
n 
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p=o::edures. (u l 

(bl As ~sed here~n ·~o~~~~ica~ic~s o: a O~ice: Sca:es 

p~~sor." includes all co~~~:ica~ions in wbich a u~~~c s~a:~s 

a=e nc: ncocwt!.r!ic:a::.ior:.s cc-:l::e:::i.::g a U'~i~eC S:a-:.e.s pe=S0!: 11 if 

tftey r2veal o~ly pu~licly ava~la~l~ i~!c~a~~c~ a~c~~ ~b~ 

persor.. (UJ 

St.ates person, (Ul 

{d) As used. 1':~:::-~ ir., "::onve::bal i.::...:o::u,a~ic::: 11 sball 

typewriter and machine noises . (U) 

(a] lnt~r~~~~ion 

!he F3l may in~e:cept all communications anc donve;~al 

in=ormat.icn of or ~ncernins United States perscns which are 

ca•riecl over wi=e oo~~unicacions lines or a=e acquired by 

~l::et:r~nic:, mechanic:al··~ o= 1ot.he:- su~.reillaz:cg device a..:tho:iz~d 

by Ccl.lrt. ord.er . The FEZ may also intercept all ~ral 

communi~at.ions and nonve:~a1 i~£crmation oi or concer~ing 

United States ~ersons whi~h oc:u= wi~bin the tar:et premises as 

authorized by Cou=t order. 

SEc::un" 
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i~t~=ce?t•d a:e th~ - tel~phone l~~~s o: ~e t•~:e~ a:~~ o~ a 

Ec:eis~ pcwe= ~~~ho=i~ee by Ccc=t e~e:. (U} 

tt1) 

acqui;ad ~ aQt~a~ic :e~o~in;, ~he mc~~c; ot th~ 

aute~a:ieally ac~i;ed taf~ w~ll em?loy ~he •ame ~=incipl a~ o: 
l~vi::.g , ~deaxill:; , "c! using '!h6 i:l£:::ma~i.on u if it h~d been 

a<:tStti:-ed by a li ·.re mc:ni eo:-. {t7) 

....- .---.s~a:a~t.rtrr-
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{1 } ComQu~i~~:ie=s o! Uni~e: sca:w• ~e:s=~• a:~~~=~~ 

·in :t-.i.s s-.!:-veilla:'1t:e will b'a t~e S\!~j ec:t oi cc:~t.!.~ing a.."lal:osi$ 

to !s:;.clish c:a~!so:-:.~s o! c:o.-:::~~ic:a::.ic:ns :ba: a.:-~ net 

p9=~ine~: to che au:ho:-i~ec p~~ose c! ~be S\!~J=illar.c~. (~} 

{2) ~h~s~ ca~a:~~ies shcul~ ~~ es~~lisn~~ a!~e~ a 

~aas~~a~lt p~=ieC o~ ~o:i~~=ing ~he :o~~~~i~a~~~s c! t~e 
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¢-....... 

indexed i~~o ~h~ seneral FBI indices onl; ~!te= th~ ~?~=visin~ 

CAS& aqen: has de~~rmined that be~h the ide~tity ana tht 

communication r ea3onably ap9ear to be forei~ i~telli~ar.ce 

being, o:r is abeu:: to be .convni :tad . '!'he id~n:i:y of t~e 'Or.ited 

States ?er3on as :re:o:r~ed in the log m~y be minimized by 

pe~on. Logged iden~ities of any parsons, incl~ding United 

S~acts ps:sons, will ~ r=c~rded ir. the ~lsc~ronic Su.-veillance 

Inde~ pu:~; to Title 18, oni:ed Statas c:de, S 3Sv4, i~ the 

SE~ . 
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$Upervising case agent has de:~rmined tba~ the iden~icies 

reaso:i"la.!:lly appear .co be f"o!:eig:l btellige!\c:e in!o:onacion a::~ i : 

~hey mee r:. ocher inde~in; crice=ia es~~lished by th~ Fede:al 

s~eau o! !nves~igation. (0) 

Comrnunicacions or nonverbal inio~~r:. ion of or conce=r~r.g 

united S~ates persons may be r:.ranscribed o= duplicate~ , and 

repo:r:.s made of their c:ontenes only for aur:.ho:ire~ forei~ 

intelligence, foreign ccunte:in::elligence, count:e:sabot:.a.ge a~C. 

inr:.ernational cerrorism o= law enforcement pu~oses. ~ 

Intercep~eQ co~nicar:.ions or nonve=bal info~.ation .o: o= 

conc~rning Uniced s::ar:.es pe=sons w~~ch concain fo=eisn 

in:elligence info~acion as de!ined in§ ~ ( a l may be used only 

authorized fo:eign co~ncerincallis;nce , counte~sabo:age or 

in:fo=mat. ion •..rhich is also evidence of a c:ime which has oee.:n , 

is being, or is abou~ to be cQmmitted, may also be used as 

p=ovided in§ 4(d) below. ~ 

(o} &viSence of C~ime Not othe~~ise Fo~eign !ncel licence 
Inforr.~ation 

Intercepted comrnunicacions o: ~onve.r~al inzo=maticn of a = 

conc~rning United St:.ate9 persons , that is ac~i~ed incidental 

~o the coll~cti~• of f oreign incelligence information and 

contains i.nfo:mation chat is !!Vidence of a crime which has 

been, is being, or is about r:.o be commitr:.ed, but which is not 

cther..rise foreign i~t:.elligenc~ info=m~cion , may be retained or 

" used or.ly for the pu--pose of prevent:.ing che crime or enforc ing 

(e) Conr:.rolled Access 

Stric: controls shall be placed on the storage and 

retrieval o! incercapce~ communi~ations of or concerning Uni~ed 

States p~rsons. Use shall be ~estricted to those FBI 
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~~~d to know such in:crmation tc tul!ill !o~ei~ i~:ell~:~==e 

c= law e~:~:cem~n: r~s~or.sibili:ies. (Ul 

th::.t: ~ 

Jl!2t: ice; &:ld (0) 

0:' judicial orca: ;l:i,ll be n:tain~d in a<:c:o:-dan<:~ '•lith the 

~·~iremen:s of . :ha~ ~~le ~~ crde:. (U) 

{g) pes;rwe>ion o: !nfo~a>i~1 ~cgyi~ed pv Me~ps Oth~• 
Ihap ;udio Beecr¢ing 

In!o~eicn a~ired ~y means ocher than audio :ec:ording, 

~ including ~ut net limited to facsimile or cemp~e~r modem 

inte:-cepei~ . shall i::e reviewed in a~=crda.nce vi .r:h the · 

s:and~ds !or Internal Use and Ret~tion set forth in the~e 

- e • 
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S~etion 5 • Dissemin2tign 

{2) G~~e~al R:s~~i~~io~s 

(l) Subjec~ co the re~~ire~ents of this Sec~ion, 

non?ublicly availabl e infc=ma~ion conce=nL~g Unite~ s~a~~s 

p~sons obtained from th~ elect~onic su~~eill~~ce of the ta~e~ 

agen: of a foreign po~er may not be disseminated ~ichout · tne 

co~enc of the Uniced States person involved unless the 

inforo.a:ion is, or re•sonably a?pears to be, foreign 

intelligence information as de~ined in §5 l Ol(e) (l ) and (2) of 

the Foreisn Intelligence Su=veillance Ac~. or is evidence of a 

crime ~~ich has been , is being or is about to b~ 

cornl'litted. (U) 

(2 ) Nonpublicly availeble informatio~ concerning 

uni'tec States persons cb~a.ined :from electronic surveillance of 

the tars~t agent of a foreign power w~~ch is fcreisn 

intellis~nce info~a~ion ~y be disseminated within ~he Feceral 

Governme·:nt to officials, agencies, o:' components with 

responsibilities directly related to the information proposed 

to =e disseminated, and, U?On approval of the Attorney C~neral , 

may be disseminate.d to a ioreisn gove::-nll\ent. I n exigent 

cir=~~~tances, where Attorney General ~pproval cannot be 

obt4ined in adv~nce, dissemination to a foreign government may 

be made without such prior Attorney General approval in order 

to protect life or ~roper~y from t hreatened force or violence ; 

however, noeirication to the Attorney General shall be made as 

soon as possible aiter that dissemination, ~~d shall include ·a 

description of the exigent circumstances requiring such 

dissemination. In!o~a~io~ which is evidenc~ of a crime may ~e 

ci5semi~ted to Federal, state, local, or fcreign officials or 

agencies wi ~h la.w enforcement responsibility for the 

crime. ~ 
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'{b) S~ctionlOl !el [l l fcr'!!!icm !ntgllia"''iC:e !n!c;p~a:ic~ 

No~~ublicly av~ilabl~ in!o~a~io~ con=~~i~g Uni~ec S:a~es 

pe::so:1s Qbt:a.ined from t:.he elect::-oni·C s'-!:-.railla..."'!Ce o! the ta::-ge-=. 

ag~n~ of a foreign po~e= which is o~ =~asonably a?pea:-5 to be 

fo:eign intelligence in!o~a~ion as de!ine~ i~ §.10l{e) (1) o! 

t:.h~ ~oreisn !nt:elligence Su~eilla...~ce Act may be disse~na~ac 

i."'l a .ll'ia:u:e:; t:.hat ident:i~ies United St.a.t:.es pe:;sons only for 

autho:-ized forei~ intellig-ence, £ore~sn co~m-:.e=int:.e.!lige:t;e, 

cc~"'!t:.ersabot:.age ~;d int:.e=nat:.ional te==o=isrn, c= law enfcrce~e~t:. 

purposes. (U) 

{c ) Section 101 (el (2 l Fo-ei<= I::!:all!~~r,cg Ir.:o-;:-"~':::n 

Nor.publicly availa;le info~atic~ eonce:ning United S~ates 

pe~sons obtained f:-om the electronic surveillanc~ of the ta=s~~ 

agent o: a fo~ei~ power which is or reasonably appears to be 

fo:-eign intellige:lce in!o:;-ma::io::. a.s ciefi.r:ed b S 101 (e ) (2) o: 

the Foreign !n~elligence Survailla~ce Ac~ may ~ot be 

person, except by general ch~:acte:-iza::ioe , ~nless such 

person's iden~ity is necessary to uncie:st:and t:.~e i~o~ation or 

assess its im?ortance ~,Q ~ay be disseminated only fer 

authoriz.ed fo:-eig:1 in~ellig~.nce ·,· fcr~i;n count:.e=in-cellig~nc:e , 

coun~ersabocage anci inte~a:ic~al ter~crism, or law enfcrce~ent 

purpose.s. (U) 

(d ) Criminal !pfo~ation 

Nonpublicly availabl! informatica concer.ning Urrited s~ates 

persons obtai:1ed fr~m ~he electronic surveillance of the t ar~et 

agent o£ a foreign power which is evidence oi a. crime which h~s 

been, is being, or is abou~ tc be committed, bu:: which is not 

or does not:. zeasona~ly a~pear to be f oreisn· L,t!!!llige!lce 

·information as dez~ed by S lOl !e ) of the Fo~ei~n Int:.elli;ence 

surveill~ce Act:. may be disseminated only !o= law enfo=cemen~ 

purposes . Any information ac~ired f~om ~lectronic 
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disseminated for la~ e~£or~~mer.~ p~rposes shall be accompanied 

by a st:at:ement ::hat s~ch· ir...:o:-:na=icn o:- :a:;.y informa:ion derh•eC. 

therefrom, may only be '..lSeci in a. c:dmir.al prcc:eeding- wit.h t:he 

adva~ce au~horiza~io~ o: th~ Attorney Oe~eral. (U) 

/ ·-· Janet: Rerl.O 
A;zorney Oeneral o! the Un!e~: S~ates 

'!. 
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CR 1219 

'•' 
. ·~ 


