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Appendix B

Sample 18 U.S.C. § 2703(d)
Application and Order

Note that this sample 2703(d) application and order are for the disclosure of
both content and non-content information associated with an email account
at an ISP,

When using a 2703(d) order to compel disclosure of content, the government
is required either to give prior notice to the subscriber or customer or to
comply with the procedures for delayed notice in 18 U.S.C. § 2705(a). This
order authorizes the delay of notice to the account holder under 18 U.S.C. §
2705(a). A 2703(d) order can be used to compel disclosure of the content of
communications notin “electronic storage” or the content of communications
in “electronic storage” for more than 180 days. As discussed in Chapter 3.C.3,
courts disagree on whether previously retrieved communications fall within
the scope of communications in “electronic storage.”

When a 2703(d) order is used to compel disclosure only of non-content
information, no notice to the customer or subscriber is required.

UNITED STATES DISTRICT COURT
FOR THE [DISTRICT}

)
IN RE APPLICATION OF THE )
UNITED STATES OF AMERICA FOR ) MISC.NO. ___
AN ORDER PURSUANT TO )
18 U.S.C. § 2703(d) )

) Filed Under Seal

APPLICATION OF THE UNITED STATES
FOR AN ORDER PURSUANT TO 18 U.S.C. § 2703(d)

The United States of America, moving by and through its undersigned

213
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counsel, respectfully submits under seal this ex parte application for an Order
pursuant to 18 U.S.C. § 2703(d) to require ISPCompany, an Internet Service
Provider located in City, State, which functions as an electronic communications
service provider and/or a remote computing service, to provide records and other
information and contents of wire or electronic communications pertaining
to the following email account: sample@sample.com. The records and other
information requested are set forth as an Attachment to the proposed Order.
In support of this application, the United States asserts:
LEGAL AND FACTUAL BACKGROUND

1. The United States government is investigating [crime summary]. The
investigation concerns possible violations of, inter alia, [statutes].

2. Investigation to date of these incidents provides reasonable grounds
to believe that ISPCompany has records and other information pertaining to
certain of its subscribers that are relevant and material to an ongoing criminal
investigation. Because ISPCompany functions as an electronic communications
service provider (provides its subscribers access to electronic communication
services, including email and the Internet) and/or a remote computing service
(provides computer facilities for the storage and processing of electronic
communications), 18 U.S.C. § 2703 sets out particular requirements that
the government must meet in order to obtain access to the records and other
information it is seeking.

3. Here, the government seeks to obtain the following categories of

information: (1) records and other information (not including the contents of
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communications) pertaining to certain subscribers of ISPCompany; and (2)
the contents of electronic communications held by ISPCompany (but not in
electronic storage for less than 181 days).

4. To obtain records and other information (not including the contents of
communications) pertaining to subscribers of an electronic communications
service provider or remote computing service, the government must comply

with 18 U.S.C. § 2703(c)(1), which provides, in pertinent part:

A governmental entity may require a provider of electronic
communication service or remote computing service to disclose
a record or other information pertaining to a subscriber to
or customer of such service (not including the contents of
communications) only when the governmental entity—

(B) obtains a court order for such disclosure under
subsection (d) of this section.

5. Under 18 U.S.C. § 2703(a)(1) and 18 U.S.C. § 2703(b)(1), to obtain
the contents of a wire or electronic communication in a remote computing
service, or in electronic storage for more than one hundred and eighty days in
an electronic communications system, the government must comply with 18

U.S.C. § 2703(b)(1), which provides, in pertinent part:

A governmental entity may require a provider of remote
computing service to disclose the contents of any wire or
electronic communication to which this paragraph is made

applicable by paragraph (2) of this subsection—

(B) with prior notice from the governmental entity to the
subscriber or customer if the governmental entity—

Appendix B 215
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(ii) obtains a court order for such disclosure under
subsection (d) of this section;

except that delayed notice may be given pursuant to section
2705 of this title.

6. Section 2703(b)(2) states that § 2703(b)(1) applies with respect to
any wire or electronic communication that is held or maintained in a remote

computing service—

(A) on behalf of, and received by means of electronic
transmission from (or created by means of computer
processing of communications received by means of electronic
transmission from), a subscriber or customer of such remote
computing service; and

(B) solely for the purpose of providing storage or computer
processing services to such subscriber or customer, if the
provider is not authorized to access the contents of any such
communications for purposes of providing any services other
than storage or computer processing.

7. Section 2703(d), in turn, provides in pertinent part:

A court order for disclosure under subsection (b) or (c) may be
issued by any court that is a court of competent jurisdiction’
and shall issue only if the governmental entity offers specific and
articulable facts showing that there are reasonable grounds to
believe that the contents of a wire or electronic communication,
or the records or other information sought, are relevant and
material to an ongoing criminal investigation. . . . A court
issuing an order pursuant to this section, on a motion made
promptly by the service provider, may quash or modify such
order, if the information or records requested are unusually

118 U.S.C. § 2711(3) states that “the term ‘court of competent jurisdiction’ has the
meaning assigned by section 3127, and includes any Federal court within that definition,
without geographic limitation.” Section 3127 defines the term “court of competent jurisdiction”
to include “any district court of the United States (including a magistrate judge of such a

court).” 18 U.S.C. § 3127(2)(A).
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voluminous in nature or compliance with such order otherwise
would cause an undue burden on such provider.

Accordingly, this application sets forth specific and articulable facts
showing that there are reasonable grounds to believe that the materials sought
are relevant and material to an ongoing criminal investigation.

THE RELEVANT FACTS

8. [Factual paragraph(s) here]

9. 'The conduct described above provides reasonable grounds to believe
that the materials sought are relevant and material to an ongoing criminal
investigation.

10. Records of customer and subscriber information relating to this
investigation that are available from ISPCompany, and the contents of
electronic communications that may be found at ISPCompany, will help
government investigators to identify the individual(s) who are responsible for
the events described above and to determine the nature and scope of their
activities. Accordingly, the government requests that ISPCompany be directed
to produce all records described in Attachment A to the proposed Order. Part
A of the Attachment requests the account name, address, telephone number,
email address, billing information, and other identifying information for
sample@sample.com.

11. Part B requests the production of records and other information relating
to sample@sample.com through the date of this Court’s Order. As described

in more detail in that section, this information should include connection
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information, telephone records, non-content information associated with any
communication or file stored by or for the account(s), and correspondence and
notes of records involving the account.

12. Part C requests the contents of electronic communications (not in
electronic storage) in ISPCompany’s computer systems in directories or files
owned or controlled by the accounts identified in Part A. These stored files,
covered by 18 U.S.C. § 2703(b)(2), will help ascertain the scope and nature of
the activity conducted by sample@sample.com from ISPCompany’s computers.
Pursuant to 18 U.S.C. § 2703(a), Part C also requests the contents of electronic
communications that have been in electronic storage in ISPCompany’s
computer systems for more than 180 days.

13. The information requested should be readily accessible to ISPCompany
by computer search, and its production should not prove to be burdensome.

14. The United States requests that this application and Order be sealed by
the Court until such time as the Court directs otherwise.

15. The United States requests that pursuant to the preclusion of notice
provisions of 18 U.S.C. § 2705(b), ISPCompany be ordered not to notify any
person (including the subscriber or customer to which the materials relate) of
the existence of this Order for such period as the Court deems appropriate. The
United States submits that such an order is justified because notification of the
existence of this Order would seriously jeopardize the ongoing investigation.

Such a disclosure would give the subscriber an opportunity to destroy evidence,
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change patterns of behavior, notify confederates, or flee or continue his flight
from prosecution.

16. The United States further requests, pursuant to the delayed notice
provisions of 18 U.S.C. § 2705(a), an order delaying any notification to the
subscriber or customer that may be required by § 2703 (b) to obtain the contents
of communications, for a period of ninety days. Providing prior notice to the
subscriber or customer would seriously jeopardize the ongoing investigation, as
such a disclosure would give the subscriber an opportunity to destroy evidence,
change patterns of behavior, notify confederates, or flee or continue his flight
from prosecution.

WHEREFORE, it is respectfully requested that the Court grant the
attached Order (1) directing ISPCompany to provide the United States with
the records and information described in Attachment A; (2) directing that the
application and Order be sealed; (3) directing ISPCompany not to disclose
the existence or content of the Order or this investigation, except to the extent
necessary to carry out the Order; and (4) directing that the notification by the
government otherwise required under 18 U.S.C. § 2703(b) be delayed for
ninety days; and (5) directing that three certified copies of this application and
Order be provided by the Clerk of this Court to the United States Attorney’s
Office.

Executed on

Assistant United States Attorney
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UNITED STATES DISTRICT COURT

FOR THE

)
IN RE APPLICATION OF THE )
UNITED STATES OF AMERICA FOR ) MISC. NO.
AN ORDER PURSUANT TO )
18 U.S.C. § 2703(d) )

) Filed Under Seal

ORDER

This matter having come before the Court pursuant to an application
under Title 18, United States Code, Section 2703, which application requests
the issuance of an order under Title 18, United States Code, Section 2703(d)
directing ISPCompany, an electronic communications service provider and/or
a remote computing service, located in City, State, to disclose certain records
and other information, as set forth in Attachment A to this Order, the Court
finds that the applicant has offered specific and articulable facts showing that
there are reasonable grounds to believe that the records or other information
and the contents of wire or electronic communications sought are relevant and
material to an ongoing criminal investigation.

IT APPEARING that the information sought is relevant and material
to an ongoing criminal investigation, and that prior notice to any person of this
investigation or this application and Order entered in connection therewith
would seriously jeopardize the investigation;

IT IS ORDERED pursuant to Title 18, United States Code, Section

2703(d) that ISPCompany will, within seven days of the date of this Order,
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turn over to the United States the records and other information as set forth in
Attachment A to this Order.

IT IS FURTHER ORDERED that the Clerk of the Court shall
provide the United States Attorney’s Office with three (3) certified copies of
this application and Order.

IT IS FURTHER ORDERED that the application and this Order
are sealed until otherwise ordered by the Court, and that ISPCompany shall
not disclose the existence of the application or this Order of the Court, or the
existence of the investigation, to the listed subscriber or to any other person,
unless and until authorized to do so by the Court.

IT IS FURTHER ORDERED that the notification by the government
otherwise required under 18 U.S.C. § 2703(b)(1)(B) be delayed for a period

of ninety days.

United States Magistrate Judge Date
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ATTACHMENT A

You are to provide the following information, if available, as data files on CD-
ROM or other electronic media or by facsimile:

A. 'The following customer or subscriber account information for each
account registered to or associated with sample@sample.com for the
time period [date range]:

1. subscriber names, user names, screen names, or other identities;

2. mailing addresses, residential addresses, business addresses, email
addresses, and other contact information;

3. local and long distance telephone connection records, or records of
session times and durations;

4. length of service (including start date) and types of service
utilized;

5. telephone or instrument number or other subscriber number or
identity, including any temporarily assigned network address; and

6. means and source of payment for such service (including any credit
card or bank account number) and billing records.

B. All records and other information relating to the account(s) and time
period in Part A, including:

1. records of user activity for any connections made to or from the
account, including the date, time, length, and method of connec-
tions, data transfer volume, user name, and source and destination
Internet Protocol address(es);

2. telephone records, including caller identification records, cellular
site and sector information, GPS data, and cellular network identi-

fying information (such as the IMSI, MSISDN, IMEI, MEID, or
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ESN);

3. non-content information associated with the contents of any com-
munication or file stored by or for the account(s), such as the source
and destination email addresses and IP addresses.

4. correspondence and notes of records related to the account(s).

C. [Before seeking to compel disclosure of content, give prior notice to the
customer or subscriber o7 comply with the delayed notice provisions of
18 U.S.C. § 2705(a).] The contents of electronic communications (not
in electronic storage?) in ISPCompany’s systems in directories or files
owned or controlled by the accounts identified in Part A at any time
from [date range]; and the contents of electronic communications that
have been in electronic storage in ISPCompany’s electronic communi-
cations system for more than 180 days [and within date range].

2 “Electronic storage” is a term of art, specifically defined in 18 U.S.C. § 2510(17) as
“(A) any temporary, intermediate storage of a wire or electronic communication incidental
to the electronic transmission thereof; and (B) any storage of such communication by an
electronic communication service for purposes of backup protection of such communication.”
The government does not seek access to any communications in “electronic storage” for less
than 181 days. [The following sentence may not be included in the Ninth Circuit; see the
discussion of “electronic storage” in Chapter 3.C.3.] Communications not in “electronic
storage” include any email communications received by the specified accounts that the owner
or user of the account has already accessed, viewed, or downloaded.
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