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<0 106 (SDNY Rev. 01/17) Application for a S8earch Warrant

UNITED STATES DISTRICT COURT

for the .
: je Ql. » Q.) D
In the Matter of the Search of ) .
(Briefly describe the property to be searched )
or identify the person by naime and address) ) Case No. S1 17 Cr. 548 (PAC)
See Attachment A %
)

APPLICATION FOR A SEARCH AND SEIZURE WARRANT

I, a federal law enforcement officer or an attorney for the government, request a search warrant and state under
penalty of perjury that I have reason to believe that on the following person or property (identify the person or describe the
praperty lo be searched and give its location):

located in the Southern District of New York , there is now concealed (identify the
person or describe the property fo be seized).

See Attached Affidavit and its Atfachment A

The basis for the search under Fed. R. Crim. P. 41(c)} is (check one or more).
A evidence of a crime;
contraband, fruits of crime, or other items illegally possessed;
property designed for use, intended for use, or used in committing a crime;

[T a person to be arrested or a person who is unlawfully restrained.

The search is related to a violaticn of:

Code Section(s) Qffense Description(s)

18 U.S.C. §§ 401: 793; Contempt of court; unlawful disclosure of classified information; unauthorized computer
e ’ y access; obstruction of justice; smuggling contraband into prison; illegal acts related to
1030; 1503; 1791, 2252A  S0id vomography.

The application is based on these facts:

See Attached Affidavit and its Attachment A

i!f Continued on the attached sheet.

o Delayed notice of 30 days (give exact ending date if more than 30 days: 258 ) is requested
under 18 U.S.C. § 31034, the basis of which is set forth on the attached sheet.

"“L,@"‘v SN

Iican! s 8 gna ure

Jeffrey David Donaldson FBI Special Agent
‘ Printed name and title

Sworn to before me and signed in my presence. -,

Date: 10/16/2018 g - f/g(ﬁm

A S ‘ _—: Judge'’s signature

. City and state: New York, NY NN o Ths= Honorable Paul A. Crotty, U.S.D.J.

Printed name and title

JAS 021269
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UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF NEW YORK

In the Matter of the Application of the United 3 TO BE FILED UNDER SEAL
States of America for a Search and Seizure :

Warrant for a Laptop Located at the Federal : Agent Affidavit in Support of
Bureau of Investigation’s New York Field : Application for Search Warrant

Office, 26 Federal Plaza, New York, New York, :
and for a Laptop Located at the Metropelitan :
Correctional Center, 150 Park Row, New Yoik, :
New York :

SOUTHERN DISTRICT OF NEW YORK) ss.:

JEFF D. DONALDSON, being duly sworn, deposes and says:
I. Introduction

A. Affiant

1. Tam é Special Agent of the Federal Bureau of Investigation (“FBI”) assigned to the
New York Field Qffice, and have been employed by the FBI since 2010. T am currenily assigned
to a squad responsible for counterespionage matters and have worked in the field of
counterintelligence from 2010 to present. In the course of my duties as a Special Agent, I am
responsible for investigating offenses involving espionage and related violations of law, including
unauthorized retention, gathering, transmitting or losing classified documents or materials;
unauthorized removal and retention of classified documents or materiéls; illegally acting in the
United States as a foreign agent; other national security offenses; and the making of false
statements, Asaresult of rﬁy involvement in espionage investigations and investigations involving
the unauthorized disclosure or retention of classified information, as well as my training in
counterintelligence operations, I am familiar with the tactics, methods, and techniques of United
States persons who possess, or have possessed a United States Government security clearance and

may choose to harm the United States by misusing their access to classified information. Iam also
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familiar, though my traiming and experience with the use of computers in criminal activity and the
forensic analysis of electronically stored information. |

2. T make this Affidavit in support of an application pursuant to Rule 41 of the Federal
Rules of Criminal Procedure for a warrant to search and seize materials contained on two laptops
(“FBI Laptop” and “MCC Laptop,” together the “Discovery Laptops™). As described in
additional detail below, on October 3, 2018, law enforcement officers searched the Metropolitan
Correctional Center (“MCC”) pursuant to a search warrant signed by the Court on October 2, 2018
(the “MCC Search Warrant”). The MCC Search Warrant and underlying affidavit are attached to
this application as Exhibit A and are incorporated by reference, including the defined terms
identified therein.

3. Pursuant to the MCC Search Warrant and a subsequent search warrant obtained on
October 3, 2018, law enforcement officers reviewed documents (the “Schulte Cell Documents”)
collected from a cell formerly inhabited by Joshua Adam Schulte, among others.! Among the
Schulte Cell Documents were documents that appeared to describe forensic locations on hard
drives used by computers running the Windows operating system, like the Discovery Laptops,
into which data could be covertly transferred and stored {the “Covert Partitions™). This search
W.;:u'rant seeks authorization for a Waﬂ team to review the Discovery Laptops for the Covert
Partitions or evidence of the creation or existence of the Covert Partitions, and to seize any
evidence of the Subject Offenses, defined below.

4. This Affidavit is based upon my personal knowledge; my review of documents and

other evidence; my conversations with other law enforcement personnel; and my training,

1 The October 3, 2018 search wartant provided for the review of the Schulte Cell
Documents initially by a wall team so that privileged documents were not inadvertently shared
with the prosecution team.
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experience and advice received concerning the use of computers in criminal activity and the
forensic analysis of electronically stored information. Because this Affidavit is being submitted
for the limited purpose of establishing probable cause, it does not include all the facts that T have
learned during the course of my investigation. Whefe the contents of documents and the actions,
statements, and conversations of others are reported herein, theSr are reported in substance and in
part, except where otherwise indicated.

B. The Discovery Laptops
5. The FBI Laptop is a Black Acer laptop Aspire 1A114-31 Series. The FBI Laptop

is currently located at the FBI’s New York Field Office, 26 Federal Plaza, New York, New York.
6. The MCC Laptop is an HP EliteBook 8460p with serial number S/N MXL1440Y1.
The MCC Laptop is currently located at the MCC, 150 Park Row, New York, New York.

C. The Subject Offenses

7. For the reasons detailed bélow, I believe that there is probable cause that the Covert
Partitions on the Discovery Laptops contain evidence, fruits, and instrumentalities of Title 18,
United States Code, Sections 401 (contempt of court), 793 (unlawful disclosure of classified
information); 1030 (unauthorized computer access), 1503 (obstruction of justice), 1791
(smuggling contraband into a federal detention facility), and 2252A (illegal acts related to child
pornography); as well as conspiracies and attempts to violate these provisions and aiding and
abetting these offenses (the “Subject Offenses”).

II.  Probable Cause and Request to Search

8. Based on my training, experience, and participation in this investigation, as well as

my conversations with others, including individuals with compuyter training, Lhave learned, among

other things, that:
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a. On October 3, 2018, I and other law enforcement officers executed the
MCC Search Warrant. Prior to the search, MCC officials had removed the Schulte Cell
Documents, among other things, from Schulte’s former cell and stored them in ém official office
at the MCC.

b. Among the Schulte Cell Documents are handwritten documents that reflect
the potential location of Covert Partitions (the “Location Documents™). Covert Partitions are
hidden locations on hard drives or other storage devices that are available to store data. One of
the ways to ldentlfy Covert Partitions is to identify slack space on a hard drive or storage device,
which is the unused space between partitions on the drive. The Location Documents appear to
iden’_cify the sectors where slack space is available on a hard drive or storage device using the
Windows operating system, 7.e., Covert Partitions.

c. Schulte has access to the Discovery Laptops, both of which use the
Windows operating system. The FBI Laptop is available to Schulte at a secure facility at which
Schulte can review classified and child pornography discovery. The MCC Laptop is available to
Sehule at the MCC’s Education Center and contains other non-classified, non-child pornography
discovety in this case. Schulte has the technical expertise necessary to creato the Covert Partitions
on the Discovery Laptops to covertly store data.

d. The Schulte documents also reflect that Schulte was plémning to use
encrypted email accounts and other methods from prison to send potentially classified information

to third parties. For example, Schulte stated:

i. “I thought I convinced him [Schﬁlte’s father] to setup a protonmail

email acct for me to upload the articles,” which is potentially a reference to the Schulte Articles.
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il. ‘ “Create new protonmail: presumedguilty@protonmail.com . . .
migrate wordpress to protonmail.” According to the website WordPress.com, WordPress “allows
you to build a website that meets your unique needs. Start a blog, business site, portfolio, online
store, or anything else you can imagine.”

i “The way is clear. I will set up a wordpress of
joshschulte.wordpress.com and presumptionofinnocense.wordpress.com. From here, ¥ will stage
my information war: . . . The presumption of innocence blog will contain my 10 articles . ..”

iv. “Yesterday I started cleansing the phone & in the process setup a
new protonmail which I transferred the wordpress too fsic].”

9. Based on my training, experience, and participation in this investigation, as well as
my conversations with others, T know, among other things, that on October 6, 2018, the Court
issued a search warrant authotizing members of the prosecution team to review the contents of
three encrypted email accounts (the “Encrypted Accounts™). The Encrypted Accounts were
identified in the Schulte Cell Documents, as referenced above. In addition, photographs obtained

- from the CS Account of the Coniraband Cellphones reflect that Schulte used at least one of the
Encrypted Accounts (“Encrypted Account-17) to communicate with others while he was in prison.
Information obtained pursuant to the October 6 search warrant reflects, among other things, that:

a. Encrypted Account-1 contained, among other things, communications in or
abbut September 2018 between Schulte—who was pretending to be a third party acting on behalf
of himselfwénd areporter (“Reporter-17). In those communications, Schulte told Reporter-1 that
he would provide Reporter-1 with “information” on several topics if Reporter-1 published stories

pursuant to a timeframe dictated by Schulte. For example, Schulte stated:
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i : | “If you can consent to an embargo on disclosure of the information
for a limited time we would give you an exclusive to the information spanning several topics.”?
ii. “We have decided to share with you an initial expose (depending on
how the first one goes with you we will share up to 9 more) involving Russian Oligarchs business
ties and wire transfers involving hundreds of milliqns of dollars to [a U.S. Official and the U.S.
Official’s associates].”
b. Using Encrypted Account-1, in or around September 2018, Schulte also,
_among other things, sent Repoﬁcx'-l search warrant affidavits designated pursuant to the protective
order in this case (See 17 Cr. 548 (PAC), Dkt. No. 11 (the “Schulte Protective Order™)),” and at
least one document containing classified information.
c. Schulte also used Encrypted Account-1 to communicate with another email
account {the “iCloud Account”). During one such communication in or about September 2018,
Schulte requested that the individual using the iCloud Account purchase a specific electronic
device (the “Device™). The Device is capable of transferring data from a data storage location onto
a cellphone or vice versa. Based on my review of records obtained concerning the suspected user
of the iCloud Account, I ha{fe learned, among other things, that the user of the iCloud Account
arranged for the purchase of a piece of equipment with capabilities similar to those of the Device.
III. Evidence, Fruifs, and Instrumentalities on the Discovery Laptops
10.  Based on my training, experience, and participation in this investigation, as well as

my conversations with others, I know that individuals use Covert Partitions to hide data from

2 Reporter-1 “agree[d] to an embargo™ as requested by Schulte.

3 On May 21, 2018, the Court held a conference at which it reminded Schulte of the
terms of the Schulte Protective Order, including that materials subject to the protective order may
not be shared with third parties, like reporters, who are not involved in his defense. Schulte
acknowledged that he understood the terms of the protective order.

6
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¥

detection. 1 also know that individuals use electronic devices like the Device to assist in the
transfer of data ﬁ“om one location to another, and that Schulte would not have access to such a
Device unless it was smuggled into the MCC as contraband. T also know that the Contraband
Cellphones, including the Schulte Cellphone, could be used to transfer data to the Internet.

11. As a result, and in light of Schulie’s actions while in prison, including that he
already sent classified information to Reporter-1, as well as information subject to the Schulte
Protective Order, there is‘probable cause to believe that the Covert Partitions of the Discovery
Laptops contain evidence, fruits, and instrumentalities of the Subject Offenses, as more fully
described in Attac}nﬁent A to the proposed warrants. For example, there is probable cause to
believe that the Discovery Laptops will contain evidence of the use of the Covert Partitions to
hide data, including potentially classified infdrmation. Similarly, there is probable cause to believe
that the Covert Partitions on the Discovery Laptops will also contain evidence of communications
Schulte had over thelContraband iPilones, which—like the Pro Se Motion and the Schulte
Articles—are likely to contain classified information or informatién protected by the Schulte
Protective Order. Moreover, | submit that there is probable cause to believe that the Covert
Partitions on the Discovery Laptops will also contain evidence of potential child pornography
offenses and obstruction of justice. In particular, Schulte has made certain allegations in his Pro
Se Bail Motion with respect to the child pornography crimes witﬁ which he is charged,'which
constitute evidence of the charged offenses.

12. Based on the foregoing, 1 believe the Discovery Laptops are likely to contain,

among other things, the following information:

a, FEvidence of the creation, existence, and/or use of the Covert Partitions;
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b. Fvidence of the identity(ies) of the user(s) of the Covert Partitions,
Encrypted Accounts, and the Contraband Celiphones, as well as other coconspirators in contact
with the Contraband Cellphones and/or Encrypted Accounts;

c. Evidence relating to the- geolocation of the users of the Covert Partitions,
Contraband Cellphones, and/or Encrypted Accounts at times relevant to the Subject Offenses;

d. Evidence relating to the participation in the Subject Offenses by Schulte,
Amanat, and others using or in communication with the Encrypted Accounts and/or Contraband
Celiphones; |

e. Evidence concerning financial institutions ‘and transactions used by the
users of the Covert Partitions, Encrypted Accounts, and/or Contraband Cellphones in furtherance
of the Subject Offenses;

f. Communications evidencing crimes, including the Subject Offenses;

g Evidence of and relating to computes or other online accounts and facilities
(such as additional email addresses) controlled or maintained by the user(s) of the Covert
Partitions, the Encrypted Accounts, and/or Contraband Cellphones; and

h. Passwords or other information needed to access any such computers,
accounts, or facilities.

13.  Based on the foregoing, 1 believe there is probable cause to search the Discovery
Laptops for evidence of the creations, existence, and use of the Covert Partitions and to seize the
information identified in the foregoing paragraph. Because Schulte reviews his discovery in this
. action using the Discovery Laptops and it is thus possible that the Covert Partitions may coniain
privileged information, this warrant seeks authority for individuals who are not members of the

prosecution team (the “Wall Team™) to review the Discovery Laptops for the Covert Partitions,
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or evidence of the creation, existence, and use of Covert Partitions, If the Wall Team does not
identify any Covert Partitions being used to store data and/or documents or evidence that such
Covert Partitions were created, the Wall Team will stop its search and return the Discovery
Laptops to the FBI and MCC. If the Wall Team does identify Covert Partitions containing data
and/or documents or evidence that such Covert Partitions were created, the Wall Team will review
the data and/or documents to determine whether it is subject to any privilege. The Wall Team will
then turn over the remainder of the data to the FBI case agents involved in the prosecution who
would review those data and/or documents for evidence of the Subject Offenses, as outlined above
and in Attachment A. All privileged materials and materials, including the Discovery Laptops,
not subject to seizure pursuant to this warrant will be returned to the F BI or MCC for Schulte’s
use, as appropriate.

IV. Conclusion and Anciflary Provisions

14.  Based on the foregoing, I respectfully request the court to issue a warrant to search

and seize the items and information specified in Attachment A to this Affidavit and to the Search

and Seizure Warrant.
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15.  In light of the confidential nature of the contiruing investigation, 1 respectfully

request that this Affidavit be maintained under seal until the Court orders otherwise.

’“LE)&L

JEFE D. DONALDSON
ecial Agent
Federal Bureau of Investigation

Sworn to before me on ‘
this 16th day of October 2018 Lo g,

THE HONORABLE PAUL A, CR OTTV TR
UNITED STATES DISTRICT IUD(JE L
SOUTHERN DISTRICT OF NEW YORI\ \

AR

10
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Attachment A
L. Identification of the Discovery Laptops Be Searched

The Discovery Laptops include two laptops (the “FBI Laptop” and the “MCC Laptop™).

The FBI Laptop is a Black Acer laptop Aspire 1A114-31 Series. The FBI Laptop is
curtently located at the FBI’s New York Field Office, 26 Federal Plaza, New York, New York.

The MCC Laptop is an TP EliteBook 8460p with serial number S/N MXL1440Y1. The
MCC Laptop is currently located at the MCC, 150 Park Row, New York, New York.

IL. Execution of the Warrant

Law enforcement agents are permitted to execute the search warrant at any time in the day
or night. Upon the execution of this warrant, notice will be provided at or as soon as possible after
the execution of the search.

III.  Ttems to Be Searched and Seized
A, Evidence, Fruits, and Instrumentalities of the Subject Offenses

Pursuant to the process described below, the Discovery Laptops may be searched to
determine whether any hidden storage locations (the “Covert Partitions™) were created or used on
the Discovery Laptops. The Discovery Laptops, including the Covert Partitions, may be
searched for the seizure of the following evidence, fruits, and instrumentalities of: Title 18, United
States Code, Sections 401 (contempt of court); Title 18, United States Code, Section 793 (unlawful
disclosure of classified information); Title 18, United States Code, Section 1030 (unauthorized
computer access), Title 18, United States Code, Section 1503 (obstruction of justice), Title 18,
United States Code, Section 1791 (smuggling contraband into a federal detention facility), and
Title 18, United States Code, Section 22524 (illegal acts related to child pornography); as well as

conspiracies and attempts to violate these provisions and aiding and abetting these offenses (the

“Subject Offenses™):
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a. Evidence of the creation, existence, and/or use of Covert Partitions;

b. Evidence‘ of the identity(ies) of the user(s) of the Covert Partitions,
encrypted email accounts (the “Encrypted Accounts™), and cellphones being used by Joshua Adam
Schulte, Omar Amanat, and others at the MCC (the “Contraband Cellphones™), as well as other
coconspirators in contact with the Contraband Cellphones and/or Encrypted Accounts;

c. Evidence relating to the geolocation of the users of the Covert Partitions,
the Encrypted Accounts, and/or Contraband Cellphones at times relevant to the Subject Offenses;

d. Evidence relating td the participation in the Subject Offenses by Schulte,
Amanat, and others using or in communication with the Er_acrypted Accounts and/or Contraband
Cellphones;

8. Evidence concerning financial institutions and transactions used by the -

users of the Covert Partitions, Encrypted Accounts, and/or Contraband Celiphones in furtherance

of the Subject Offenses;
£ Communications evidencing crimes, including the Subject Offenses;
g. Evidence of and relating to computers or other online accounts and facilities

(such as additional email addresses) controlled or maintained by the user(s) of the Covert
Partitions, Encrypted Accounts, and/or Contraband Celipbones; and
h. Passwords or other information needed to access any such computers,

accounts, or facilities.

B. Wall Search Procedures

1. The Discovery Laptops will first be reviewed by law enforcement agents and
prosecutors who are not part of the prosecution team (the “Wall Team”) to identify any Covert

Partitions or evidence of the creation, existence, or use of any Covert Partitions.
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2. If the Wall Team does not identify any Covert Partitions being used to store data
and/or documents or evidence of fﬁhe creation, existence, or use of any such Covert Partitions, the
Wall Team will stop its search and return the Discovery Laptops to the FBI or MCC.

3. If the Wall Team does identify Covert Partitions containing data and/or documents
or evidence of the creation, existence, or use of any such vaert Partitions, the Wall Team will

review the data and/or documents to determine whether it is subject to any privilege, and, if so,

segregate that data/document.

4, The Wall Team will then turn over the remainder of the data and/or documents to
the FBI case agents involved in the prosecution who would review those data and/or documents

for evidence of the Subject Offenses, as outlined above.
5. All privileged materials and materials, including the Discovery Laptops, not

subject to seizure pursuant to this warrant will be returned to the FBI or MCC, as appropriate.
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T A

 EXHII
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AQ 106 (SDNY Rev. D1/17) Application for a Search Warrant

UNITED STATES DISTRICT COURT

for the .
SMAGS83Y7 |

Case No. S117 Gr. 548 (PAC)

Tn the Matter of the Search of

(Briefly descrihe the property fo be sedrched
or idéntify the person by name and address)

See Attachment A

vwku‘; ﬂ

APPLICATION FOR A SEARCH AND SEfZURE WARRANT

1, a federal law enforcement officer or an attorney for the government, request a search warrant and state under
penalty of perjury that I have reason to believe that on the following person or proporty (identify e persan or deseribe the
property to be searched and give ifs focdtion):

located in the Southern District of New York , there is now concealed (idensify the

person or describi lhe properiy fo be seized):

See Attached Affidavit and its Attachment A

The basis for the search under Fed. R, Crim, P. 41(c) is (check one or more).
@ evidence of a ctime; )
& contraband, fruits of crime, or other items illegally possessed;
(% property designed for use, infended for use, or used in comumitiing a crime;
[T a person fo be:arrested or a person who Is unlawfully vestrained.

The search is related to a violation of:

Code Section{s) - | Offense Description(s)
18 U.8.C. §§ 401; 793; 1030; Contempt of court; unlawiul disclosure of classified Information; unauthoerized computer
1343: 1503 1791: 2980 access; wire fraud; obstructich of justice; smuggiing contraband into prison; filegal acls
! ! ’ related fo child pornography.

The application is based on these facts:

. See Attached Affidavit and its Aftachment A

Ef Continued on the attached sheet,

o Delayed notice of 30 days (give exact ending date if more than 30 days: . )is requested
under 18 U.8.C. § 31034, the basis of whith isset forth on the attaehgi_i shegt, .

s |

‘. i ;gdfa'ﬁliqant'lv sigratyre,

Jeﬁfég"D'aﬁid Donaldson, FBI Spedial Agent
- S Printed pape toid title 1

i
o

tt

Swoin to before me and signed in myy preserice.

10/0s /o018 f oo
) > 14 2 g
Date: v ik . eSS ,-""55,?»1’;47;;;,

. . ' ’ Jriddge s sighdhve

City and] state: _New York, NY The Henorahle Paul A, Crotty;.U.5.D.J.
. Printed naime and title
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18MAG8377 1+

TUNITED STATES DISTRICT COURT"
SOUTHERN DISTRICT OF NEW YORK

In the Matter of the Application of the United : TO BE FILED UNDER SEAL
States of America for a Search Warrant for the : '

Premises Known and Described as 7 Scuth Unit, ! Agent Affidavit in Supporxt of
7 North Unit, Including the Cells Located In : Application for Search Warrant

Those Units, and the Education Department’s :
Law Library on the Second Floor, located in :
Metropolitan Correctional Centet, 150 Patk Row, :
New York, New York 10007, as well as Any :
Closed Containers/ftems Contained in  the :
Premises :

SOUTHERN DISTRICT CF NEW YORK) ss.:

JEFF D. DONALDSON, being duly sworh, deposes and says:

I. Imfroduction

A, Affiant
1. 1 am a Special Agent of the Federal Bureau of Investigation (“FBI”} assigned to the

New York Ficld Office, and have been employed by the FBI since 2010. T am currently assigned
fo a .Squad responsible for( counterespionage matters and have worked in the field of
counterintelligence from 2010 to pressat. In the course of my duties as a Special Agent, | am
responsible fof investigating offenses involving espionage and related violations of law, including
unauthotized retention, gathering, iransmitting or losing classified documents or materials;
unauthorized removal and retention of oldssified doeuments or materials; illegally acting in the
United States as a foreign agent; other national ssowrity offenses; and the making of fallse
statements. Asaresult of my involvement in -espi_onage investigations and investigations involving
the unauthorized disclosure or retention of classified information, as well as iy training in
covntsintelligence operations, I am familiar with the tactics, methods, aud techniques of United

States persons who possess, or have possessed a United States Government security clearance and
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may choose to harm the United States by misusing their access fo classified information. I amglso
familiar, though my training and experience with the use of computers in criminal activity and the
forensic analysis of electronically stored information.

2. I make this Affidavit in support of an application pursyant to Rule 41 of the Federal
Rules of Criminal Procedure for a s¢cond wartant to scarcﬁ the premises specified below (the
“Subject Premises™ for the items and information described in Attachment A, This Affidavit is
Based ypon my pefsonal lmowledge; my review of documents and other evidence; my
conversations with c;ther law enforcement petsonnel; and my training, expérience and advice
received coneerning the use of computers in criminal activity and the forensic analysis of
electronically stored information (“BST). Because this Affidavit is being submitted for the limited
purpose of establishing probable cause, it does not include ail the facts that T have learned during
the course of my investigation, Where the contents of documents and the actions, §tatements,. and
eonversitions of others are reported hefein, they are reported in substance and in part, except where
otherwise indieated.

B.  The Subject Premises
3. The Subject Premises is particularly described as the 7 South Unit (“Unit-17), 7

North Unit £Unit-2”), including the cells located in those unifs, and the Education Depattment’s
law library on the second floor (the “Law Library,” together with “Unit-1" and “Unit-2,” the
“Subject Premises™) located in Metropolitan Correctional Center, 150 Park Row, New York, New

York 10007.

C.  The Subject Offenses
4. Forthe reasons detailed below, I believe that thete is probable cause that the Subject

Premises contain evidence, fruits, and instrumentalities of Title 18, United States Code, Sections

401 (contempt of court), 793 (unlawful disclosure of elassified information); 1030 (unauthorized

2
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computer access), 1343 (wire frand), 1503 (obstruction of justice), 1791 (smuggling contraband
into a federal detention facility) and 2252A (illegal acts related to child pomogl'aphyx aswell as
conspiracies and atlempts t6 violate these provisions and aiding and abett_ing these offenses, among
other statutes (the “Subject Gffenses™).

. Terminology

5. The term “computer,” as used berein, is defined as set forth in 18 U.S.C.
§ 1030(e)(1).
6. The terms “records,” “documents;” and “materials” include all information

recorded in any form, visual or oral, and by any means, whether in bandmade form (including, but
not Hmited to, writings, dra;wings, paintings), photographic form (including, but not limited to,
microfilm, microfiche, prints; slides, negatives, videotapes, motion pictures, photocopies) or
electrical, electronic or tagnetic form (including, but not limited to, tape recotdings, casseites,
compact discs, electronic. or magnetic storage devices such as floppy diskettes, hard disks, CD-
ROMs, digital video disks (DVDs), Personal Digital Assistants (PDAs), Multi Media Cards’
(MMC's), memory sticks, optical discs, printer buffers, smatt cards, memory calculators, electronic
dialers, Bemnoulli drives, or electronic noiebooks, as well as digital dafa files and printonts or
readouts from any magnetic, electrical or electronic storage device), as well as the equipment
needed to record such information (including but not limited to cameras and video recording and
storage devices).

1L Probable Cause and Request to Search

A, Overview

7. As described in further detail below, through this application, the Government
seeks & warrant to search the Subject Premises for two iPhones ofie with IMEI 358763052665161

and one with IMEI 354444064445994 (the “Contraband iPhones™); a Samsung cellphone with
| 3
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TMET number 357073084445432 and/or Serial Number R58161 Q0JCD (the “Schulte Celiphone,”
together with theA Contraband iPhones, the “Contraband Cellphones™); and copies of cerfain
documents written by J pshua Adam Schulte (the “Schulte Documents™).! Schulte—who has It;een
indicted for; among other things, possession of child pornography and unlawfnl disclosure of
classified information-—and ancther inmate, Omar Amanat—who was convicted at trial of various
forms of frand, including securities fiaud—have been usipg the Contraband Cellphones that were
smuggled into the MCC to, among other things, fabricate evidence and disseminate information
that is either protected by a courb-entered proteoctive érder or that is classified.
B. Background on Amanat and Schulte’s Detention at the MCC

8. Based on my training and experience, my-parﬁcipation in this investigation, and

iy conveisations with other law enforcement agents and o;shers, and my review of reports prepared
. by others, including other FBI agents, I have learned, among other things, that:

a. Between in or about 2012 and Nove;'mber 2016, Schulte was emriployed by
tho Central Ttelligence Agency (the “CIA™). '

b, At the CIA, Schulte worked at a gpecific group (the “CIA Group”) that,
among other things, developed computer applications that the CIA used to gather intelligence.
abroad. -

c. As part of his work, Schulte daVeIopéd specialized skills in, ameng other
things, hacking computers and computer netwarks and secretly obtaining datakfmm‘computers and
somputer rigtworls,

d, Tu or about November ZO‘i 6, Schulte resigned from the CiA. Prior to his

resignation, Schulte had disclosed to other CIA employees that he was angty at what he perceived

! One of the Contraband iPhones was seized by the MCC on or about September 26, 2018.

4
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to be his mistreatment by CIA management in connection with a dispute Schulte had had with
another CIA employee.

e. Beginning on or about March 7, 2017 through in or about Nevember 2017,
the website wikileaks.org (“WikiLeaks"} pu_bﬁsheci information from the CTA Group at which
Schulte previously worked (_’_che “ILeak™). The Leak appears to be the largest unauthorized public
disclosure of CIA. information in the history of the agency.

f. én or about Augnst. 24, 2017, the FBI arrested Schulte for, among other
things, possession of child pornography, hased o, in patt, the FBI’s discovery of approximately
10,000 images of apparent child pornography on 4 personal desktop computer used by Schuite,

I8 Schulie was initially released on bail on or about September 15, 2017, over
tﬁf‘: Government’s objection. Schulte’s bail was revoked, however, in connection with his violation
of his bail conditions, in particular, restrictions on his use of compulers or the Internet. Schulte’s
actions inclade&, among other things, nsing an online networlk that allows for anonymous browsing
of the Internet. Schulte has been detained at the MCC since on or about December 14, 2017.

h On or about June 18, 2018, the Government filed a superseding indictment
that, in addition to containing the original child pornography charges, also charged Schulte with
violations of, among other stafutes, Title 18, United States Code, Sections 793 and 1030, in
connection with the Leak. -

i. The Government has produced to Schulte oertaﬁx search watrant affidavits
(the “Schulte Search Warrant Affidavits”) pursuant to 2 protective order entered by the Court on
or about September 18, 2017 (the “Schulte Protective Order”). Based on the tertms of the protective

order, Schulte and his defense feam were not permitted to disclose the Schulte Search Wartant
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Affidavits or the information contained in them to anyone not involved in the preparation of
Schulte’s defense.

9. Based on my training and expexience, my participation in this investigation, my
review of teports and other dosuments prepated by others, and my conversations with other law
enforcement agents and others, Including an FBI agent involved. in an carlier investigation and

prosecution of Amanat, I have learned, among other things, that:

a. ° On or about July 13, 2016, the Government filed a superseding indictment
charging Amanat with wire fraud, conspitacy to cormit wire fraud, aiding and abetting investment
advisor fiaud, and conspiracy to commit securities fraud.

b. i Amanat was arrested that day and released on baﬂ on or about July 22, 2016,

c. | On or abeut December 26, 2017, Amanat was convieted on all counis after
a jury trial before the Honorable Papl G. Gardephe.

d. Amanat has been detained at the MCC since on or about December 26, -

2017.

e Amanat is currently scheduled to be sentenced on or about Qctober 18, 2018
although that sentencing date may be adjouned because of requests by defense counsel for Amanat
and fis co-defendant, Kaleil Isaza Tuzman, for a Fatico hearing. Isaza Tuzman was also convioted

(5;;1 or about Decermber 26, 2017 and is currently-on bail pending sentenicing.

T Amanat’s brother and co-defendant, Iifan Amanat, is scheduled fo proceed
to trial before Judge Gardephe on October 22, 2018, op charges of wire fraud, conspiracy fo

commit wite fiaud, aiding and abetting investment advisor frand, and conspiracy to commit

securities fraud.
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10.  Based on my training and experience, my participation in this investigation, my
conversations with other law enforoement agents and oth;rs, and my review of reports and
recorded telephone conversations, I have learned, among other things, that:

a. Schulte and Amanat are cellrﬁate_s at the MCC, arid are housed in Unit-1 2
b. Duting recorded felephone conversations from the MCC,3 Schulte has
stated that he and Amanat are friends and that Schulie is he;Iping Amanat with a report that will

help to prove Amanat’s alleged innocence.

C. Schulte’s Violation of the Schulfe Protective Order and Disclosure of Classified
Information While at the MCC

11.  Based onmy training and experience, my conversations with other law enforcement
agents and (;ﬂlers, my participation in this investigation, and my review of repoits and recorded
conversations, I have learned, among other'things, that:

a. Tn or about Aprit 2018, in recorded calls from the MCC, Schulte diséu'ssed-"
with members of his family his desire to falk to members of the media about his case. Schulte also
indicated that he had written several docutments, which he called “articles,” that discussed his case
(the “Schulte Artieles”) and which he wanted to be disseminated to the media. Tt appears from the

calls that at least some of the Schulte Articles may have been provided 10 ofie or more metnbers

of the media, '
b. Tn or about April 2018, in a recorded call from the MCC, Schulte spoke with
an individual who éppeared to be a member of the media. During the call, Schulte discussed the

information centained in one of the Schulte Séarch Warrant Affidavits and why he felt that

2 1 undexstand that based on some of the conduct described in this Affidavit, MCC officials may
iove Schulte to another part of the MCC sa that he is no longer Améanat’s cellmate.

3 All conversations or documents referenced in this Affidavit are described in substance.and in
part. '
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information was inaccutats, When asked if the information he was discussing was classified,
Schulte responded that it was not classified, but that it was protected by the “protective arder.”
Nevertheless, Schulie continued to disclose information found in one of the Schulte Search
Warrant Affidavits,

C. On or about May 15, 2018, the Washington Post and the New York Times
published articles about Sehulte’s case, in which they indicated that their reporters had learmed of
information contained in at least one of the Schulte Search Warrant Affidavits.

d. On or about May 21, 2018, at the Government’s request, the Court held a
conferences to address Schulte’s violation of the Schulte Protective Order. During the hearing, the

Goveinment noted, among other things, that it had eviewed recordings of cafls Schulte had

participated in from the MCC.
e.  On or about Jone 20, 2018, at his én'ﬂignmeﬁt on the superseding
indietment, Schulie submitted a handwritten pro se bail motion to the Court (the “Pro Se Bail

£ The day after Schults submitted the Pro Se Bail Motion, the Government

Maoation,” toge

informed Schulte’s counsel that the Pro Se Bail Motion was undergoing a review by the CIA to

determine whether it coritained classified information.
B It appears that after the Governinent informed Schulte’s counsel about the
classification review, Schulte may have sent the Prc Se Bail Motion to an attorney and his parents.

h. The CIA has reviewed the Pro Se Bail Motion and the Schulte Atticles, and

has defermined that the Pro Se Bail Motion and &t least one of the Schulte Articles contain

clagsified information.

1 The Schulte Documents are jore pattionlarly described in Attachment Ap an / inc égé

; Q
Cm/t/ ‘?"A!te S'C,A g/lrh(/&g, X

A
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D. Amanat’s Fabrication of Evidence During His Trial
12.  Based on my training and experience, my patticipation in this investigation, and
my conversations with other law enforcement agents and others, including an FBI agent involved
in a prior investigation and prosecution of Amanat, I have learned, among other things, the
following:
a. During his frial, Amanaf soﬁght to introduce, among other things, .

approximately five emails (the «Amanat Fabricated Bmails™), four of which were admitted initially

several in redacted form.

b.  Inresponse, during two hearings held eutside the presence of the jury as
well ag in a rebuttal case before the jury, the Government submitted evidence showing that the
Amanat Fabricated Emails had been faked by Amanat, iﬁcluding, among other things:

i Evidence of discrepancies in header information, including time

stamps associated with the Amanat Fabricated Emails-and other emails introduced at trial.
ii. Fvidence that certain of the Amanat Fabricated Emails were not

Found in. certain email accounts or on efectronic media uged by the purported recipients of the

emails.

iii. Evidence that the Amagat Fabricated Ermalls were inconsistent with

other contemporaneous and inculpatory communications Involving Amanat.

iv. An email communication between Amanat and his brother and co-
dafendant_, Trfan Amanat, concerping how to delste emails from 2 certain email account,

V. Rxpert testimony from an experienced TPI Special Agent assigned
to a cyber squad that four of the five Amanat Tabricated Emails were fake and/or wete not sent on
the date and time on which they appeared to have been sent.

c. As noted above, Amanat was convicted by the jury of all counts,

g -
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. Schulte and Amanat Arrange to have Cellphones Smuggled into the MCC
13. I have participated in an interview of an inmate at the MCC who was housed in

Unit-1 with Amanat and Schulte until recently-(the- “C8™).3 VDuritig that interview, the CS xeported
that, among other things: .

a. For the ijast several months, the CS has been paid by Amanat to store and.
charge the Contraband Cellphones.

b, The Contraband Csilphbneé were smuggled into the MCC and protected
from detection through a network of vistiors to the facility, inmates, and correctional officers.

c. For a time, the €S was tasked with storing and charging the Contraband
Celiptiones in the CS’s cell. During that time-period, the CS alsc; knew the passwords for tﬁe
devices.

d.  Atsome point, Schultc decided that he no Jonges wanted the CS to know

the password for the Schulte Cellphone ot fo store it. Since around that time, the Schulte Cellphone

has been stored in other inmates’ cells.
e. Schulte told the CS that Schulte had implemented certain secutity protocols
with respect to the Schulte Cellphone, such as changing the cellphone’s unique device identifier

and enabling a fimetion by which all the data on the Schulte Celiphone would be deleted if

someone other than Schulte tried to accoss the ﬁhone.

f. Priorto Schulte’s retrieval of the Schulte Cellphone, the CS would regulatly

take screenshots of messages and recorded videos involving the Contraband Cellphopes. The GS

5The CS is facing immigration and narcotics trafficking charges, and is cooperating in the hope
of receiving a more lenient sentence and potentially immigration benefits. As described in this
Affidavit, the CS’s information has been at least partly corroborated by, among other things, 2
seizure of at least one cofitraband cellphone,

0
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subsequently stored those screerishots in an email account the CS created (the “CS Account™).
Based on these messages and the CS’s conversations with Schulte and Ameanat, the CS understood
that, among other things:

i Schulte and Aaﬁanat were using the Contraband Cellphones in
connection with the creation of some sort of rep ortthat would be submitted to Amanat’s sentencing
judge (Judge Gardephs) to show that the Amanat Fabricated Emails weye allegedly real.

i, The CS also recalled a corhmunication over at least one of the
Contraband Cellphones relating fo “{aylt 7,” which is the name used by Wikil.eaks for the Leak.
2. Amanat and Schulte also discnssed their need to have the Confraband
Cellphones with them when they accessed discovery at the Law Library.

h. . Puring the interview, the C8 consented to the search of the CS Account,

and provided not only the name of the CS Account, but also the password for if.

14, Based on my participation in this investigation, conversations with other
participants in the investigation; and my review of reports prepared during the investigation, [ have
learned, among other things, that:

Unit-1 and Unit-2 are on. the satie floor of the MCC and are comnected by

4.

a corridor.

b. Although inmates from the two units are prohibited from interacting with

each other in the corridor between Unit-1 and Unit-2, inmates are, at times, able to meet briefly in

that space.
c, On ot about on of about September 26, 9018, MCC officials recovered one

of the Contraband iPhonés from Unit-1. It does not appear, however, that the other Confraband

Cellphones have been recovered by MCC afficials yet.

11
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d. The search for the other Contraband Cellphones is ongoing, and has

included, among other things, searching rmuttiple cells in Unit-1, including Schulte and Amanat’s

cell, and cells in proximity to thetr cell.

¥, Evidence of Schulie’s and Amanat’s Tllegal Activity Using the Contraband
1 Cellphones

15. Based on my review of the CS Actount, my participation. in this ﬁvestigaﬁon,
conversations with other participants in the investigation, and my review of reports prepared
during the investigation, I have learned, among other things, that;

a, The CS Account contains approximately 450 electronic files (including

videos and photographs) of the Contraband Cellphones. These files inchide, among other things,

video recordings of Schulte and Amanat using the Contraband Cellphones and scteenshots (or

jmages) of communications received and/or sent using the. Contraband Cellphones in connection
with Schulte’s and Amanat’s intended fabrication of evidence and/or dissemination of materials

protected by the Protective Order ot that appear classified; including the Schulte Documenis.

b. Below are several still images taken from videos retrieved from the CS

t that show Schulte and Amanat using the Contraband, Cellphones in the MCC:

Acconn
Video 1 (Image 1)

12
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c. Below are images from the CS AGCOU,I;I reflecting communications using
the Contraband Cellphones:

L The image below from one of the Contraband Cellphones appears

ta be a draft report prepared by Schulte and Amanat related o the fabricated emails from Amanat’s

trial.

Onwiiar Amana ‘1/29/2018"

- By: Joshus Sehiilte

I: Introdiction
thc Tounder and CEG of my own ccmsultm

I was ccmtacted and hired dlreclly iy ¢

Amianat fo pmwde an experf. seport it
zmail, et a1

15
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il The image below from one of the Contraband Cellphones appears

cles:

desotibing an excerpt from one of the Schulte Arti

:

to be an email

16
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' iil. The image below Is a sereenshot of what appeats to be an email sent

over one of the Contraband Cellphones. “protonmail” is an encrypted email service based abroad,

information contained in

and the file “Schulte Ha... Notes.pdf” dppeats to be a reference to the

the Pro Se Bail Motion.

17
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iv The image below is a screonshot of one of the Contraband

Cellphones that depicts certain applicétions that have been dowhloaded to the phone, including

“Sepure Delets” and “IShredder’™

SAMSUNG

18

JAS_021302




Case 1:17-cr-00548-PAC Document 98-9 Filed 06/18/19 Page 36 of 55

G. Probable Cause Justifying Search of ESL
16. Based or the foregoing, and based on my 4raining and experience, 1 know that
Amanat and Schulte have used (or are using) the Contraband Cellphones fo, among other things,

create documents and communicate with others outside the MCC. Moreover, like individuals

engaged in any other kind of activity, individuals who engage in $he Subject Offenses store fecords
relating to their illegal activity and to persons involved with them in that activity on electronic
devices such as the Contraband Cellphones. Such recotds can include; for example logs of online
“shats” with co-conspirators; email correspondence; contact informatién of co-conspirators,
including telephone aumbers, email addresses, and sdentifiers for instant messaging and social

médial accounts; stolen financial and personal identification data, including bank account

numbess, credit card numbers, and names, addresses, telephone mumbers, and social seoutity

pumbers of other individuals; and/or records of illegal transactions using stolen financial and

personal identification data. Individuals engaged in. criminal activity ofien store such records in
arder to, among other things, (1) keep track of co—c_onspirators; contact information; (2) keep a
record of illggal transactions for future reference; (3) keep an accounting of illegal procgeds for
purposes of, among other things, dividing those proceeds with co—copspixators; and (4) store stolen
data for future exploitation.

17.  As a result, there is probable cause fo belisve that the Contraband Cellphones
contain some ot all of the following:
EN The phone mumbets agsociated with the Contraband Cellphones, as well as.

call log information of phone numbers of incoming and outgoing, and missed of unanswered calls

to and from the Contraband Cellphones;

b, Address books and contagt lsts stored on the Contraband Cellphones or its

memory card(s);
19
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c. Voicemail messages, opened ot unopened, related to the Subject Offenses;

d. Bvidence concerning the identity or location of the owner(s) or user(s) of

the Contraband Cellphones;

e. Evidence concerning the identity andfor location of the individual(s)

involved in the commission of the Subject Offenses;

f Evidence of comimunications among, 0r concering, pearticipants in or

witnesses to the commission of the Subject Offenses;
g. Contact information of co-conspirators and witnesses to the commission of

the Subject Offenses, mcluding telephone numbers, eimail addresses, and identifiers for mstant

messaging and social media accounts;
“h. Texi, data, “chats,” MMS (“Multimedia Messaging Service™) messages,
SMS (“Short Message Scrviee”) messages, FaceTime messages, and e-mail messages, any

attachments to those messages, such as digital photographs and videos, and any associated

suformation, such as the phone nomber or e-mail address from which the message was sent,

pertaining to the Subject Offenses;
i Digital photographs and videos related fo the Subjectl Qffenses;
j- Brawsing history, websites visited, an& ternet searches conducted on the
Contraband Cellphones related to the Subject Offenses,

18, Based on my training and experience, 1 also know that, whete computers are uged

in furtheranee of criminal activity, evidence ofthe eriminal activity can often be found months or

gven years after it ocomTed. This is-typlcally true because:

¢ Electrotic files can be stored ona hard drive for years at little or no cost and uscrs thus
have Jittle incentive to delefe data that tmay be useful to consult in the future.

26
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o Even when a user does choose to delote data, the data can often be recovered months
or years later with the appropriate forensic tools. When a file is “deleted” on a home
computer, the data contained in the file does not actually disappear, but instead Temains
on the hard drive, in “slack space,” until it is overwritten by new daia that cannot be
stored elsewhere on the computet, Similatly, files that have been viewed on the Internet
are generally downloaded into a temporary liternet directory or “cache,” which is only
overwritien as the “cache” fills up and is replaced with more recently viewed Internet
pages. Thus, the abilify to retrieve from a hard drive or other elecironic storage media
depends less on when the file was oreated or viewed than on a partioular user’s
opetating system, storage capacity, and comiptiter habits.

o Tn the event that a user changes computers, the user will typically transfer files from
the old computer to the new computer, 5o as not to lose data. In addition, users-often
kecp backupi of their dafa on clectronic storage media such as thumb drives, flash
memory cards, CD-ROMs, or portable hard drives.

19,  Based onthe foregoing, I respectfully submit there is probable cause 10 beligve that
Schulte and Amanat are engaged in the Subject Offenses, and that evidence of this criminal activity
is likely to be found in the Subject Premises and on thie Contraband Cellphones.

L. Procedures for Searching EST
A, Exem;ﬁon of Warrant for ESI
90.  Federal Rule of Criminal Procedure 41(£)(2)(B) provides that a wagrant to search
for and seize property “may authorize the seizure of electronic storage media of the seizure Ot

copying of electronically stored information . . . for later review.” Consistent with Rule 41, this

application requests authorization to seize auy computer devices and storage media and transport

them to an appropriate law enforcement facility for review. This isty pically necessary for a nuntber

of reasons:

e First, the volume.of data ot computer devices and storage media is often impractical
for law ohiorcement personnel to review in its entirety at the search location.

s Second, because computer data i particularly vulnerable to inadvertent or intentional
modification or destruotion, computer devices are ideally examined in & controlled
ervironment, such as a law enforcement laboratory, whete trained personnel, using
specialized software, can make a forensic copy of the storage media that can be
subsequently reviewed i 8 manner fhat does not change the inderlying data.

21
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o Thixd, there are so many types of computer hardware and software in use today that it
can be impossible to bring to the seatch site all of the necessary technical manuals and
specialized personnel and equipment potentially required to safely access the
naderlying cormputer data.

s Fourth, many factors can complicate and prolong recovery of data from a copputer
device, including the increasingly common use of passwords, encryption, or ather
features or configurations designed to protect or conceal data on the computer, which
often take considerable time and rgsources for forensic persontel to detect and resolve.

B. Review of BSE

91. Following seizure of any celiphones and/or the creation of forensic image copies,

law enforcement personnel (who may include, in addition to law enforcement officers and agents,

attorneys for the government, alforney suppott staff, agency personnel assisting the government in

this investigation, and outside fechnical experts under government couirol) will review the ESI

contained therein for information responsive to the warrant.
22.  In conducting this review, law enforcement personnel may use various techniques

10 détermirie which files or other ESY contain evidence or ftuits of the Subject Offenses. Such

techniques may include, for example:

s surveying directories or folders _é,r;d the individual files they contain (analogbus to
looking at the outside of a file cabinet fot the marlings it contains and opening a drawer

believed to contain pertinent files);

@ conducting a file-by-file review by “opening” of reading the first fow “pages” of such
files in order to determine their precise conteits (analogous to performing a CuLsory
examination of each document in a file cabinet to determine its relévance);

o “spanning” storage areas fo discover and possibly recover recently deleted data of
deliberately hidden files; and

o performing eleefronic keyword searches throngh all electronic ‘storage areas 1o
determine the existence and location of data potentially related to the subject matter of

the investigation®; and

[
6 Reyword searches alone are typically inadequate to detect all relevant data. For one thing,

keyword searches work only for text data, yet many types of files, such as images and videos, do
not store data as searchable text, Moreover, even as to fexi data, there may be tnformation propesly

22
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s reviewing metadata, system information, configuration files, registry data, and any
other information reflecting how, when, and by whiom the gomaputet was used.

23, TLaw enforcement personnel will make reasonablo efforts to restrict their search 1o
data falling within the categories of evidence specified in the warrant. Depending on the
circumstances, however, law enforcement personne] may need to conduet & complete review of all

the FSI from seized devices or storage media to evaluate its contents and fo locate all data

responsive to the watrant,

. Return of EST

94,  [f the Government determines that the electronic devices ate no lorger necessary
to retrieve and preserve the data, and the devices themselves ate not subject to seizure pursuant to
Federal Rule of Criminal Procedure #1(c), the Government will retuen these items, upon 1eguest.

Computer data that is encrypted or unreadable will not be returned unless law enforeement

personnel hiave determined that the data is not (3) an instrumentality of the offense, (ii) a frujt of
tho criminal activity, (iif) contraband, {iv) otherwise unlawfully possessed, or (v) evidence of the

Subject Offenses.

subject to seizure but that is not captured by a keyword search becanse the information does not
contain the keywords being searched.

23
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IV. Conclusion and Ancillary Provisions

25, Based on the foregoing, Irespectfully request the court to jssue a warrant to search

and soize the items and information specified in Attachment A to this Affidavit and to

and Seizure Watrant. .

26.  Tn light of the confidential nature of the confinuing investigation,

request that this Affidavit be maintained under seal until the Court orders ofherwise.

DN

JEFE,D, DONALDSON
Special Agent
Federal Bureau of Investlgatmﬂ

Sworn to beforeé me oiy 7
this st C?ay of October 2018 - e e
" . '.

f Laﬁ/},f&ﬁz& Lo
TG TIONORABLE PAUL A. CRO I“W -

UNITED STATES DISTRICT JUDGE, "
SOUTHERN DISTRICT OF NEW YOT:‘(K

24
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Aitachment A

L Premises to be Searched—Subject Premises

The premises to be searched (the “Subject Premises™) is described as follows:, and includes

all locked and closed containors found thersin:

Theé Subject Premises is particulatly described as the 7 South Unit, 7 North Unit, including
the eells located in those units, and the Hducation Depattment’s law library on the second
floor of the building, located in Matropalitan Correctional Center, 150 Parle Row, New

York, New York 10007.
L TExeccution of the Warrant
Law enforcement agents are permitted to exectte the search warrant at ariy time in the day

ot night, Upon the execution of this warrant, notice will be provided at or as soon as possible after

the execution of the search.
00  Yiems to Be Searched and Seized

A, Evidence, Fruits, and Instrumentalities of the Subject Offenses

The items to be searched and/or seized from the Subject Premises inelude the following
gvidence, fruits, and instrumentalities of: Title 18, United States Code, Sections 401 (contempt of
court); Title 18, United States Code, Section 793 (unlawful disclostie of classified information); .

Title 18, United States Code, Section 1030 (unauthorized computet access), Title 18, United States
Code, Secfion 1343 (wite fraud), Title 18, United States Code, Section 1503 (obstruction of
justice), Title 18, United States Code, Section 1791 (stouggling contraband info 2 federal defention
facility) and Title 18, United States Code, Section 99524 (illegal .acts refated to child

- pornography); as well a;s conspitacies and attempts to vioiate these provisions and aiding and

abetting these offenses, among other statutes (the “Subject Offenses”-):

{ A Samsung cellphope with IMEI 357073084445432 and/or Serial Number

R58J61Q0TCD (the “Schulte Cellphons™).
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2. An iPhone celphone with TMEL 358793052665161 (“iPhone-17);
3. An iPhone cellphons with TMEI 354444064445994 (“iPhone-2,” together with

iPhone-1 and the Schulte Cellphone, the “Contraband Cellphones”)

4. Evidence pertaining to the smuggling in of the Contraband Cellphones.

5. Evidence concerning the identity or location of, and communications with, any co-
conspirators.
6. Ay and all notes, documents, records, correspondencs, or materials, in any fotmat

and medium (including, but not limited to, envelopes, letters, papers, o-mail messages, chat logs
and electropic messages, other digital data files and web cache information, and handwritien
notes), pertaining to the unauﬂiori;ed retention, gathering, and transmission of classified
documents or materials, and the unauthorized removal atd retention of ciassifie;d documents or

materials, and, in particular, the documents bearing the following titles or descriptions:

8. Article 1: “Presumption of Innocence: A petition for redress of grievances”
b. Article 2: “Presumption of Tnnocence: A Iossls of citizenship”

s Article 3: “Presumption of Innocence: Do you want to play a game”

d. Article 4: “Presumption of Innocence: Detention is not punishment™

e. Article 5¢ “Presumption of Innocence! Innovent until proven Wedlthy”

L. Axticle 6: “Presumption of Inpocence: Canyou a'ffcsrd to be accused?”

e Article 7; “Presumption of Innocence: A proposed solution”

h. Auticle 8: “Presumption of Innocence: Origins”

i Article 9: ¢ . . unalicnable Rights, that among these are Life, Liberty and

the pursuit of Happiness™
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7. Tvidence of the Subject Offenses on the Coniraband Cellphones, incloding:

a. The phone pumbers associated with the Contraband Cellphones, as well as
call log infotmation of phone numbers of ncoming and outgoing, and migsed or unanswered calls
1o and from the Conttaband Cellphones;

b. Address books and contact lists stored on the Contraband Cellphones or s
memory card(s); ‘

c. _Voicemail messages, opened or m}opened_, jelated to the Subject Offenses;

d. Eﬁfidence concorning the identity or location of the ownez(s) of user(s) of
the Confraband Collphones; .

€. Fvidence COﬁceming the idemtity and/or location of the mdividual(s)
involved in the commission of the Subject Offehses;

£ Evidence of comimunications among, or coneetning, participants i or

witnesses to the commission of the Subject Offenses;
E. Contact information of co-conspirators and witnesses to the commission of

the Subject Offenses, including telephene numbers, email addresses, and identifiers for instant
messaging and social media abcounts;

h. Text, data, “chats,” MMS (“Muliimedia Messaging Service”) messages,
SMS (“Short Message Service”) messages, Facelime messages, and e-mail messages, any
attachments to thoss messages, such as digital photographs and videos, and any associated
information, such as the phone numbes of o-mail address from which the message was sent,
pertaining to the Subject Offenses;

i, Digital photographs and videos related to the Subject Offenses;
3
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iB Browsing history, websites visited, and infernet searches conducted on the
Contraband Cellphones related to the VSubject Offenses.

8. 1 law enforeement personnel seize the Coz;trgband Cellphones, the personnel will
search the device within a reasonable amount of time, not to exceed 60 days from the date of
execution of the watrant. If, after such a search has been conducted, it ié defermhaed that a
campﬁter or device confains any data listed in patagraphs 2 and 3, the Government _Will retain the
computer or device. Ifit is determined that the. computer(s) or device(s) are no longet necessary
.to retrieve and preserve the data, gnd the items are not subject to seizure pursuant to Federal Rule
of Criminal Procedure 41(b), such imaterials and/ér equipnient will be retutned within a reasonable
time. In any event, such materials and/or equipment shall be retuned no later than 60 days from
the execution of this warrant, unless further appiication is made to the Couut.

B. Search and Seizure of Electronically Stored Information

The ifems to be searched and seized from the Subject Premises also include any celiphones
that may contain any electronically stored information falling within the categories set forth in
Section TILA of this Attachment above, -including, but not limited to, desktop and laptop
computers, disk drives, modems, thandb drives, personal digital assistants, spart phones, digital
cameras, and scanmers. The jtems to bo searched and seized from the Subject Premiscs also
include: |

L Any items: or records needeé to asccess the data stored on any seized or copied
computer devices or storage media, including but not limited to any physical keys, encryption

devices; or records of login credentials, passwords, private encryption keys, or similar inforimation.
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2. Any items ot records that may facilitate a forensic examination of the computer
devices or storage media, inoluding any hardware of softwareé manuals or other information
concerning the configuration of the seized or copied computer devices or storage media.

3, Auny evidence concerning the persons with access ta, control over, ot ownership of
the seized or copied computer devices or storage media.

C.  Review of ESI

Following seizure of any computer devices and storage media and/or the creation of
forensic image copies, law enforcemient personnél (including, in addition to law enforcement
officers and agents, and depending on the nature of the BSI and the status of the investigation and
related proceedings, attorneys for the governinent; atforney support staff, agency petsonmel
agsisting tile government in this investigation, and outside technical experts under government
confrol) are authorized to review the ESI contained therein for information responsive to the

wartant,

Tn conducting this review, law enforcement personnel may. use various techniques,

including but not limited to:

s surveying various file “directories” and the indiv';dual files they contain (analogous to
looking at the outside of a file cabinet for the markings it contains and opening a drawer
believed to contain pertinent files);

e opening or cursorily reading the first few "mages" of such files in order to determine
their precise contents;

s+ scanning storage areas to discover and possibly recover recehtly deleted files;

«  scanning storage areas for deliberately hidden files;
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e performing key word searches throngh all electronic storage areas to determine whether
occurrences of language contained in such storage ateas exist that are intimately related
{0 the subject matter of the investigation; and

e making reasonable efforts to utilize computer search methodology to search only for
ﬁles; documents, or other electrohically stoved information within the categotries

identified in this Attachment.
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AQ 93 (SDNY Rev. 01/17) Scarch and Seizure Warant

UNITED STATES DISTRICT COURT

for the
Southern District of New York

T8 MAG 8377 .

Case No. §117 Cr. 648 (PAC)

fn the Matter of the Search of

(Biigfly dascribe the properly to be searched
o identify the pevson by rame and addiess)

See Attachment A

N Nl N S N

SEARCH AND SEIZURE WARRANT

To:  Any aulhorized law enforcement officer

for the government requests the search

An application by a faderal law enforcement officer or an attorney
District of New York

of the following person or property located in the Southern
(identify the person or describe the property t0 be searched and give #s locaflon):

See Attachment A

The person or property to be searched, described above, is believed to conceal (ident}f: the persor o describe the property

to be seized):

See Attachment A

The search and seizure ate related to violation(s) of @inert statutory citations):

793 (uniawiul dlsclosure of elassiied Informationy; 1030 {unauthorized computer access), 1343
traband into a faderal defention facily) and 2252A (illegal acts related {o child pomography}

establish probable cause to search and seize the person or

Tiele 18, Uniled States Cade, Sections 401 {contempt of court),
{wire fraud), 1603 {obstruction of justice}, 1781 [smuggling cen

I find that the affidavit(s), or any recorded testimony,

property. i ,
YOU ARE COMMANDED to execute this warrant on or before October 15, 2018
{not io exceed 14 days)
o at any time in the day or might as T find reasonable cause has been
established.

Unless delayed notice is authorized below, you must give a copy of the w
taken to the person from whom, or from whose premises, the property was taken,
place where the propoity was taken. o
) The officer executirig this warraiit, or an officer present during the execution of the Waﬂ'ah’; Tmust prepare an
inventory as tequired by law and promptly rettirn this warrant arid inventory to e Clérk-éf the Cowt. e
" gf Upon its teturn, this warrant and inventory should be filed undet seal by the Clerk of the Court.. &>
R DT ST Iitials

{1 inthe daytime 6:00 asm, to 10 pm.

arrant and a receipt for the property
or feave the copy and receipt at the

4 Lt " N ." ‘_.'" . A
U8, C. § 3705 (except for delay

Eﬁ 1 find that immediate notification may have au adverse result listed in vlri%
property, will be

of trial), and authorize the officer exccuting this warrant to delay notice to the pexson whe, o whoge

searched or seized (check the appropriate box) @or 30 days (not to exceed 30). T

{Tuntil, the facts justifying, the later spég}i{_lrs ‘riéte of - L a

Gy

Jikige's signature

Date and time issued: wﬁ%ﬂ-, Laty
@ [pen

City and state: ~_New York, NY

The Honorable Paul A, Giotty, UJ8.0.J,
Printed name and tifle
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AO93 (SDNY Rev. 01/17) Searoh and Seizure Warrart (Pag 2)

Return

Case No.: Date and time wartant executed: Copy of wattant and inventory left with:

3117 Cr. 548 (PAC)
Taventory made In the prosence of :

Toventary of the property taken and nanie of any person(s) seized:

Certificafion

1 declare under penalty of pegjury that this inventory is cortect.and was returned along with the original warrant

o the Court.

Date:

Execiiting offfcer’s signature

Printed narie and iile
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Attachment A
I Premises to he Searched—Subject Premises
The promises to be searched (the “Subject Prémises™) is described as follows, and includes
o] Tocked and closed containers found therein:
The-Subjéct Premises is particulatly described as the 7 South Unit, 7 North Unt, including
the cells located in those units, and the Education Department’s lay library on the second
floor of the building, located in Metropolitan Correctionial Center, 150 Pak Row, New
York, New York 10007.
IL Execution of the Warraif
Law enforcement agonts are permitted fo execute the search warrant at any time in the day

of pight. Upon the execution of this warrant, notice will be provided at or as.soon as possible after

the-execution of the séarch.
OI.  Tiems to Be Searcl?éd ,and"Seized

A, Evidence, Fruits, and Instrumentalities of the Subject Offenses

The jtems to be searched and/ox seéized from the Subject Premises include the fOiIawing_
evidenoe, fruits, and instrumentalities of: Title: lé, Uiited States Code, Seotions 401 (contenpt of
coutt); Ti,tie 18, United States Code, Section 793 (unlawful diselosure of classified information);
Tifl 18, United States Code, Section 1030 funsuthorized computer access), Title 18, Uraiteﬁ, States
Code, Section 1343 (wire, fraud), Title 18, Tlnited States Code, Section 1503 (dbstruction of
justice), Title 18, United States Codg, Section 1791 ‘(g;muggling contraband into & federal detention
facility) and Title 18, Tnited States Code, Seciion 2252A (iltegal acts related to child
pgfnography); as well as congpiracies and attempts to violate these provisions and —a;id'ing and
abetting these offenseés, among other statutes (the *“Subject Offenses”): 2

1. A Samsung cellphone with IMEI 357073084445432 and/or Serial Number

R58I61Q0ICD (the “Schulte Cellphone™):
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2. An iPhone cellphotie with IMEL 158793052665161 (“iPhone-~17);
3, An {Phone cellphone with IMEL 3544440644459%4 (“iPhone-2,” together with
~ {Phone-1 and the Schnlte Cellphone, the “Contraband Celiphones™}.

4, Evidence pertaining to the smuggling in of the Contraband Cellphones.

5. Evidence concering the identity or location of, and communications with, any ¢o=
conspirators,
6. Any and all notes, documents, recotds, corresponderice, or naterials, in any format

and mediur (including, but not limited to, envelopes, letters, papers, e-mail messages, chat logs
and électroni‘c messages, gther cﬁgi’tél dafa files and web cache informaﬁdﬂ, and handwritten
notes), portaining to the unauthorized retention, gathering, and tranemission of classified
documents or materials, and the unauthotized removal and retention of classified documents or
matériaié,- and, in particulat; the decuments bearing the following titles or desgripticas:

a  Atticle 1: “Presumption of Tnniocence: A petition for redress of grisvances™

b, Artiele 2: “Presumpition of .I‘n'no‘cence: A loss of citizenship”

o.  Asdicle 3: “Presuinption of Tnnotence: Do you want to play a game”

d. | Axticle 4 “Presumptioni of Innocence: Detention 3 not punishment”

e.  Article5: “Presumption of Innocenice: Innocent until proven Wealthy”

f. Artiole 6¢ “Presumption of Innccence: Can you afford to be acoused?”

g Article 7; “Presumption of Tnnocence: A proposed solution”

h Astiole 8; “Presumption of Janocsnee; Origins” |

i Article 9: *. . . unalienable Rights, that among these are Life, Liberty and

the pursuit of Happitiess”
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e ' e A
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7. Rvidence of the Subject Offenses on the Contraband Cellphones, including:

a. Thie phone numbets associated with the Contraband Cellphones, as welf as
call log information of phone aumbers of incoming and outgoing, and missed or unanswered calls
1o and from thé'Contraband Celiphones;

b. Address books and contact lists stored on the Contraband Cellphones ot its
metiory card(s); |

c. Voicemail messages, opened or unopened related to the Subject Offenses;

d. Evidence concerning the identity or focation of the o;vne1'(s) or user(s) of
the Contraband Cellphones;

e. Evidence concerning the identity andfor location of the individual(s)
involved in the conmmission Qf the Subject Offensesj

f. Hyidence of communications among, or concerning, participants in ot
withesses to the commission of the Subject Offenses;

g, Contact information of co-cohspivators and witnesses to the commission oii
the Subject Offenses, including telephone numbers, email addresses, and identifiers for instant
messaging and social media acoournts;

h. Text, data, “chas,” MMS (“Multimedid Messaging Service”) messages,
SMS (“Short Message Service™) messages, FaceTime message:;, and v-mail messages, any
attachments to thosé rhessages, such as digital photographs and videos, and any assoviated
information, such as the phone numbet of e-mail address from which the message Waé sent,
portaining to the Subject Offenses;

i Digital photographs and videos related to the Subject Offenses;
3

JAS_021319



Case 1:17-cr-00548-PAC Document 98-9 Filed 06/18/19 Page 53 of 55

}- Browsing history, websites visited, and internet searches conducted on the
Contraband Cellphenes related to the Subject Offenses.
8. If Jaw enforcement personnel seize the Contraband Cellphones, the personne] will

soarch the deviee within a reasonable amount of time, not to exceed 60 days from, the date of

execution of th.e wartant, If, after such a search has been conducted, it is determined that a
computer or device contains any data listed in paragraphs 2.and 3, the Government will retain the
computer ot device. Ifit is determined that the computer(s) or device(s) are no loiget necessary
to refricve and preserve the data, and the jterns are fiot subject to seizure pursuant to Fedeial Rule

of Criminal Proceduie 41(b), such materials and/ot eqﬁipment will be returned withina reasonable

time. Tn any event, such materials and/or equipment shall be returiied no later than 60 days from

the execution of this warrant, unless further application is made to the Court.

B.  Search and Seizure of Electronically Stored Tnformation '

The items to be searched and seized from the Subject Premises also inelude any cellphones
that may contain any electronically stored information falling, within the categories set forth in
Section TILA of this .Attach‘ment above, including, but not limited to, desktop and laptop
cornputers, disk dﬁves, modems, thumb dtives, personal digital assistants, sraart phohes, digital
careras, and soannets. The items 1o be searched and seized from the Subject 'le'fsmises also
mclude: |

L. Any items or records ﬂeadea to access the data storeéron any seized or copied

computer devices or storage miedia, including but not limited to any ‘physical keys, encryption

devices, or recerds of login credentials; passwords, pﬂx‘ra’ze e‘z’icr‘ypﬁcn keys, ot similat information.
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2. Any items or records that may facilitate a forensic examination of the computer
devices or storage media, including any hardware or software manuals or other information

- conoerning the configuration of the seized ar copied computer devices or storage media.

3. Any evidence concerning the persons with aceess to, contro] ovet, or ownership of

the seized or copied computer devices or storage media.

C. Review of ESIT

Following seizure of any computer devices and storage media and/or the creation of
forensic image copies, law enforcement personnel (ncluding, in addition fo law enforcement
officers and agénts, and depending on the nature of the ESI and the status of the investipation and
rélated proceedings, éttomeys for the government, atforney Support staff, agency personnel
the government in this investigation, and outside technical experts under govermment

assisting

control) are authorized to review the ESI contained therein for information responsive to the

warrant.
In conducting this review, law enforcethent personnel may use various techniques,
including but not limited to: |
« surveying vatious file “directories” and the individual files they contain (analogous to '
looking it the outside of a file cabinet for the markings it contains and opening a drawer
believed to contain pertinent files); |
e opening or cursorily reading the first fow "pages™ of such files in order {o determine
their precise contents;

¢ scanning storage areas to discover and possibly tecover recently deloted files;

e  scanning storagé areas for deliberately hidden files;
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o performing key word searches through all electronic storage areas to determine whether
ocouirences of language contained in such storage areas exist that are fntimately telated
to the subject matter of the investigation; and

o making reasonable efforts to utilize computei search methodology to search only for
files, documents, or ofher electronically stored information within the categories

identified in this Attachment.
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