
THE QUANTICO CIRCUIT
Yesterday, Wired’s Threat Level reported on the
Quantico Circuit, what appears to be Verizon’s
back door to give the government complete access
to our telecommunications.

A U.S. government office in Quantico,
Virginia, has direct, high-speed access
to a major wireless carrier’s systems,
exposing customers’ voice calls, data
packets and physical movements to
uncontrolled surveillance, according to
a computer security consultant who says
he worked for the carrier in late 2003.

"What I thought was alarming is how this
carrier ended up essentially allowing a
third party outside their organization
to have unfettered access to their
environment," Babak Pasdar, now CEO of
New York-based Bat Blue told Threat
Level. "I wanted to put some access
controls around it; they vehemently
denied it. And when I wanted to put some
logging around it, they denied that."

Pasdar won’t name the wireless carrier
in question, but his claims are nearly
identical to unsourced allegations made
in a federal lawsuit filed in 2006
against four phone companies and the
U.S. government for alleged privacy
violations. That suit names Verizon
Wireless as the culprit. [my emphasis]

To which John Dingell and friends respond, this
is another reason not to pass telecom immunity.

Because legislators should not vote
before they have sufficient facts, we
continue to insist that all House
Members be given access to the necessary
information, including the relevant
documents underlying this matter, to
make an informed decision on their vote.
After reviewing the documentation and
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these latest allegations, Members should
be given adequate time to properly
evaluate the separate question of
retroactive immunity.

Yeah, and while we’re at it, let’s figure out
why the email providers are actually opposed to
retroactive immunity. 


