THE INTELLIGENCE
COMMUNITY’S WILLFUL
IGNORANCE ABOUT
AMERICANS CAUGHT IN
702 SURVEILLANCE
Given the Intelligence Community’s reluctant and
partial disclosures on the Section 702
(PRISM/FAA) collection, I want to return to a
squabble from last fall, before Congress
reauthorized FAA.
As you’ll recall, Ron Wyden tried to get the IC
to disclose the number of Americans whose
communication had been reviewed under Section
702. The IC dicked around long enough to ensure
Wyden didn’t get an answer in time to make a
political stink about it. When they finally gave
him an answer, they said providing such a number
would violate the privacy of Americans.
I defer to [the NSA Inspector General’s]
conclusion that obtaining such an
estimate was beyond the capacity of his
office and dedicating sufficient
additional resources would likely impede
the NSA’s mission. He further stated
that his office and NSA leadership
agreed that an IG review of the sort
suggested would itself violate the
privacy of U.S. persons.

Ultimately, this statement seemed to be as much
about resource allocation as anything else — the
NSA and IC IGs would need more staff to
accomplish the tast. (I must say, I do find it
interesting the ICIG has time to investigate 375
leaks but not enough time to find out how many
Americans are being spied on.)
But look at how closely the government is
purportedly tracking US person data.

These procedures require that the
acquisition of information is conducted,
to the greatest extent reasonably
feasible, to minimize the acquisition of
information not relevant to the
authorized foreign intelligence purpose.
Any inadvertently acquired communication
of or concerning a U.S. person must be
promptly destroyed if it is neither
relevant to the authorized purpose nor
evidence of a crime.
[snip]
Any information collected after a
foreign target enters the U.S. –or prior
to a discovery that any target
erroneously believed to be foreign was
in fact a U.S. person– must be promptly
destroyed unless that information meets
specific, limited criteria approved by
the Foreign Intelligence Surveillance
Court.
The dissemination of any information
about U.S. persons is expressly
prohibited unless it is necessary to
understand foreign intelligence or
assess its importance; is evidence of a
crime; or indicates a threat of death or
serious bodily harm.

Now, these passages ought to make people more
worried about privacy than not. Stated clearly,
it says the government believes it can collect
and keep US person content if it deems that
content “relevant” to the reason they collected
the information.
Remember two things: this collection is not
limited to use with terrorism; it can be used
for espionage investigations, hacking, or any
foreign intelligence purpose. And the government
has already deemed every single one of our phone
records to be “relevant” to an umbrella terror
investigation, so the definition of relevance
the government has developed in secret is

unbelievably broad and persmissive.
That collection — the people whose content is
reviewed and deemed relevant and kept — is the
universe of people Wyden wanted to count. And
the government is making decisions about the
relevance of them in secret, but not tracking
the process by which they do so.
Note too that the government can disseminate US
person communications if “it is necessary to
understand foreign intelligence.” This is not
news (which is why it is so appalling that
people were fighting over whether the government
could listen to US person calls or read their
emails). It is part of traditional FISA, too.
(It was using that excuse that John Bolton was
learning about what his rivals were negotiating
with the North Koreans.) But given how much more
information an analyst can access both because
she is accessing all Internet activity and not
just phone, but also because more associated
communications are sucked up with a target, it
means many more US persons’ communications might
be disseminated. It’s not clear, by the way,
such dissemination would exclude privileged
conversations between lawyers and clients, or
discussions between journalists and sources.
And this second group of people — the ones whose
communications are being circulated — are
counted.
Though we’re not allowed to know what those
numbers are.
Here’s what the DOJ Inspector General Michael
Horowitz had to say about a statutorily required
review of the 702 collection he recently
completed (I think, but it’s not entirely clear,
that Horowitz didn’t finish this review until
after FAA was renewed last year — I know he
didn’t finish it before the Judiciary and
Intelligence Committees passed it out).
Inspector General Michael E. Horowitz of
the United States Department of Justice
Office of the Inspector General (OIG)
recently issued a report examining the

activities of the Federal Bureau of
Investigation (FBI) under Section 702 of
the Foreign Intelligence Surveillance
Act Amendments Act of 2008 (Act).
Section 702 authorizes the targeting of
non-U.S. persons reasonably believed to
be outside the United States for the
purpose of acquiring foreign
intelligence information. The Act
required that the Inspector General
conduct a review of the Department’s
role in this process and, in conjunction
with this review, the OIG reviewed the
number of disseminated FBI intelligence
reports containing a reference to a U.S.
person identity, the number of U.S.
person identities subsequently
disseminated in response to requests for
identities not referred to by name or
title in the original reporting, the
number of targets later determined to be
located in the United States, and
whether communications of such targets
were reviewed. See 50 U.S.C.
1881a(l)(2)(B) and (C). The OIG also
reviewed the FBI’s compliance with the
targeting and minimization procedures
required under the Act.
The final report has been issued and
delivered to the relevant Congressional
oversight and intelligence committees,
as well as leadership offices. Because
the report is classified, its contents
cannot be disclosed to the public.

In other words, the DOJ IG counted — because the
law required him to — the following:

The number of US personrelated communication that
got disseminated in a first
dissemination
of
intelligence
The number of US persons

whose identity identified in
a follow-up on an original
dissemination
The number of targets
originally believed to be
foreign who end up being US
persons (note, the NSA
conveniently doesn’t explain
what the specific criteria
are that would allow the
government to keep these
communications … I wonder
why?)
But it did not count how many US persons’
communications were reviewed but not
disseminated, many of which may be retained
under the relevance standard.
In general, when the government chooses not to
count things, there’s a reason it doesn’t want
to.

