ANGRY MOM AND FIRST
PRINCIPLES: WHAT IS
THE NATURE OF A
BROKEN LOCK?

This won’'t be a cool, calm, collected post like
Marcy writes, because it’s me, the angry mom.
You might even have seen me Tuesday afternoon in
the school parking lot waiting to pick up a kid
after sports practice. I was the one gripping
the steering wheel too tightly while shouting,
“BULLSHIT!” at the top of my lungs at the radio.

The cause? This quote by President Obama and the
subsequent interpretation by NPR’s Ari Shapiro.

President Obama to ABC’s new Latino
channel, Fusion (1:34): It's important
for us to make sure that as technology
develops and expands and the capacity
for intelligence gathering becomes a lot
greater that we make sure that we’'re
doing things in the right way that are
reflective of our values.

Ari Shapiro (1:46): And, Audie, I think
what you're hearing in that quote is a
sense that is widespread in this
administration that technological
improvements have let the government do
all kinds of things they weren’t able to
do before. They tapped the German
Chancellor'’s personal cellphone and
nobody really stopped to ask whether
these are things they should be doing.
And so that question, just because we
can do something, well, does it mean we
should be doing it, that'’s the question
that seems to be the focus of this
review.

Bullshit, bullshit, bullshit.

Here, let me spell this out in terms a school-
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aged kid can understand.
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This is a doorknob with a lock; so is the second
closure device on the right.

The lock technology used on the second door is
very different; it’s no longer simple analog but
digitally enhanced. The second lock'’s technology
might be more complicated and difficult to
understand. But it's still a lock; its intrinsic
purpose is to keep unauthorized persons out.

If one were to pick either lock in any way, with
any tools to enter a home that is not theirs and
for which they do not have permission to enter,
they are breaking-and-entering.

If it’'s law enforcement breaching that lock,
they’d better have a damned search warrant or a
court order, in the absence of a clear emergency
or obvious crime in progress.

The argument that information technology has
advanced to the point where the NSA blindly
stumbles along without asking whether they
should do what they are doing, or asking whether
they are acting legally is bullshit. They have
actively ignored or bypassed the proverbial lock
on the door. It matters not where the lock is
located, inside or outside the U.S.

The Washington Post’s revelation Wednesday that
the NSA cracked Yahoo's and Google’'s SSL —
secure sockets layer — is equivalent to evidence
of deliberately busted door locks. So is the
wholesale undermining of encryption systems on
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computers, cellphones, and network equipment
revealed in reports last month, whether by
weakened standards or by willfully placed holes
integrated in hardware or software.

The NSA has quite simply broken into every
consumer electronic device used for
communications, and their attached networks.
When the NSA was forced to do offer explanations
for their actions, they fudged interpretations
of the Constitution and laws in order to
continue what they were doing. Their arguments
defending their behavior sound a lot like a
child’s reasoning.

But there might be something bad going on behind
the door.

But we might need something behind the door in
the future.

But we can get behind the door if we ask our
close circle of select friends to check our

permission — they’ll keep our secrets, just

trust us, we’ll be good, honest.

But we have the authority to be everywhere when
we deem it necessary, without asking first.

And so on. The only argument we haven’t seen yet
(and might yet see) is a full-blown, screaming-
kicking-body-on-the-floor tantrum amid cries,
But we wanna’ do it!

President Obama’s statement Tuesday suggests
that the NSA has now resorted to the arrogant
“You’'re too stupid to understand these cool
tools we’ve made, so we can do it until you get
smart enough to stop us” defense. Granted,
members of Congress and the judiciary have
repeatedly proven their ignorance about
technology. The NSA’s leadership — including
Keith Alexander, with a career’s experience in
spying technology and multiple master’s degrees
under his belt — is fully aware of the disparity
between their technical prowess and that of U.S.
elected officials. They make use of this
knowledge to fend off focused questions.
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Like whether the NSA broke the locks on the
doors of ALL electronic communications-
generating devices, and the networks supporting
them.

Let's simplify the problem of NSA’s data
collection processes scooping up metadata from
innocent, non-target/non-suspect individuals,
the collection of their locations based on
cellphone use, the apparent snooping through
email and other documents conveyed and stored in
social media providers like Yahoo and Google.

These are all phones.

All these devices are used to convey
communications data — information in bits,
whether audio, visual, text, so on — from one
individual to another, over networks both
hardwired and wireless. Wiretapping of
telephones was supposed to require a search
warrant showing probable cause.

But the NSA has disregarded users’ long-held
expectations of privacy and security in their
communications. The NSA doesn’t care whether
it’s a plain old telephone service (POTS)
hardwired phone, a cellphone, a WiFi-enabled
tablet/netbook/laptop/personal computer. They
don’t care if you’re on cable, fiber, wireless
service. Whatever expectations about privacy the
public believed were reserved for anyone of
these electronic devices and supporting networks
— more so for communications based on voice over
POTS — the NSA has chosen to ignore them just as
they have ignored the locks on the doors.

When forced to explain why they have ignored
individuals’ rights to privacy and security,
they use the same childish explanations — see
above. The only new spin is their segregation of
electronic devices not identified as POTS or
hard-wired telephones; they’ve chosen to ignore
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the fact that voice communications are now
conveyed using a much broader range of devices.

But we have authority to access these devices
because they’re not really telephones.

But we can tap these not-telephone devices
because they are overseas, and anybody and
everybody overseas is fair game, whether
Chancellor or Pope.

While it's absolutely necessary that both the
public and their elected officials become more
technically savvy in order to see through the
NSA’s bullshit and develop better policy,
regulations, and oversight, it’'s also essential
that the public and their representatives
remember first principles while considering the
NSA’'s overbroad spying:

It is what it is on the face of it:

Locks on consumer
electronics and networks
have been willfully and
systematically broken;

Personal, private, and
confidential communications
as well as related metadata
have been taken in the
overwhelming number of cases
without cause;

 The NSA refuses to give us
any reasonable,
straightforward explanation
as to why laws do not apply
to their breaking into our
communications and devices.

Some folks at the NSA, White House, and Congress
needs a time-out for their inability to grasp
the rather simple nature of this failure and put
an end to this mess. I'm *this close* to
suggesting a spanking instead.
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