
DOJ STILL GETS A
FAILING GRADE ON
STRONG
AUTHENTICATION
In DOJ’s Inspector General’s annual report on
challenges facing the department, Michael
Horowitz revealed how well DOJ is complying with
the Office of Management and Budget’s directive
in the wake of the OPM hack that agencies
improve their own cybersecurity, including by
adopting strong authentication for both
privileged and unprivileged users.

DOJ’s still getting a failing grade on that
front — just 64% of users are in compliance with
requirements they use strong authentication.

Following OMB’s directive, the White
House reported that federal civilian
agencies increased their use of strong
authentication (such as smartcards) for
privileged and unprivileged users from
42 percent to 72 percent. The Justice
Department, however, had among the worst
overall compliance records for the
percentage of employees using smartcards
during the third quarter of FY 2015 –
though it has since made significant
improvements, increasing to 64 percent
of privileged and unprivileged users in
compliance by the fourth quarter. Given
both the very sensitive nature of the
information that it controls, and its
role at the forefront of the effort to
combat cyber threats, the Department
must continue to make progress to be a
leader in these critical areas.

Ho hum. These are only the databases protecting
FBI’s investigations into mobs, terrorists, and
hackers. No reason to keep those safe.

In any case, it may be too late, as the Crackas

https://www.emptywheel.net/2015/11/16/doj-still-gets-a-failing-grade-on-strong-authentication/
https://www.emptywheel.net/2015/11/16/doj-still-gets-a-failing-grade-on-strong-authentication/
https://www.emptywheel.net/2015/11/16/doj-still-gets-a-failing-grade-on-strong-authentication/
https://www.emptywheel.net/2015/11/16/doj-still-gets-a-failing-grade-on-strong-authentication/
https://oig.justice.gov/challenges/2015.pdf


with Attitude already broke into the portal for
some of those databases.

Ah well, we’ll just dump more information into
those databases under CISA and see if that
prevents hackers.
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