DOES A FIFTH OF
YAHOO’S VALUE DERIVE
FROM (PERCEIVED)
SECURITY AND PRIVACY?

The NYPost is reporting that Verizon is trying
to get a billion dollar discount off its $4.8
billion purchase price for Yahoo.

“In the last day we’'ve heard that [AOL
head, who is in charge of these
negotiations] Tim [Armstong] is getting
cold feet. He's pretty upset about the
lack of disclosure and he’s saying can
we get out of this or can we reduce the
price?” said a source familiar with
Verizon’s thinking.

That might just be tough talk to get
Yahoo to roll back the price. Verizon
had been planning to couple Yahoo with
its AOL unit to give it enough scale to
be a third force to compete with Google
and Facebook for digital ad dollars.

The discount is being pushed because it
feels Yahoo's value has been diminished,
sources said.

AOL/Yahoo will reach about 1 billion
consumers if the deal closes in the
first quarter, with a stated goal to
reach 2 billion by 2020. AOL boss Tim
Armstrong flew to the West Coast in the
past few days to meet with Yahoo
executives to hammer out a case for a
price reduction, a source said.

At one level, this is just business. Verizon has
the opportunity to save some money, and it is
exploring that opportunity.

But the underlying argument is an interesting
one, as it floats a potential value — over a
fifth of the original purchase price — tied to


https://www.emptywheel.net/2016/10/07/fifth-yahoos-value-derive-perceived-security-privacy/
https://www.emptywheel.net/2016/10/07/fifth-yahoos-value-derive-perceived-security-privacy/
https://www.emptywheel.net/2016/10/07/fifth-yahoos-value-derive-perceived-security-privacy/
https://www.emptywheel.net/2016/10/07/fifth-yahoos-value-derive-perceived-security-privacy/
http://nypost.com/2016/10/06/verizon-wants-1b-discount-on-yahoo-deal-after-hacking-reports/

Yahoo's ability to offer its users privacy.

As I understand it, the basis for any discount
would be an interesting debate, too. The NYP
story implies this is a reaction to both Yahoo's
admission that upwards of 500 million Yahoo
users got hacked in 2014 and the more recent
admission that last year Yahoo fulfilled a FISA
order to scan all its incoming email addresses
without legal challenge.

Yahoo has claimed that it only recently learned
about the 2014 hack of its users — it told
Verizon within days of discovering the hack. If
that’s true, it’s not necessarily something
Yahoo could have told Verizon before the
purchase. (Indeed, Verizon should have
considered Yahoo's security posture when buying
it.) But there are apparently real questions
about how forthcoming Yahoo has been about the
extent of the hack. The number of people
affected might be in the billions.

Yahoo can’t claim to have been ignorant about
its willingness to respond to exotic FISA
requests without legal challenge, however.

Verizon bought Yahoo at a time when Yahoo's
aggressive challenged to PRISM back in 2007 was
public knowledge. Given that Verizon had been —
or at least had been making a show — of limiting
what it would agree to do under USA Freedom Act
(Verizon got too little credit, in my opinion,
for being the prime necessary driver behind the
reform), that earlier legal challenge would have
aligned with what Verizon itself was doing:
limiting its voluntary cooperation with US
government spying requests. But now we learn
Yahoo had repurposed its own spam and kiddie
porn filter to help the government spy, without
complaint, and without even telling its own
security team.

I'll let the mergers and acquisitions lawyers
fight over whether Verizon has a claim about the
purchase price here. Obviously, the $1 billion
is just the opening offer.

But there is a real basis for the claim, at
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least in terms of value. Verizon bought Yahoo to
be able to bump its user base up high enough to
be able to compete with Google and Facebook. The
perception, particularly in Europe, that Yahoo
has neither adequately valued user security nor
pushed back against exotic US government demands
(especially in the wake of the Snowden
revelations) will make it a lot harder to
maintain, much less expand, the user base that
is the entire purpose for the purchase.

So we’'re about to learn how much of an
international Internet Service Provider’s value
is currently tied to its ability to offer
security to its users.



