THE COMPARTMENTS IN
WAPO'’S RUSSIAN HACK
MAGNUM OPUS

The WaPo has an 8300 word opus on the Obama
Administration’s response to Russian tampering
in the election. The article definitely covers
new ground on the Obama effort to respond while
avoiding making things worse, particularly with
regards to imposing sanctions in December. It
also largely lays out much of the coverage the
three bylined journalists (Greg Miller, Ellen
Nakashima, and Adam Entous) have broken before,
with new details. The overall message of the
article, which has a number of particular
viewpoints and silences, is this: Moscow is
getting away with their attack.

“[B]ecause of the divergent ways Obama and Trump
have handled the matter, Moscow appears unlikely
to face proportionate consequences.”

The Immaculate
Interception: CIA’s
scoop

WaPo starts its story about how Russia got away
with its election op with an exchange designed
to make the non-response to the attack seem all
the more senseless. It provides a dramatic
description of a detail these very same
reporters broke on December 9: Putin, who was
personally directing this effort, was trying to
elect Trump.

Early last August, an envelope with
extraordinary handling restrictions
arrived at the White House. Sent by
courier from the CIA, it carried “eyes
only” instructions that its contents be
shown to just four people: President
Barack Obama and three senior aides.
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Inside was an intelligence bombshell, a
report drawn from sourcing deep inside
the Russian government that detailed
Russian President Vladimir Putin’s
direct involvement in a cyber campaign
to disrupt and discredit the U.S.
presidential race.

[snip]

The material was so sensitive that CIA
Director John Brennan kept it out of the
President’s Daily Brief, concerned that
even that restricted report’s
distribution was too broad. The CIA
package came with instructions that it
be returned immediately after it was
read.

[snip]

In early August, Brennan alerted senior
White House officials to the Putin
intelligence, making a call to deputy
national security adviser Avril Haines
and pulling national security adviser
Susan Rice side after a meeting before
briefing Obama along with Rice, Haines
and McDonough in the Oval Office.

While the sharing of this information with just
three aides adds to the drama, WaPo doesn’t
consider something else about it. The inclusion
of Rice and McDonough totally makes sense. But
by including Avril Haines, Brennan was basically
including his former Deputy Director who had
moved onto the DNSA position, effectively
putting two CIA people in a room with two White
House people and the President. Significantly,
Lisa Monaco — who had Brennan’s old job as White
House Homeland Security Czar and who came from
DOJ and FBI before that — was reportedly
excluded from this initial briefing.

There are a number of other interesting details
about all this. First, for thousands of
wordspace, the WaPo presents this intelligence
as irreproachable, even while providing this



unconvincing explanation of why, if it is so
secret and solid, the CIA was willing to let
WaPo put it on its front page.

For spy agencies, gaining insights into
the intentions of foreign leaders is
among the highest priorities. But Putin
is a remarkably elusive target. A former
KGB officer, he takes extreme
precautions to guard against
surveillance, rarely communicating by
phone or computer, always running
sensitive state business from deep
within the confines of the Kremlin.

The Washington Post is withholding some
details of the intelligence at the
request of the U.S. government.

If this intelligence is so sensitive, why is
even the timing of its collection being revealed
here, much less its access to Putin?

That seemingly contradictory action is all the
more curious given that not all agencies were as
impressed with this intelligence as CIA was.
It’s not until much, much later in its report
until WaPo explains what remains true as
recently as Admiral Rogers’ latest Congressional
testimony: the NSA wasn’t and isn’t as convinced
by CIA's super secret intelligence as CIA was.

Despite the intelligence the CIA had
produced, other agencies were slower to
endorse a conclusion that Putin was
personally directing the operation and
wanted to help Trump. “It was definitely
compelling, but it was not definitive,”
said one senior administration official.
“We needed more.”

Some of the most critical technical
intelligence on Russia came from another
country, officials said. Because of the
source of the material, the NSA was
reluctant to view it with high
confidence.



By the time this detail is presented, the
narrative is in place: Obama failed to respond
adequately to the attack that CIA warned about
back in August.

The depiction of this top-level compartment of
just Brennan, Rice, McDonough, and Haines 1is
interesting background, as well, for the
depiction of the way McDonough undermined a
State Department plan to institute a Special
Commission before Donald Trump got started.

Supporters’ confidence was buoyed when
McDonough signaled that he planned to
“tabledrop” the proposal at the next NSC
meeting, one that would be chaired by
Obama. Kerry was overseas and
participated by videoconference.

To some, the “tabledrop” term has a
tactical connotation beyond the obvious.
It is sometimes used as a means of
securing approval of an idea by
introducing it before opponents have a
chance to form counterarguments.

“We thought this was a good sign,” a
former State Department official said.

But as soon as McDonough introduced the
proposal for a commission, he began
criticizing it, arguing that it would be
perceived as partisan and almost
certainly blocked by Congress.

Obama then echoed McDonough'’s critique,
effectively killing any chance that a
Russia commission would be formed.

Effectively, McDonough upended the table on
those (which presumably includes the CIA) who
wanted to preempt regular process.

Finally, even after these three WaPo
journalists foreground their entire narrative
with CIA’'s super duper scoop (that NSA is still
not 100% convinced is one), they don’t describe
their own role in changing the tenor of the
response on December 9 by reporting the first
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iteration of this story.

“By December, those of us working on
this for a long time were demoralized,”
said an administration official involved
in the developing punitive options.

Then the tenor began to shift.

On Dec. 9, Obama ordered a comprehensive
review by U.S. intelligence agencies of
Russian interference in U.S. elections
going back to 2008, with a plan to make
some of the findings public.

The WaPo’'s report of the CIA’s intelligence

changed the tenor back in December, and this
story about the absence of a response might

change the tenor here.

Presenting the politics
ahead of the
intelligence

The WaPo's foregrounding of Brennan'’s August
scoop is also important for the way they portray
the parallel streams of the intelligence and
political response. It portrays the Democrats’
political complaints about Republicans in this
story, most notably the suggestion that Mitch
McConnell refused to back a more public
statement about the Russian operation when
Democrats were pushing for one in September.
That story, in part because of McConnell'’s
silence, has become accepted as true.

Except the WaPo’'s own story provides ample
evidence that the Democrats were trying to get
ahead of the formal intelligence community with
respect to attribution, both in the summer, when
Clapper only alluded to Russian involvement.

Even after the late-July WikilLeaks dump,
which came on the eve of the Democratic

convention and led to the resignation of
Rep. Debbie Wasserman Schultz (D-Fla.)
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as the DNC's chairwoman, U.S.
intelligence officials continued to
express uncertainty about who was behind
the hacks or why they were carried out.

At a public security conference in
Aspen, Colo., in late July, Director of
National Intelligence James R. Clapper
Jr. noted that Russia had a long history
of meddling in American elections but
that U.S. spy agencies were not ready to
“make the call on attribution” for what
was happening in 2016.

And, more importantly, in the fall, when the
public IC attribution came only after McConnell
refused to join a more aggressive statement
because the intelligence did not yet support it
(WaPo makes no mention of it, but DHS’s public
reporting from late September still attributed
the the threat to election infrastructure to
“cybercriminals and criminal hackers”).

Senate Majority Leader Mitch McConnell
(R-Ky.) went further, officials said,
voicing skepticism that the underlying
intelligence truly supported the White
House’s claims. Through a spokeswoman,
McConnell declined to comment, citing
the secrecy of that meeting.

Key Democrats were stunned by the GOP
response and exasperated that the White
House seemed willing to let Republican
opposition block any pre-election move.

On Sept. 22, two California Democrats —
Sen. Dianne Feinstein and Rep. Adam B.
Schiff — did what they couldn’t get the
White House to do. They issued a
statement making clear that they had
learned from intelligence briefings that
Russia was directing a campaign to
undermine the election, but they stopped
short of saying to what end.

A week later, McConnell and other
congressional leaders issued a cautious
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statement that encouraged state election
officials to ensure their networks were
“secure from attack.” The release made
no mention of Russia and emphasized that
the lawmakers “would oppose any effort
by the federal government” to encroach
on the states’ authorities.

When U.S. spy agencies reached unanimous
agreement in late September that the
interference was a Russian operation
directed by Putin, Obama directed spy
chiefs to prepare a public statement
summarizing the intelligence in broad
strokes.

I'm all in favor of beating up McConnell, but
there is no reason to demand members of Congress
precede the IC with formal attribution for
something like this. So until October 7,
McConnell had cover (if not justification) for
refusing to back a stronger statement.

And while the report describes Brennan’s efforts
to brief members of Congress (and the reported
reluctance of Republicans to meet with him), it
doesn’t answer what remains a critical and open
question: whether Brennan’s briefing for Harry
Reid was different — and more inflammatory —
than his briefing for Republicans, and whether
that was partly designed to get Reid to serve as
a proxy attacker on Jim Comey and the FBI.

Brennan moved swiftly to schedule
private briefings with congressional
leaders. But getting appointments with
certain Republicans proved difficult,
officials said, and it was not until
after Labor Day that Brennan had reached
all members of the “Gang of Eight” — the
majority and minority leaders of both
houses and the chairmen and ranking
Democrats on the Senate and House
intelligence committees.

Nor does this account explain another thing: why
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Brennan serially briefed the Gang of Eight, when
past experience is to brief them in groups, if
not all together.

In short, while the WaPo provides new details on
the parallel intelligence and political tracks,
it reinforces its own narrative while remaining
silent on some details that are critical to that
narrative.

The compartments

The foregrounding of CIA in all this also raises
questions about a new and important detail about
(what I assume to be the subsequently publicly
revealed, though this is not made clear) Task
Force investigating this operation: it lives at
CIA, not FBI.

Brennan convened a secret task force at
CIA headquarters composed of several
dozen analysts and officers from the
CIA, the NSA and the FBI.

The unit functioned as a sealed
compartment, its work hidden from the
rest of the intelligence community.
Those brought in signed new non-
disclosure agreements to be granted
access to intelligence from all three
participating agencies.

They worked exclusively for two groups

n”

of “customers,” officials said. The
first was Obama and fewer than 14 senior
officials in government. The second was
a team of operations specialists at the
CIA, NSA and FBI who took direction from
the task force on where to aim their
subsequent efforts to collect more

intelligence on Russia.

Much later in the story, WaPo reveals how, in
the wake of Obama calling for a report, analysts
started looking back at their collected
intelligence and learning new details.



Obama’s decision to order a
comprehensive report on Moscow'’s
interference from U.S. spy agencies had
prompted analysts to go back through
their agencies’ files, scouring for
previously overlooked clues.

The effort led to a flurry of new,
disturbing reports — many of them
presented in the President’s Daily Brief
— about Russia’s subversion of the 2016
race. The emerging picture enabled
policymakers to begin seeing the Russian
campaign in broader terms, as a
comprehensive plot sweeping in its
scope.

It’s worth asking: did the close hold of the
original Task Force, a hold that appears to have
been set by Brennan, contribute to the belated
discovery of these details revealing a broader
campaign?

The surveillance driven
sanctions

I'm most interested in the description of how
the Obama Admin chose whom to impose sanctions
on, though it includes this bizarre claim.

But the package of measures approved by
Obama, and the process by which they
were selected and implemented, were more
complex than initially understood.

The expulsions and compound seizures
were originally devised as ways to
retaliate against Moscow not for
election interference but for an
escalating campaign of harassment of
American diplomats and intelligence
operatives. U.S. officials often endured
hostile treatment, but the episodes had
become increasingly menacing and
violent.



Several of the details WaPo presents as
misunderstood (including that the sanctions were
retaliation for treatment of diplomats) were
either explicit in the sanction package or
easily gleaned at the time.

One of those easily gleaned details is that the
sanctions on GRU and FSB were mostly symbolic.
WaPo uses the symbolic nature of the attack on
those who perpetrated the attack as a way to air
complaints that these sanctions were not as
onerous as those in response to Ukraine.

“I don’'t think any of us thought of
sanctions as being a primary way of
expressing our disapproval” for the
election interference, said a senior
administration official involved in the
decision. “Going after their
intelligence services was not about
economic impact. It was symbolic.”

More than any other measure, that
decision has become a source of regret
to senior administration officials
directly involved in the Russia debate.
The outcome has left the impression that
Obama saw Russia’s military meddling in
Ukraine as more deserving of severe
punishment than its subversion of a U.S.
presidential race.

“What is the greater threat to our
system of government?” said a former
high-ranking administration official,
noting that Obama and his advisers knew
from projections formulated by the
Treasury Department that the impact of
the election-related economic sanctions
would be “minimal.”

Three things that might play into the mostly
symbolic targeting of FSB, especially, are not
mentioned. First, WaPo makes no mention of the
suspected intelligence sources who've been
killed since the election, most credibly Oleg
Erovinkin, as well as a slew of other suspect
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and less obviously connected deaths. It doesn’t
mention the four men Russia charged with treason
in early December. And it doesn’t mention D0J’s
indictment of the Yahoo hackers, including one
of the FSB officers, Dmitry Dokuchaev, that
Russia charged with treason (not to mention the
inclusion within the indictment of intercepts
between FSB officers). There’s a lot more spy
vs. spy activity going on here that likely
relates far more to retaliation or limits on US
ability to retaliate, all of which may be more
important in the medium term than financial
sanctions.

Given the Yahoo and other indictments working
through San Francisco (including that of
Yevgeniey Nikulin, who claims FBI offered him a
plea deal involving admitting he hacked the
DNC), I'm particularly interested in the shift
in sanctions from NY to San Francisco, where
Nikulin and Dokuchaev's victims are located.

The FBI was also responsible for
generating the list of Russian
operatives working under diplomatic
cover to expel, drawn from a roster the
bureau maintains of suspected Russian
intelligence agents in the United
States.

[snip]

The roster of expelled spies included
several operatives who were suspected of
playing a role in Russia’s election
interference from within the United
States, officials said. They declined to
elaborate.

More broadly, the list of 35 names
focused heavily on Russians known to
have technical skills. Their names and
bios were laid out on a dossier
delivered to senior White House
officials and Cabinet secretaries,
although the list was modified at the
last minute to reduce the number of
expulsions from Russia’s U.N. mission in
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New York and add more names from its
facilities in Washington and San
Francisco.

And the WaPo’s reports confirm what was also
obvious: the two compounds got shut down (and
were a priority) because of all the spying they
were doing.

The FBI had long lobbied to close two
Russian compounds in the United States —
one in Maryland and another in New York
— on the grounds that both were used for
espionage and placed an enormous
surveillance burden on the bureau.

[snip]

Rice pointed to the FBI’s McCabe and
said: “You guys have been begging to do
this for years. Now is your chance.”

The administration gave Russia 24 hours
to evacuate the sites, and FBI agents
watched as fleets of trucks loaded with
cargo passed through the compounds’
gates.

Finally, given Congress’ bipartisan
fearmongering about Kaspersky Lab, I'm most
interested that at one point Treasury wanted to
include them in sanctions.

Treasury Department officials devised
plans that would hit entire sectors of
Russia’s economy. One preliminary
suggestion called for targeting
technology companies including Kaspersky
Lab, the Moscow-based cybersecurity
firm. But skeptics worried that the harm
could spill into Europe and pointed out
that U.S. companies used Kaspersky
systems and software.

In spite of all the fearmongering, no one has
presented proof that Kaspersky is working for
Russia (there are even things, which I won’t go



in to for the moment, that suggest the
opposite). But we’re moving close to de facto
sanctions against Kaspersky anyway, even in
spite of the fact (or perhaps because) they’re
providing better intelligence on WannaCry than
half the witnesses called as witnesses to
Congress. But discrediting Kaspersky undercuts
one of the only security firms in the world who,
in addition to commenting on Russian hacking,
will unpack America’s own hacking. You sanction
Kaspersky, and you expand the asymmetry with
which security firms selectively scrutinize just
Russian hacking, rather than all nation-state
hacking.

The looming cyberattack
and the silence about
Shadow Brokers

Which brings me to the last section of the
article, where, over 8000 words in, the WaPo
issues a threat against Russia in the form of a
looming cyberattack Obama approved before he
left.

WaPo’'s early description of this suggests the
attack was and is still in planning stages and
relies on Donald Trump to execute.

Obama also approved a previously
undisclosed covert measure that
authorized planting cyber weapons in
Russia’s infrastructure, the digital
equivalent of bombs that could be
detonated if the United States found
itself in an escalating exchange with
Moscow. The project, which Obama
approved in a covert-action finding, was
still in its planning stages when Obama
left office. It would be up to President
Trump to decide whether to use the
capability.

But if readers make it all the way through the
very long article, they’ll learn that’s not the
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case. The finding has already been signed, the
implants are already being placed (implants
which would most likely be discovered by
Kaspersky), and for Trump to stop it, he would
have to countermand Obama’s finding.

The implants were developed by the NSA
and designed so that they could be
triggered remotely as part of
retaliatory cyber-strike in the face of
Russian aggression, whether an attack on
a power grid or interference in a future
presidential race.

Officials familiar with the measures
said that there was concern among some
in the administration that the damage
caused by the implants could be
difficult to contain.

As a result, the administration
requested a legal review, which
concluded that the devices could be
controlled well enough that their
deployment would be considered
“proportional” in varying scenarios of
Russian provocation, a requirement under
international law.

The operation was described as long-
term, taking months to position the
implants and requiring maintenance
thereafter. Under the rules of covert
action, Obama’s signature was all that
was necessary to set the operation in
motion.

U.S. intelligence agencies do not need
further approval from Trump, and
officials said that he would have to
issue a countermanding order to stop it.
The officials said that they have seen
no indication that Trump has done so.

Whatever else this article is designed to do, I
think, it is designed to be a threat to Putin,
from long gone Obama officials.



Given the discussion of a looming cyberattack on
Russia, it’s all the more remarkable WaPo
breathed not one word about Shadow Brokers,
which is most likely to be a drawn out
cyberattack by Russian affiliates on NSA. Even
ignoring the Shadow Brokers’' derived global
ransomware attack in WannaCry, Shadow Brokers
has ratcheted up the severity of its releases,
including doxing NSA’s spies and hacks of the
global finance system, It has very explicitly
fostered tensions between the NSA and private
sector partners (as well as the reputational
costs on those private sector partners). And it
has threatened to leak still worse, including
NSA exploits against current Microsoft products
and details of NSA’s spying on hostile nuclear
programs.

The WaPo is talking about a big cyberattack, but
an entity that most likely has close ties to
Russia has been conducting one, all in plain
sight. I suggested back in December that Shadow
Brokers was essentially holding NSA hostage in
part as a way to constrain US intelligence
retaliation against Russia. Given ensuing
events, I'm more convinced that is, at least
partly, true.

But in this grand narrative of CIA’s early
warning and Obama’s inadequate response, details
like that remain unsaid.
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