THE GOVERNMENT
PREPARES TO ARGUE
THAT TRANSMITTING
INFORMATION *TO*
WIKILEAKS MAKES THE
VAULT 7 LEAK
DIFFERENT
In a long motion in limine yesterday, the
government suggested that if Joshua Schulte had
just been given a “prestigious desk with a
window,” he might not have leaked all of CIA’s
hacking tools in retaliation and caused what the
government calls “catastrophic” damage to
national security.
Schulte grew angrier at what he
perceived was his management’s
indifference to his claim that
Employee-1 had threatened him. Schulte
also began to complain about what,
according to him, amounted to favoritism
toward Employee-1, claiming, for
example, that while the investigation
was ongoing, Schulte was moved to an
“intern desk,” while Employee-1 had been
moved to a “prestigious desk with a
window.”
[snip]
The Leaks are the largest illegal
disclosure of CIA information in the
agency’s history and, as noted above,
caused catastrophic damage to national
security.

Along the way, the motion provides the most
detailed description to date about how the
government believes Schulte stole the Vault 7
files from CIA. It portrays him as an arrogant

racist at the beginning of this process, and
describes how he got increasingly belligerent
with this colleagues at CIA leading up to his
alleged theft of the CIA’s hacking files,
leading his supervisors to recognize the threat
he might pose, only to bollox up their efforts
to restrict his access to CIA’s servers.
The motion, along with several other submitted
yesterday, suggests that the government would
like to argue that leaking to
WikiLeaks heightens the damage that might be
expected to the United States.
Along with laying out that it intends to argue
that the CIA charges (stealing the files and
leaking them to WikiLeaks) are intertwined with
the MCC charges (conducting “information war”
against the government from a jail cell in the
Metropolitan Correction Center; I explained why
the government wants to do so here), the
government makes the case that cybersecurity
expert Paul Rosenzweig should testify as a
witness about WikiLeaks.
Rosenzweig will testify about (i)
WikiLeaks’s history, technical and
organizational structure, goals, and
objectives; (ii) in general terms, prior
leaks through WikiLeaks, in order to
explain WikiLeaks’s typical practices
with regard to receiving leaked
classified information, its practices or
lack thereof regarding the review and
redaction of sensitive information
contained in classified leaks, and
certain well-publicized harms to the
United States that have occurred as a
result of disclosures by WikiLeaks; and
(iii) certain public statements by
WikiLeaks regarding the Classified
Information at issue in this case.

Rosenzweig’s testimony would come in addition to
that of classification experts (probably for
both sides) and forensic experts (again, for
both sides; Steve Bellovin is Schulte’s expert).

The expert witnesses were allowed to
testify as to the background of the
organization Wikileaks; how the U.S.
Government uses certain markings and
designations to identify information
that requires special protection in the
interests of national security; the
meaning of certain computer commands and
what they would do; how various
computers, servers, and networks work;
how data is stored and transferred by
various computer programs and commands;
and the examination of data that is
stored on computers and other
electronics.

The only motion in limine Schulte submitted
yesterday objected to Rosenzweig’s testimony.
Schulte argues that the government’s expert
notice neither provides sufficient explanation
about Rosenzweig’s intended testimony nor proves
he’s an expert on WikiLeaks. More interesting is
Schulte’s

argument that Rosenzweig’s testimony

would be prejudicial. It insinuates that
Rosenzweig’s testimony would serve to substitute
for a lack of proof about how Schulte sent the
CIA files to WikiLeaks (Schulte is alleged to
have used Tor and Tails to transmit the files,
which would leave no forensic trace).
In Mr. Schulte’s case, the government
has no reliable evidence of how much
information was taken from the CIA, how
it was taken, or when it was provided to
WikiLeaks. The government cannot
overcome a lack of relevant evidence by
introducing evidence from other cases
about how much information was leaked or
how information was leaked in unrelated
contexts. The practices of WikiLeaks in
other contexts and any testimony about
alleged damage from other entirely
unrelated leaks is completely
irrelevant.

Schulte’s claimed lack of evidence regarding

transfer notwithstanding, that’s not how the
government says they want to use Rosenzweig’s
testimony. They say they want to use his
testimony to help prove that Schulte intended to
injure the US.
The Government is entitled to argue that
Schulte intended to harm the United
States, by transmitting the stolen
information to WikiLeaks, because he
knew or had reason to know what
WikiLeaks would do with the information.
The fact that WikiLeaks’ prior conduct
has harmed the United States and has
been widely publicized is powerful
evidence that Schulte intended or had
reason to believe that “injury [to] the
United States” was the likely result of
his actions—particularly given that the
Government will introduce evidence that
demonstrates Schulte’s knowledge of
earlier WikiLeaks disclosures, including
his own statements.

It does so by invoking WikiLeaks’ past leaks and
the damage those leaks have done.
Accordingly, proof that it was
foreseeable to Schulte that disclosure
of classified information to WikiLeaks
could cause “injury [to] the United
States” is a critical element in this
case. Indeed, the Senate Select
Committee on Intelligence has explicitly
stated “that WikiLeaks and its senior
leadership resemble a non-state hostile
intelligence service.” S. Rep. 115-151
p. 10. In order to evaluate evidence
related to this topic, the jury will
need to understand what WikiLeaks is,
how it operates, and the fact that
WikiLeaks’ previous disclosures have
caused injury to the United States. The
Government is entitled to argue that
Schulte intended to harm the United
States, by transmitting the stolen
information to WikiLeaks, because he

knew or had reason to know what
WikiLeaks would do with the information.

Notably, the government motion invokes the
Senate’s recognition that WikiLeaks resembles “a
non-state hostile intelligence service.” That
may well backfire in spectacular fashion. That
statement didn’t come until over a year after
Schulte is alleged to have stolen the files. And
the statement was a follow-up to Mike Pompeo’s
similar claim, which was a direct response to
Schulte’s leak. If I were Schulte, I’d be
preparing a subpoena to call Pompeo to testify
about why, after the date when Schulte allegedly
stole the CIA files, on July 24, 2016, he was
still hailing the purported value of WikiLeaks’
releases.
The thing is, showing that the specific nature
of the intended recipient of a leak is an
element of the offense has never been required
in Espionage leak cases before. Indeed, the
government’s proposed jury instructions are
based off the instruction in the Jeffrey
Sterling case. While the government flirted with
naming James Risen an unindicted co-conspirator
in that case, they did not make any case that
leaking to Risen posed unique harm.
Moreover, even before getting into Schulte’s
statements about WikiLeaks (most of which have
not yet been made public, as far as I’m aware),
by arguing the CIA and MCC charges together, the
government will have significant evidence not
just about Schulte’s understanding of WikiLeaks,
but his belief and that they would lie to harm
the US. The government also has evidence that
Schulte knew that WikiLeaks’ pretense to
minimizing harm with the Vault 7 files was
false, and that instead WikiLeaks did selective
harm in its releases, though it doesn’t want to
introduce that evidence at trial.
In other words, this seems unnecessary,
superfluous to what the government has done in
past Espionage cases, and a dangerous precedent
(particularly given the way the government

suggested that leaking to The Intercept was
especially suspect in the Terry Albury and
Reality Winner cases).
That’s effectively what Schulte argues: that the
government is trying to argue that leaking to
WikiLeaks is particularly harmful, and that if
such testimony goes in, it would be forced to
call its own witnesses to testify about how past
WikiLeaks releases have shown government
malfeasance.
This testimony could also suggest that
the mere fact that information was
released by WikiLeaks necessarily means
that it was intended to—and did—cause
harm to the United States. These are not
valid evidentiary objectives. Instead,
this type of testimony would create
confusion and force a trial within a
trial on the morality of WikiLeaks and
the extent of damage caused by prior
leaks. If the government is allowed to
introduce this evidence, the defense
will necessarily have to respond with
testimony about how WikiLeaks is a nonprofit news organization, that it has
previously released information from
government whistle-blowers that was
vital to the public understanding of
government malfeasance, and that any
assertion of damages in the press is not
reliable evidence.

The government, in a show of reasonableness,
anticipates Schulte’s argument about the
prejudice this will cause by stating that it
will limit its discussion of prior WikiLeaks
releases to a select few.
The Government recognizes the need to
avoid undue prejudice, and will
therefore limit Mr. Rosenzweig’s
testimony to prior WikiLeaks leaks that
have a direct relationship with
particular aspects of the conduct
relevant to this case, for example by

linking specific harms caused by
WikiLeaks in the past to Schulte’s own
statements of his intent to cause
similar harms to the United States or
conduct. Those leaks include (i) the
2010 disclosure of documents provided to
WikiLeaks illegally by Chelsea Manning;
(ii) the 2010 disclosure of U.S.
diplomatic cables; (iii) the 2012
disclosure of files stolen from the
intelligence firm Stratfor; and (iv) the
2016 disclosure of emails stolen from a
server operated by the Democratic
National Committee.

The selected cases are notable, as all of them
(with Manning’s leaks seemingly listed twice)
involve cases the government either certainly
(with the EDVA grand jury seeking Manning and
Jeremy Hammond’s testimony) or likely (with
ongoing investigations into Roger Stone)
currently has ongoing investigations into.
As a reminder: absent an unforeseen delay, this
trial will start January 13, 2020 and presumably
finish in the weeks leading up to the beginning
of Julian Assange’s formal extradition process
on February 25. The government has maintained it
can add charges up until that point, and US
prosecutors told British courts it won’t provide
the evidence against Assange until two months
before the hearing (so around Christmas).
Schulte’s trial, then, appears to be the opening
act for that extradition, an opening act that
will undermine the claims WikiLeaks supporters
have been making about the journalistic
integrity of the organization in an attempt to
block Assange’s extradition. Rosenzweig’s
testimony seems designed, in part, to heighten
that effect.
Which may be why this instruction appears among
the government’s proposed instructions.
Some of the people who may have been
involved in the events leading to this

trial are not on trial. This does not
matter. There is no requirement that
everyone involved in a crime be charged
and prosecuted, or tried together, in
the same proceeding.
You may not draw any inference,
favorable or unfavorable, towards the
Government or the defendant from the
fact that certain persons, other than
the defendant, were not named as
defendants in the Indictment. Do not
speculate as to the reasons why other
persons were not named. Those matters
are wholly outside your concern and have
no bearing on your function as jurors.
Whether a person should be named as a
co-conspirator, or indicted as a
defendant in this case or another
separate case, is a matter within the
sole discretion of the United States
Attorney and the Grand Jury.

As noted, a number of different WikiLeaks
supporters have admitted to me that they’re
grateful Assange has not (yet) been charged in
conjunction with the Vault 7 case, because even
before you get to his attempt to extort a pardon
with the files, there’s little journalistic
justification for what it did, and even more
reason to criticize WikiLeaks’ actions as the
case against Schulte proceeded.
Yet the obscure proceedings before the EDVA
grand jury suggests the government may be
pursuing a conspiracy case that starts in 2010
and continues through the Vault 7 releases, with
the same variety of Espionage and CFAA charges
continuing through that period.
By arguing the CIA and MCC charges in tandem,
the government can pretty compellingly make the
case that WikiLeaks’ activities went well beyond
journalism in this case. But it seems to want to
use Rosenzweig’s testimony to make the case more
broadly.

