JOSHUA SCHULTE’S HOT
AND COLD SNOWDEN
VIEWS

I've been tracking the government’s claims that
the Vault 7 leaks “relate” to earlier Wikileaks
leaks — including Chelsea Manning’'s and

Anonymous‘ — Edward Snowden, and Shadow Brokers.

With respect to Snowden, specifically, in a
warrant application submitted in 2017 (PDF 150)
the government cited Schulte’s search for a
specific Snowden tweet on August 4, 2016, just
as he started searching for WikilLeaks
information.

(—; Edward Snowden

Did you work with me? Have we talked since 20137 Please
recontact me securely, or talk to @bartongellman. It's time.
twitter.com/bartongellman/.

15 PM - 3 Aug 2018

- 3490 W 949

In a November filing laying out their theory of
the crime, the government cited his searches on
WikilLeaks and “related” topics in that same time
period.

Around this time, Schulte also began
regularly to search for information
about WikilLeaks. In the approximately
six years leading to August 2016,
Schulte had conducted one Google search
for WikiLeaks. Beginning on or about
August 4, 2016 (approximately three
months after he stole the Classified
Information), Schulte conducted numerous
Google searches for WikilLeaks and
related terms and visited hundreds of
pages that appear to have resulted from
those searches. For example, in addition
to searching for information about
WikilLeaks and Julian Assange, its
primary leader, Schulte also conducted
searches using the search terms
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“narcissist snowden, wikileaks code,”
“wikileaks 2017,” “shadow brokers,” and
“shadow broker’s auction bitcoin.”
“Snowden” was presumably a reference to
Edward Snowden, the former NSA
contractor who disclosed information
about a purported NSA surveillance
program, and “Shadow Brokers” was a
reference to a group of hackers who
disclosed online computer code that they
purportedly obtained from the NSA,
beginning in or about August 2016.
Indeed, in contrast to the period before
August 4, 2016, between that date and
March 2017 (when the first of the Leaks
occurred), Schulte conducted searches
for Wikileaks and related information on
at least 30 separate days.

Many of these searches, particularly the Snowden
ones, could have been innocuous.

When Schulte’s lawyers tried to complain that
Paul Rosenzweig’s inclusion of Manning,
Anonymous, and Snowden in his expert testimony
on WikilLeaks falsely assumed that Schulte knew
of those earlier leaks, the government revealed
that in contemporaneous chats, Schulte had
commented on both Manning and Snowden.

Moreover, even setting aside the dubious
assertion that a member of the U.S.
intelligence community could have been
completely unaware of WikilLeaks' serial
disclosures of classified and sensitive
information and the resulting harm, the
Government’s proof at trial will include
evidence that the defendant himself was
well aware of WikiLeaks’ actions and the
harms it caused. For example, WikilLeaks
began to disclose classified information
Manning provided to the organization
beginning in or about April 2010,
including purported information about
the United States’ activities in
Afghanistan. In electronic chats stored
on the defendant’s server, the defendant
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discussed these disclosures. For
example, on August 10, 2010, the
defendant wrote in a chat “you didn't
read the wikileaks documents did you?”
and, after that “al gaeda still has a
lot of control in Afghanistan.” In
addition, on October 18, 2010, the
defendant had another exchange in which
he discussed Manning’s disclosures,
including the fact that the information
provided was classified, came from U.S.
military holdings, and that (according
to the defendant) it was easy for
Manning to steal the classified
information and provide it to WikilLeaks.
Similarly, in a June 9, 2013 exchange,
the defendant compared Manning to Edward
Snowden, the contractor who leaked
classified information from the National
Security Agency, and stated, in
substance and in part, that Snowden,
unlike Manning, “didnt endanger in [sic]
people.”

As I noted, that exchange the very day Snowden
came forward might suggest Schulte had a much
less critical view of Snowden’s leak than
Manning’s.

But that’s not what he told his former CIA
colleague, who testified this week under the
pseudonym Jeremy Weber. To Weber, Schulte
condemned Snowden’s behavior in the strongest
terms, arguing Snowden was a traitor who should
be executed.

A. I don’t believe so, no.

Q. You don’'t remember him ever
discussing leakers with you?

A. I, I do remember talking about
leakers.

Q. Okay. What do you recall?
A. There was discussion around Snowden.

Q. Okay. And?
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A. Schulte felt that Snowden was a — had
betrayed his country.

Q. That doesn’t, you know, he seems to
have strong opinions on everything. You
sure he didn’t say more?

A. He probably would have call him a
traitor. Said he should be executed for
sure. I don’'t remember specific
verbiage, but he did express his typical
strong opinions.

Q. Right. Then he had those same
opinions about Chelsea Manning, correct?

A. Possibly. I don’'t remember
conversations about Chelsea Manning.

Q. And when he was talking about
Snowden, it was clear to you that he
strongly believed in the mission of the
CIA, correct?

A. Yes.

Q. And he strongly believed that you
should do nothing against America,
correct?

A. Yes.

Q. And he thought Snowden should be
executed, correct?

A. I believe I recall specifically him
saying that.

Remarkably, Schulte’s lawyer Sabrina Shroff
didn’'t seem to expect this answer, even though
she made much of the prior interviews Weber had
had with what she called prosecutors, but which
instead probably reflects having gotten 16 302s
for Weber, many of them probably interviews with
just FBI agents conducting early interviews as
part of the investigation.

Q. You met with each one of these
prosecutors, correct?



A. I don’'t know if I talked to all of
them, but, yes.

Q. You've talked to them somewhere
between 11 and 15 times?

A. I have no idea what the number was.

Q. March 22, 2017, March 27, April 5,
May 8th, May 22, June 1st, August 31.
This was all in 2017.

A. Okay.

Q. Do you have any idea how many hours
you spent with them in 20177

A. No, I don’t.

Q. 2018, you met with them on January
12, June 1st, June 11, August 6,
November 12, December 12, Any idea how
many hours you spent with them?

MR. LAROCHE: Objection.
A. No.
THE COURT: Overruled.

Q. Then you met with them in January.
Correct?

A. Yes.

Q. January 14, January 21, and January
29. Correct?

A. Possibly, yes.

Still, if Shroff has 16 302s from Weber and she
didn’'t know how he would answer this question,
whether he and Schulte had ever spoken about
Snowden’s leaks, it suggests the FBI and
prosecutors never thought to ask someone who had
worked side by side with Schulte for 6 years,
starting around the same time as the Manning
leaks and continuing through the Snowden leaks.
Which is pretty remarkable.

The government responded by getting Weber to
read from Schulte’s prison notebook where he



seemingly advocated for sending top secret
documents to WikilLeaks.

Q. Can you please read what the
defendant wrote here?

A. “This is a huge wake-up call to U.S.
intelligence officers. The Constitution
you fight to defend will be” —

MS. SHROFF: Denied.

A. — “denied to you if, God forbid, you
are ever accused of a crime. If your
government has no allegiance in you, why
do you have any allegiance towards your
government or associates provided info
to the NYT.”

MR. LAROCHE: Can we go up to the next,
to the top of this page, please.

Q. Again, is this the defendant’s
handwriting?

A. Yes.

Q. Can you please read what the
defendant wrote?

A. “Your service in” — defense, maybe,
“in” — I don’t recognize that word —
“security investigations and pristine
criminal history can’t even get you
bail. As Joshua Schulte has said, you
are denied a presumption of innocence.
Ironic, you do your country’s dirty
work, but when you — when your country
accuses you of a crime, you are arrested
and presumed guilty. And” — I don’'t —
“and” something, “your service. Send all
of your secrets here: WikilLeaks.”

The chats from 2013 are not yet in evidence, so
the government simply relied on what they had
already entered with Weber based off his
familiarity with Schulte’s handwriting.

But Shroff will — and already has — argued that
you can’t argue the views Schulte expressed



after he had been in jail for months were the
same ones that motivated his actions in 2016,
when he allegedly stole all these files. Weber
couldn’t place his conversations about Snowden
in time, so his views could have also changed
before he leaked the files. But the 2018 prison
notebooks cannot be said to reflect Schulte’s
views in 2016.

The government seems intent on using Snowden et
al to prove a level of mens rea that’'s more than
they need to prove to get convictions on the
Espionage Act charges — that Schulte intended to
do harm rather than had reason to know, based
off his understanding of classification and the
import of those hacking tools, that it would do
harm. The varying things Schulte has said about
Snowden and others may or may not support that,
at least for the Espionage charges tied to the
2016 leaks.

That said, if and when Schulte is sentenced for
all this, the testimony that he once claimed to
believe leakers like Snowden should be executed
may not help him avoid a life sentence.

Calyx Institute has generously funded obtaining
these Schulte trial transcripts. Please consider
a tax deductible donation to support that
effort.
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