CIFA 2.0 BACK IN THE
OUTSOURCING
BUSINESS
Remember the Counterintelligence Field Activity
(CIFA)? Here’s how I described it back in 2007.
CIFA is, along with the National
Security Letters Congress is now
cracking down on, probably the biggest
abuse of civil rights and privacy BushCo
has hatched up. It was designed to
gather intelligence on threats to
defense installments in the United
States–to try to collect information (in
the TALON database) on threatening
people scoping out domestic bases. But
it ended up focusing on peace activists
and the lefty blogosphere’s own Jesus’
General.

70 percent of CIFA’s employees

are contractors, a figure that makes it
a prime candidate for politicized
contracting scandal.

Among the contractors spying on Americans was
MZM, one of the companies that bribed Duke
Cunningham. Prosecutors in that case started
investigating MZM’s CIFA contracts in May 2006.
Three months after that, the top two managers at
CIFA, who had directed CIFA keep sending MZM
contracts, resigned suddenly. When DOD’s
Inspector General tried to investigate CIFA in
2007, it discovered (it claimed) that the entire
CIFA database had been destroyed in June 2006,
just as prosecutors were closing in on those
contracts.
Later, in 2008, just as CIFA was claiming it
couldn’t publicly reveal its unclassified
contracts, we learned that Stephen Cambone (who
had led one of the inquiries into CIFA), had won
a contract from it, sort of a payoff for not
finding anything, I guess.
Later that year, DOD “disestablished” CIFA.

Or rather, they renamed it, calling it the
Defense Counterintelligence and Human
Intelligence Center. Then, last year, we learned
that database DOD claimed had been destroyed in
2006 really hadn’t been, and CIFA 2.0 was
getting back in the business of keeping a
database of information on big threats to the US
like Quakers and bloggers.
The Defense Intelligence Agency wants to
open a new repository for information
about individuals and groups in what
appears to be a successor to a
controversial counterintelligence
program that was disbanded in 2008.
The new Foreign Intelligence and
Counterintelligence Operation Records
section will be housed in DIA’s Defense
Counterintelligence and Human
Intelligence Center, or DCHC, formed
after the demise of the
Counterintelligence Field Activity, or
CIFA, according to an announcement that
appeared Tuesday in the Federal
Register.
The “activity” was disbanded, but
evidently not its records database,
which seems to be headed to the new
unit. One of the criticisms of CIFA was
that it vacuumed up raw intelligence on
legal protest groups and individuals
from local police and military spies.
When the DCHC was launched in 2008, the
Pentagon said “it shall NOT be
designated as a law enforcement activity
and shall not perform any law
enforcement functions previously
assigned to DoD CIFA.”
Why the new depository would want such
records while its parent agency no
longer has a law enforcement function
could not be learned. Not could it be
learned whether the repository will
include intelligence reports on protest

groups gathered by its predecessor,
CIFA.

The only thing left, at that point, was to
figure out what defense contractor was getting
rich spying on American citizens.
The answer? Lockheed Martin.
Lockheed Martin has openings for
talented and motivated professionals in
the counterintelligence (CI) field to be
part of an evolving and highly
specialized team that will provide
direct support to the Defense
Intelligence Agency’s (DIA) Defense
Counterintelligence and Human
Intelligence Center (DCHC).
The team Lockheed Martin is assembling a
team which will function in CI areas
such as: force protection; support to
Joint Terrorism Task Force (JTTF); CI in
Cyberspace; research, development and
acquisitions; critical infrastructure
protection; CI support to Offensive CI
Operations; analysis & production (A&P);
collections; campaigns; policy;
assessments; TSCM; security; information
assurance, and Enterprise governance
support (administrative).

Not only is the entire concept wrong, using
contractors to spy on Quakers and bloggers. Not
only is it especially troublesome that
Lockheed–a company with close ties to NSA–is
doing this work (which would make it easy for
reports from physical surveillance to migrate
into the signals surveillance NSA does). But
note what else is now included in CIFA 2.0: “CI
in Cyberspace.” That is, Lockheed with its close
ties to NSA is now in charge of spying on those
claimed to present an online counterintelligence
threat to the United States. And maybe doing
things like hacking a media site to try to
exercise illegal prior restraint.

