WHAT THE REPORTING
ON THE RE-RELEASED
DOJ IG REPORT ON
SECTION 215 MISSED
ABOUT FBI'S MISUSE OF
TERRORISM TOOLS

I've been meaning to return to coverage of the
re-release of the DOJ IG Reports on Section 215
liberated by Charlie Savage just before
Christmas. I've been seeing a lot of focus on
posts like this which “report” that FBI used
NSLs to get data the FISA Court would not
approve under Section 215 for First Amendment
reasons. Such a focus drives me batshit for 3
reasons:

» It is not news that the FBI
used an NSL to get data the
FISC deemed improper under
the First Amendment

 There are actual, current
problems with NSL practice
to be more concerned about

In addition, the FBI has
been sitting on a current
Section 215 IG Report

It 1s not news that the
FBI used an NSL to get
data the FISC deemed
improper under the
First Amendment

As I noted (and as most outlets seem to have
missed) these two reports are re-releases of old
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DOJ IG reports, part of a series of re-released
reports in response to a Charlie Savage lawsuit.
And while this release is not quite so bad as
the previous release — in which

FBI actually reclassified previously public
words! — there’s still very little that’'s new.
In addition to the phone dragnet appendix we've
all been waiting for (which I wrote about here),
the most significant newly released material
pertains to how FBI shares Section 215
information with foreign governments (including
the declassification of descriptions of that
use, as on page 27, 29). The most interesting
new material may be a reference on page 20 that
reveals OIPR only temporarily stopped using
combination orders in 2006 after the passage of
the PATRIOT Reauthorization. This suggests they
may have resumed using them to get location
data, as I laid out here(and as clearly admitted
by James Cole here).

But that’s, for the most part, it. There are
only words here or there that are newly
released.

Not only was the NSL-replacing-a-215-request not
new, but there were congressional hearings on it
when the report initially got released.

Indeed if you compare this passage from the
original 2008 release:

4. OIG Analysis

We comaidersd this matier (o be noleworthy because the FIS& Court
rwice refused to puthorize Section 215 orders hased on concerns that the
investigation was premised on protected First Amendment sctivity, and the
FEI subsequently tssiied NSLa ta obitaln mnbor |r|.-||_||,|r|ﬂ Based
on the same factual predicate withowt first revewing the underiying
imvestigation o emsure il did not wiolate the First Amendment caveat.

Section 215 allows the FE] 1o seek a business records arder for a
natlenal security nvestigation of a 1S, person provided that tee
Investigation s “not conducted solely upon the basls of activities protected
by thee firsd amencdment of the Constitution.” See 50 USC. § 186 1) 1) amd
[AIZE). Simdlagly, the Fight to Financial Prvecy Act (RFPA), 12 US.C. §
3414, allows the FBIl 1o Isswe NELs to cbiain Bnancial records for o national
securily mvestigation of a ULS, person provided that the imeestigation is "ot
conducted solely upon the basis of activities protected by the first
amendment of the Constitution.”

In this matter, both FBI and OIFR personne] had raised First

Amendment conpsrms regarding he predicate for the mvestigation u{'-
before and after the firse Saction 216 read application was

submdiled b6 the FISA& Coiurl. Onee the Courl expressed simdlar concerns
and rejected the successive applications, we believe i was incambent wpon
the FOI and OPR re-evaluate the investigation before seeking sdditional
mfarmation aboail _ using MSLs, Instesd. the FBI issued NSLs
based on the same fBotual predicate contained In the Section 215
applications and without addibonal information about
sctivitles, despite the Court's rejection on Do sotaskms of requests fora
Section 2156 order.

W were also concemed
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With the same passage from the re-release:

4. 016G Analysis (17

We comsidered this matter (o be notewarlby because the FiSA Courl
twios refussd to avilorize Seetion 215 ordors based an contemns that the
investigation was premised on prodected First Arer j i i tha
FRI subsequently issoed KSLs to obtadn mfommat ensar
wn e saome Eacteal predicabe wilboul Orst reviewiong U underlying
Trwestigation to ensaine If did mob vindate the First Amendment cavent. B8

Section Z15 allows (he FBI 1o seek a business reconds arder for a
mmakinnal securily imvestigation of a U5, prrson provided that the
irmvestiga tion 15 “nol condhactsd salely wpon (o basis ol activities proteoied
Iy e firsl smmencdmeni of the Constitation.” See 50 0L5.C. § 18G1RH1] and
a0, Stmilarly, the Bighl o Finssoial Privacy Act (RFPA), 12 US.C 8
F414. allows (he FRE Go dasiss MSLA b abilaln [nascal records for & natleril
security investigniion of a ULS5. person provided that the fovestigniion is "not
oamiuoted sodely upoas the basis of activities protecied by the firsg
amendnreml of the Constitution.™ {1§

In this matter. Both FE1 and OIPR personne] had raissd Firsl
pemdnend concerns regarding the predicate for the investigation nE .
F-r‘.nn.— and afier the first Secitan 215 read application was -
U Ted to the FISA Courl. Onoe the Court expressed similar concerns
and repected the ;w:cﬂutne appllr itions, we believe it was incumibent wpon

the FBI and OIFR o « prvesligaiion belore seckdng sddilbomnal
tndirru iy Al g NSLA, [rdleadd th(' FO issued NSLa

hagmed onn [he sains Bclenl predecaie contaimed in the Section 315
applications and withowl additional inforemastion abo 4
activities, despile the Courl's rejection on two ocensions of requests. for 27

Section 215 arder. X 7

We were alsn concermied ml

(e

You can see that the revelation about the use of
an NSL where the court had already rejected a
Section 215 order has not changed (there are a
few new words revealed elsewhere).

It seems the lesson we should take from this new
release is precisely the same I took from the
last one: this is ridiculous! We've been talking
non-stop about Section 215 for 18 months, and
yet all that discussion hasn’t led to anything
but foreign sharing and a brief appendix to be
released?

There are actual,
current problems with
NSL practice to be more
concerned about

The focus on problems with an individual Section
215/NSL years ago distracts from ongoing
problems with NSLs revealed in the D0OJ IG Report
released earlier this year.

Those problems include:

 FBI not only can’t
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accurately count how many
NSLs it issues, but
“attempting to obtain 100
percent accuracy in the NSL
subsystem would create an
undue burden without
providing corresponding
benefits”

A significant chunk (and
possibly a very big) chunk
of what the FBI can’t count
are “sensitive” requests
that might be sensitive
targets (like journalists or
politicians) or
counterintelligence NSLs;
FBI doesn’t use its
automated tracking system
for some or all of these NSL
requests and DO0J’'s IG 1is
specifically excluded from
any review of such requests

 FBI still appears to use
NSLs to track journalists

» The FBI refuses to do modern
things like track its NSL
use electronically, and for
the dead tree tracking it
does do on NSL request
backups, it does not have
that backup for 50% of its
requests

» FBI obtains stuff using NSLs
that DOJ’'s IG doesn’t think
really fits into the
definition of toll data; it
also fairly routinely
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obtains records for all
friends-and-family on an
account

 The FBI and the Intelligence
Oversight Board have changed
the terms for what counts as
a violation, even while the
IG thinks those +things
remain violations (as a
result, the FBI boasts about
its entirely artificial
lower violation rate)

 FBI insisted on redacting
things in this report — not
just from us, but also from
Congress — that had been
unredacted in the past -
including what they’'re
getting and what constitutes
a violation

That is, it seems FBI is still doing funky
things with its NSLs, but doing a better job of
hiding it all, even from Congress.

Want to do some reporting on NSL outrages? Try
reporting on current practice, not
rehashing stuff that happened 8 years ago.

The FBI has been
sitting on a current
Section 215 IG Report

Then there’s the matter of the current D0OJ IG
Report on Section 215 — a report that has been
pending (by my rough count) for 1,663 days, or
over 4.5 years. D0J IG finished it months and
months ago, but FBI and other Intelligence
Community members have been stalling its
release in a classification review. Given that
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DOJ’'s IG said in December 2013 that how much he
could release with this report depended on how
much FBI declassified from all his office’s
previous reports, and given that they’re not
substantially declassifying anything more, it
seems they’'re trying to bury a report on a
program under current debate by classification.

That we’re waiting for such an old report means
we're still waiting on detailed reporting from
2009, the year of the big Section 215
violations. It means we’ve got no independent
assessment of how FBI is currently using Section
215 (besides the phone dragnet).

Moreover, I all but guarantee you that report
will focus on two issues — FBI's outright
refusal to follow PATRIOT Reauthorization law as
passed in 2006 and adopt minimization procedures
for Section 215 use, as well as an assessment of
request approval times (which should impact any
consideration of an emergency request provision)
— that are absolutely central to discussions of
USA Freedom Act. While limited members of
Congress have been briefed on the report (which
is probably where the minimization procedures —
which are not necessarily even as stringent as
what FISC already imposes — in USAF came from),
it has not been made public that FBI has
basically contemptuously refused to follow the
law for 8 years now. It has not been made public
that in the face of FBI refusing to follow
Congress’ bidding, Congress instead would adopt
weak tea minimization procedures in USAF that
don’'t do what the original law required — limit
the retention and dissemination of Personally
Identifyiable Information.

Meanwhile, we had a bunch of good government
types running around saying we need to rush
through USAF for its transparency provisions
without waiting for the report that has been
pending for years. What the fuck good does such
“transparency” do if the Agencies can bottle it
up using classification review? What the fuck
good does transparency do if we rush through
legislation before we actually learn what
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transparency would teach us?

Perhaps I'm a bad judge here, because I've been
patiently waiting for this report for so long.
But it seems the failures to finish and publicly
release this report exemplify FBI's refusal to
put order to and have oversight on its terrorism
tools. It reflects a systemic problem that goes
beyond an improper request back in 2006.



