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| am pleased to testify before the Committee on the topic of Foreign Intelligence
Surveillance Act reforms. My name is Michael Woods. | am a Vice President and
Associate General Counsel of Verizon. | lead Verizon’s national security and public
safety policy teams and provide legal advice to Verizon components engaged in these
areas. Prior to serving in this role at Verizon, | served as counsel in the Office of Law &
Policy of the National Security Division at the Justice Department; as chief of the
National Security Law Unit at the FBI; as counsel to the National Counterintelligence

Executive; and as a Department of Justice environmental crimes prosecutor.

Two weeks ago, the House of Representatives passed legislation (H.R. 3361, the
USA FREEDOM Act) aimed at creating stronger privacy protections for American citizens
by ending the collection of bulk data by U.S. intelligence agencies and bringing greater

transparency to the surveillance process, among other things.



Verizon supports this legislation for several reasons. Customer privacy is a top
priority for Verizon and we believe that this legislation properly strengthens privacy
protections. It also improves procedural transparency and does not require
telecommunications companies to retain data beyond what they do today for business
purposes. While recognizing that Congress is best positioned to balance competing
national security and privacy concerns, our sense is that the legislation’s privacy

protections can be achieved without compromising the security of the American people.

The Primacy of Privacy Protection

Congress has long recognized that telecommunications carriers have access to
information that can help national security and law enforcement officials save lives
and/or avert threats to public health, safety and economic well-being. Verizon has
devoted substantial resources to ensure its lawful compliance with national security and

law enforcement requests.

That said, Verizon is committed to maintaining strong and meaningful privacy
protections for our customers. Our privacy policy is designed to inform them about the
information we collect, how we use it, and their options about certain uses of
information. This information is used to deliver, provide, and repair products or
services; establish and maintain customer accounts and billing records; contact them
about our products and services and offers or promotions; and manage and protect our

networks. A copy of Verizon’s privacy policy is attached.



We are also committed to protecting the security of our customer information.
Verizon has technical, administrative and physical safeguards in place to help protect

against unauthorized access to, use or disclosure of customer information we maintain.

Ensuring that every national security or law enforcement request for information
is in full compliance with the law is an obligation Verizon takes very seriously on behalf
of our customers. While we have a legal obligation to provide customer information to
law enforcement in response to lawful demands, we take seriously our duty to provide
such information only when authorized by law. Our dedicated teams carefully review
each demand and reject those that fail to comply with the law. if a demand is overly
broad or vague, we will not disclose any information in response or will work to narrow
the scope of the information we produce. Some demands seek information that we
simply do not have; accordingly, we produce no information at all or only some of the

information sought by those demands from law enforcement.

Verizon views the FISA business record reforms in H.R. 3361 as consistent with

appropriate privacy protections.

The Importance of Improved Transparency

Provisions of H.R. 3361 (as well as similar Senate legislation) allow for additional
reporting on orders requiring the production of business records. Such transparency
promotes the accountability of U.S. surveillance efforts and should help promote public

trust. Verizon has been an industry leader in this area and published our first



transparency report in January 2014. This report was praised at the time by groups like
the Center for Democracy and Technology as setting a precedent for transparency in the

industry. A copy of that report is attached.

At the time we issued our transparency report, we were not permitted to report
information on national security requests other than a broad range for the number of
National Security Letters we received from the FBI. In February 2014 the Department of
Justice issued guidance allowing companies to report some information on national
security matters, and we updated our transparency report with this information in early

March (also attached). We will update our transparency report again this Summer.

While Verizon and several other companies have decided to provide data on
requests from law enforcement, these efforts still provide an incomplete picture of
government action, given the vast number of telecommunications and Internet
companies around the world that are not publically reporting this information. The only
truly comprehensive and uniform data set is in the hands of the governments
themselves, and we call on all governments to make public the number of demands

they make for customer data from telecommunications and Internet companies.

The U.S. government is well-positioned to produce such a report. A framework
already exists for it to report to Congress on the number of wiretap orders, pen register
and trap and trace orders, certain emergency requests and national security letters. The

U.S. government should expand on this existing framework and report annually on the



numbers of all types of demands made by federal and state law enforcement to

telecommunications and Internet companies for data regarding their customers.

The Inappropriateness of Outsourcing Surveillance

Included in the reform discussions has been the idea that the collection,
searching, and perhaps even analysis, of potentially relevant data is best done not by
the government, but by the private holders of that data. One recommendation that
garnered particular attention was that bulk collection of telephony metadata might be
replaced by a system in which such metadata is held instead either by private providers

or by a private third party.

This proposal opens a very complex debate, even when that debate is restricted
to just traditional telephony, but the bottom line is this: national security is a

fundamental government function that should not be outsourced to private companies.

Verizon is in the business of providing communications and other services to our
customers. Data generated by that process is held only if, and only for as long as, there
is a business purpose in doing so. Outside of internal business operations, there

typically is no need for companies to retain data for extended periods of time.

If a company is required to retain data for the use of intelligence agencies, it is
no longer acting pursuant to a business purpose. Rather, it is serving the government's
purpose. In this context, the company has become an agent or surrogate of the

government. Any Constitutional benefit of having the data held by private entities is



lost when, by compelling retention of that data for non-business purposes, the private
entity becomes a functional surrogate of the government. Public trust would exist to
the extent that companies are believed to be truly independent of the government.
When the companies are seen as surrogates for intelligence agencies, such trust will

dissipate.

Nor would outsourcing offer any promise of efficiency. Technology is changing
too rapidly -- telecommunications networks are evolving beyond traditional switched
telephony. Voice over Internet Protocol (VoIP) technologies handle voice traffic over
the Internet (as opposed to the public switched telephone networks) and already
account for a substantial portion of voice traffic. Even more dramatic has been the rise
of "over-the-top" applications that use peer to peer or other technologies to establish
direct connections between users over the Internet. In 2012, one such application
accounted for 34% of all international voice calling minutes. VolP and over-the-top
applications traverse IP networks as Internet traffic and thus do not generate CDRs or
similar telephony business records. U.S. intelligence agencies would need to approach
application owners to establish access equivalent to the CDRs they obtain under the
existing program. The technical difficulties multiply if the intelligence agencies were to

eventually seek the same sort of access to IP metadata from Internet Service Providers.

Finally, the commercial effect on U.S. companies of outsourcing collection ought
to be considered. No company will be eager to undertake the increased responsibility,

scrutiny, and liability entailed by having its employees become surrogates for the



government in the collection of intelligence. More troubling for large companies is the
negative effect in the international market of overt association with a U.S. intelligence

agency.

H.R. 3361 does not include any provisions which would require data retention by
telecommunications companies. For all of the foregoing reasons, that is a good thing.
A framework under which intelligence agencies retain and analyze data that has been
obtained from telecommunications companies in a "arms length" transaction compelled

by a FISA order should continue.

Conclusion

Verizon supports Congressional efforts to rebalance national security and privacy
interests in the aftermath of the NSA surveillance disclosures. Critical policy objectives
include improving privacy protections and procedural transparency, ensuring
appropriate liability protections, and maintaining a structure that does not require

private sector organizations to act as surrogates for U.S. intelligence agencies.
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Verizon is Committed to Protecting Your Privacy

Protecting our customers' privacy ie an important priority at Vertzon and we are committed to maintaining strong and meaningful privacy proteclions. The privacy of your information
Is a significant responsiblity and we value the trust you place In us.

Qur Privacy Policy is designed to Inform you about the information we collect, how we uge it, and your options with regard to that collection and use. This policy also describes
privacy rights you have under certain federal laws.

This policy applies to Verizon customers in the United States and to visitors to Verizon websites. For Verizon Business customers outside the United States, policies are set forth at
Inttp:/Aeww verizonenterprise convienns/, Also, certain services offered to consumers as well as contracts between Verizon and its business customers (both U.S. and intemational)
may contain additional privacy-related terms and conditions. Except as describad above, this policy applies across the Verizon family of companies and the products and services
they provide. The Varizon family of companies includes the companies and joint ventures controlled by Verizon, Including the Verizon lelephone companies, Verizon Wireless,
Verizon Online and Redbox Instant by Verizon,

This policy also Includes additional privacy practices that are applicable to specific Verizon offerings such as FIOS, Wireless and Redbox Instant by Verizon services.

Back to Summary

Information We Collect and How We Use It

We collect and use information about you In the following ways:

Information Collected When You Communicate with Verizon:

When you communicate with Vertzon, we collect Information from you that we use to deliver, provide, confirm, change, bill, monitor, maintain and repair your products and services.
This Infomation Is also used to resolve Issues with your order, with our products and services, or with your account. The information we collect may include your name, addresses,
and other contact informalion; the reason for the contact; and your driver's license number and Social Securily Number and payment information, We use this information ta
es:bllm ;n:l mag;gn your customer account and billing records (Including establishing credit), provide services to you, authenticate you, and contact you about products and
services that we x

When you contact us or we conlact you with calls, e-mal|, in writing, or through a feature on our websites or in our applications, we may monltor or record that communication or
keep a racord of the transaction to help us traln employees and provide high-quality customer service.

Infarmation Collecled When You Use Varizon Products and Services:

W collect information about your use of our products, services and sites. Informalion such as call records, wabsitas visited, wireless location, application and feature usage,
network lraffic data, product and davice-specific information, sarvice oplions you chooss, mobile and devica numbers, video streaming and video packages and usage, movie rental
and purchase dala, FIOS TV viewership, and other similar informalion may be used for billing purposes, to deliver and maintain producls and services, or to help you with service-
reiated Issues or questions, In addition, this information may be used for purposes such as providing you with information about product or service enhancements, determining your
efigibility for new products and services, and markeling to you based on your use of your products and services. This information may also be used to manage and protect our
networks, sanvices and users from fraudulent, abusive, or unlawful uses; and help us Improve our services, research and develop new products, and offer promotions and other
sarvices

If you subscribe to Verizon Intermel access services, we may sulomalically measure and monitor network performance and the performance of your Intemet connection to Improve
your, or our, sarvica lavels and products. If you conlact us for service support, we also may access information about your computer, wireless devica or olher device settings o
provide customized lechnical support or to install specific applications or services that you use or that are necessary to the applications or services you use.

This type of Information may be aggregaled or anonymized for business and marketing uses by us or by third parties. For example, sggregate or anonymous data may be used to
improve our sarvices, measure and analyze the use of services and Lo help make services and advertising more relevant to cusk

When you establish an online account with us, we maintain information about your user identification and password. This informalion Is used to identify you when you sign in to your
accounl.

If Verizon intends to gather informatlon from your use of our Intemet access services to direct customized advertising specifically to you based on your visits over time and across
different non-Verizon websites, wa will provide you with notice of our plan and obtain your affinnative consent.

Please nole that Verizon Is not responsible for information, content, applications or services provided by others. Before you access, uee, link to or download a service or application
on your computer, television, wireless or othar device, you should review the associated terms of service and privacy policy. Personal information you submit in those contexts may
be read, collected or used by the servica or application provider and others assoclated with these forums In a manner different from that described here.

Information Provided to Us by Third Partles:

When you purchase products or apply for service with us, we may obtain credit Information about you from outside credit reporting agencles to help us with customer authentication
and credit-related declslons. If you lease your residence, we may have information about how to reach your landlord and whether landlord permission is required to install our




facliltles.

Verizon obtains information from outside companies that collect consumer Information such as demographic and interest data. Examples of this information include gender, age
range, sports enthusiast, frequent diner or pet owner. We use this data and combine it with other Information we have about you to help us predict customer preferences and to
direct marketing offers that might be more relevant to you.

When you use soclal media credentials to login to or otherwise interact with a Verizon site or offer, we may collect information about your social media profile, such as your interests,
"Hkes" and friende Hst. We may use this inforrnation, for example, to personalize your Verizon experiences and marketing communications, to enhance our services and to better
serve you. You can control lhis data sharing via options in your soclal media accounts.

We may also obtain contact information and other marketing lead information from third parties, and may combine It with information we have to contact you or direct Verizon's
marketing offers to you. Website visltors and others may provide us with your email address through "refer-a-friend" options or social networking platforms. We use these email
addresses to send Verizon promotional marketing Information.

Informatlon Collacted on Verizon Websites:

When you browse Verizon websites, Information Is collected about your device and your visiL. We also collect data about your browsing, searching and buying activity as you Interact
with our sltes. We may collact and use your IP address, moblie telephone or device number, account information, web addresses of the sites you come from and go to next and
information aboul your connection, including your device's browser, operating system, platform type and Intemet connection speed. We use this Information for operational and
performance measurement purposes Including monitoring stalisiics such as how many people visit our websites; which pages people visit on our sites; how much time is spent on
‘each page or; which browsers are used to visit our sites.

Verizon and its vendors also use informalion collected on Verizon websites to help us dellver more relevant Verizon marketing ges. These ges may be delivered on our
webslies, on non-Verizon websltes, by our representallves, via email, or via other Verizon services or devices. We use this mformation In order to, among other things, ensure that
you sae the camract products and pricing available in the gacgraphic area in which you live, manage the frequency with which you see an advertisement, tailor advertisements lo
better match your interests, and to understand the effectiveness of our advertising. We also may use this informalion to assess the effectiveness of our sites and to help you should
you request heip with navigation problems on these sites.

Cartain Verizon vendors may place and read cookies on our sites to help us daliver Verizon marketing messages on our sites and on non-Varizon sites. We require that these
vandors provide consumers wilh the abllity to opt-oul of their use of information for these purposes. In accordancs with indusiry self-regulatory principles, you should see Ihis icon

In or around Verizon advertisemants thal are defivered on olher sites using Information collscied on our siles. Clicking on this lcon will provide Information abaut the companies
and data practices thal were used to dellver the ad and will also describe how you may opt-out of these advertising programs. Additional information on the cholces available to you
for the use of your Information for advertising purposes can be found in the "How lo Limit the Sharing and Use of Your information® section below.

Additional Information about "cookies" and related technologies

When you register on our sites, we may assign an anonymous, unlque Identifier. This may allow select advertising entitles lo use information they have about your web browsing on
a deskiop computer to deliver marketing messages to mobile devices on our network. We do not share any information that identifies you personally outside of Verizon as part of
this program. You have a choice about whether to participale, and you can you can vislt our relovant moblle advertising page (link to www vzw.com/myprivacy) to leam more or
advise us of your cholce.

Back to Summary
Information You Provide:
When you contact us online or by olher means for informalion about products and services or when you enter a Verizon-sponsored or affiliated contesl, sweepstakes or similar
promoticn, we will respond to your request and may use the information you supply us to provide you with additional information about service offerings either at thet time or In the
future. If you enter a promotion, your information may be disclosed as part of the program'ss adminigtration, such as in connection with the publication of winners, prize fulfillment, and
as required by law or permitied by the promotion’s officlal rules. Information you provide on our websites about your preferred location and other preferences may be used to provide
you with more relevant product recommendations, services and special offers.
If you provide information to us in the context of an event that Verizon sponsors with another organization, such as a cantest or sweepstakes, or If you visit a co-sponsored site or
use a co-sponsored servica, you also may be providing Information to Lhe co-sponsor. You should refer to thal co-sponsor's privacy policy for information about its praclices which
may differ from Verizon's practices.
We may also collect Information from you when you agree to participale in surveya or provide other feedback to us regarding our products or services, when you register to receive
news or public policy updates, or when you apply for a job with or a grant from Verizon. We use this Information only for ihe purpose for which you provids it,
Verizon may send you emalls that communicate information about your account or about products, services, marketing offers, or promotions that may be of interest to you, When
you open a Verizon emal or click on links within these emalls, we may collect and retain information to provide you with future communications Ihat may be more Interesling to you.
Please note that Verizon will not ask you to send us, via emall, sensitive personal or account Information.
Back to Summary

Additlonal Information for Wirgless Customers

Varizon Wireless collects and usas moblle device location data for a variely of purpases, Inciuding to provide our mobile volce and dala services, emergency services, and our and
third-party location-based applications and services such as navigation, weather, mapping and child safety applications or tools. Where we offer our own location-based applications,
we provide you with nolice and choice about whather specific location-tracking features avallable on your device are tumed on.

Many types of wireless applications and services use mobile device locallon data, Including applications provided by other companies and wireless device operaling systems. When
you are considering new applications or services, you should carefully review the location-based services' or application providers' privacy policies to leam how they collect and use
your information.

Verizon Wireless may use moblle usage Information and consumer information for certain business and markeling reports, Mobile usage information Inciudes the addresses of
websltes you vislt when you use our wireless services, These data strings (or URLs) may Include search terms you have used, Mobile usage Information also includes the location of
your device and your use of applicalions and features, C Information Includes Information aboul your use of Verizon products and services (such as dala and calling
features, device type, and amouni of use) as well as demographic and interest categories provided Lo us by other companles (such as gender, age rango, sports fan, frequent diner,
or pat owner). We may combine this information In a manner that does nol personally idantify you and use it to prepare aggregated business and marketing reports thal wa may use
ourselves or shara with others for thelr use. \We may aiso share location Information with other companies in a way that does not personally Identify you so Ihat they may produce
business and markating reports. You have a cholce about whether your information is included in lhese reports,

Verizon Wireless does not publish directories of our customers' wireless phone numbars, and we do not provide or make them avallable lo third parties for listing In directories
uniass you request that we do so.

Back to Summary

Information About the Cable Act

To the extent that Section 631 of the Communications Act of 1934, as amended (the "Cabile Act") applies to services you purchase, il entities you to know about the personally
identifiable information a cable service provider collects. This includes the nature of the use and disclosure of this information and to whom it may be disclosed, how long personally
Identiflable Information Is maintained, and how subscribers may access it. In addilion, the Cable Act imposes limils on the collection and disclosure of personal information and gives
subscribers the ability to enforce their privacy rights. (Personally Identifiable Information does not include aggregale dala that does not identify a particular person).

The Cable Act allows a provider to use its cable system to collect personally identiflable Information necessary to render a cable service or other services provided to subscribers
and lo detect and prevent unauthorized access to services. Addillonal parsonally identiflable information may be collected with the subscriber's prior consent. Personally identiflable
Information may be used or disclosed without the subscriber's consent where necessary fo render services, and to conduct legitimate business activities related lo services provided.
We may be required by law to disclose personally Identifiable Information o a govemmental entity to compty with valid legal process, such as warrants, court orders or subpoenas,
but we will nol disclose records revealing your selectlon of video programming unlese we receive a court order Iindicating that the govemmental entity has made a specifted showing
of relevance and you were afforded an opportunity to contest the order. We may be required o disclose personally identifiable Information (including your selection of video
programming) to a non-govemmental entily lo comply with a court erder, after you have baen provided notice,

If you belleve that your privacy rights have been violated, please contact us at privacyoffice@verizon.com and we will work with you to address your concems, If you believe that you
have been aggreved as a result of a violation of the Cable Act, you may enforce the imitations imposed by the Cable Act through a civil action in a United Stales dislricl court
seaking damages, attomey's fees, and litigation costs, Other rights and remedles may also be available to you under federal or other applicable laws.

The Cable Act permits the disciosure of cusiomer names and addressas as long a8 a subscriber has baen provided with the opportunity 10 prohibit or {imit this disclosure and the
disclosure does nol reveal, direclly or indirectly, the subscribar's viewing or olher uses of ihe cable or other services provided. Hf we inlend to share data in this way, we will provide
you with the cpponiunity 1o prohibit or imit this lype of sharing.

Relevant TV Advertising
Verizon's R TV Adverfising program helps advertisers reach FIOS television customers wilh advertisemants thal may be more relevant lo their interesls. We do not share any
Information that Ideniifies you p y oulside of Verizon as pan of Ihis program. The ads may appear on a variety of platforms whers FIOS lalevision cusiomers can access video

contenl, We help adverlisers defiver ads 10 audiences basad on demographic and inleres! information (such as gender, family stze, and luxuty car ownier) we oblain from other
companies, your address and cenain information aboul your Verizon products and services (such as sarvice packages purchased, video on-demand purchases, and program
viewing daia). You have a choice aboul ing Ihis type of adverlising and you can ap! out online

Additional Information for Redbox instant by Verizon Customers
Redbox Instant by Verizon video streaming services are offered through a joint venture between Verizon and Redbox. When you subscribe to or use Redbox Insiant by Verizon




services, your information is shared with bolh Verizon and Redbox and Is covered by this privacy policy as well as Redbox's privacy policy

Redbox Instant by Verizon services will be avallabla to you through websites and Intemet-connected device platforms operated by other companies such as gaming devices,
streaming video devices, tablets and wireless phones. Yhen you access Redbox Instant by Verizon on others' websltes or platforms, you should check these providers’ privacy
policies to leam what Informalion they collect and use.

Back to Summary

Information We Share

Information Shared Within the Verizon Family of Companles:

Verizon shares customer information within our family of companies. You can limit our sharing of certain types of customer inf jon, known as C Proprietary Network
Information, for marketing purposes as described more fully below. Sharing this information allows us to provide you with the latest information aboul our products and services and
to offer you our latest promotions.

Additional prolections apply for certain information we collect and malntain about the lelecommunications and Voice over Intemel Protocol (VolP) sarvicas you buy from us and how
you use them. This informallon Is categorized by the federal governmenl as Cuslomer Proprietary Network Information of CPNI. Specific laws govem our sharing and use of this
type of information

Varizon Wireless and Wireline residential cuslomers as well as Verizon Wireline small and medium business ¢ racelve a privacy notice regarding CPNI when they first
contract for or order service and atieast every two years lherealter. For more information, please read the Verzon Wireline and Verizon Wireless CPNI nolices, You may choose lo
opt oul of the sharing of your CPNI within the Verizon family of companies for certain markeling purposes.

Our corporale and government account customers in the United States receive a CPNI consant form or service agreement requesting affirmative approval 1o share CPNI
Information, As described in the request, you may decline or wilhdraw CPNI consent by nol signing the consent form or by following instructions in the consenl form or service
agreement. Your choice on CPNI consent will remain In effact unless you change IL.

If you are an Arizona resident, as required by state law, Verizon Wireless does not share your CPNI within the Verizon family of companies unless you provide consenl. Customears
who provide such consent are raminded annually of their current CPNI choices.

If you are a retail customer of MCI, your CPNI will not be shared within the Verizon family of companies for marketing purposes excepl lo provide you wilh information about other
services of the type you cumently buy from us. In addition, when you are os’pea!dnu wilh a customer service representative, we may ask your permission o review your records,
including your CPNI, to provide you with information about the full aray of services provided by the Verzon family of companies.

Information Shared Outside the Verizon Family of Companies:

Excepl as explained In this Privacy Palicy, In privacy policies for specific services, or In agreemeants wilh our customers, Verizon does nol sell, kcense or share information that
individually Identifies our customers, people using our networks, or website visitors with others outside the Verizon family of companies for non-Verizon purposes without the consant
of the parson whosa information will be shared.

Verizon uses vendors and pariners for a variety of business purposes such as to help us offer, provide, repair and blll for services we provide. We ghare Information with those
vendors and partners when It is y for them to perform work on our behalf. For example, we may provide your credit card information and billing address to our payment
processing company solely for the purpose of processing payment for a transaction you have requested. We require that these vendors and partners protect the customer
Information we provide to them and limit their use of Verzon customer dala to the purposes for which It was provided. We do not permit these types of vendors and pariners to use
this information for their own marketing purposes.

As described in more detall In other sections of thie policy, Verizon also may share certain information with outslide companies-, for example, to assist with the dellvery of adverlising
campaigns, or preparing and sharing aggregate reports.

Verizon provides the names, addresses and lelephone numbers of wireline telephone customers to directory publishers and directory assistance services unless a non-published or
nondisted phone number has been requested

Wa may diaclose information that Individually Identifies our ct s or Identifies cust: devices in certaln circumstances, such as:

to comply with valid legal process including subpoenas, court orders or search wamants, and ae otherwise authorized by law;

In cases Involving danger of death or serlous physical injury to any person or olher emergencies;

to protect our rights or property, or the safety of our customers or employees;

to protect against fraudulent, maliclous, abusive, unauthorized or uniawful use of or subscription to our products and services and to protect our network, services, devices
and users from such use;

to advance or defend against complaints or legal claims in court, administrative pi dings an y

to credit bureaus or collection agencies for reporting purposes or to obtain payment for Verizon-bilted producte and services;
lo a third-party that you have aulhorized to verify your account information;

to outslde auditors and regulators; or

with your consent.

When you purchase services offered jolntly by Verizon and one of our partners, customer Information may be received by both Verizon and our partner that Is providing your service.
For these jointly offered services, you should also review the partner company's privacy policy which may include praciices that are different from the practices described here,

If Verizon enters Into a merger, acquisition or sale of all or a portion of its assets or business, customer Information will also be transferred as part of or In connection with the
transaction.

Information Provided lo or Used by Third-Party Adverlising Entities or Social Networks

You may see third-party advertisements on some Verizon websites, services, or devices. Some advertisements are chosen by companies that place advertisements on behaif of
other third-party advertisers. These companles, often called ad servers, ad networks, or technology platforms, may place and access cockies on your device to collsct information
about your visit on our websites. The Information they collect from our sites is In a form that does not identify you personally. This Information may be combined with similer data
obtained from other websites to help advertisers better reach their targeted audiences. Targeting may be plished by tailoring advertising to i that they infer from your
browsing of our sites and your Interaction with other websites where these ad servers, ad networks and technology platforms also are present.

If you choose Lo interact with specific advertisers who advertise on our sites or services, the information you provide to thern Is subject to the conditions of thelr specific privacy
policies, In addition, responding to or interacling with a particular advertisement, may result In you later recelving a targeted advertisement on our websites or on other sites as a
result of an ad server or ad network conchuding that you fit within a particular audience an adverliser is trying to reach.

Adverlising that |s customized based on predicions generated from your visits over time and across different websites is sometimes called “online behavioral" or “interest-based"
advertising. In accordance with industry self-regulatory principles, we require that companles disclose when they are using online behavioral advertising programs to dellver third-
party ads on our sites or collecting Information about your visit to our sites for Ihese purposes and give consumers the ability to opt-out of this use of their informatlon. You will see

an leon In or around third-party advertisements that are delivered on our siies using behavioral advertising programs. Clicking on this icon will provide additional Information
about the companies and data practices that were used to deliver the ad as well as Information on how you may opt-out of thege advertising programs. Additional information about
your oplions regarding the use of your information for adveriising purposes can be found below, Additional information about anline behavioral advertising can be found here, Please
note that Verizon does not have control over or access o information contained In the cookies that are set on your computer by ad servers, ad networks or third-party advertisers.
Additional informalion about "cookies” and related lechnologies

We also may provide third-party advertisers with geographic or demographic Information Ihat allows them to tallor their ads. This Information does not identify you individually.
Verizon also helps advertisers better reach our wireline and wireless Intemet access customers using the postal address we have for you; certaln information about your Vertzon
products and services— such as device type and broadband service features; and demographic and interest information provided to us by other companles— such as gender, age-
range, sports fan, frequent diner or pet owner. This Information is used to predict whether you fit within an audience an adverliser is trying to reach. in addition, using an anonymous,
unique identifier we create when you register on our websltes, we may allow an advertiser to use Information they have about your visits to websHes on a deskiop computer to
deliver marketing messages to maoblle devices on our network. We do not share outside of Verizon any information that Identifies you personally as part of these programs. You have
a choice about participating in the separate Verizon and Verizon Wireless programs.

Verizon websites and services may Include social network or other third-party plug-ins and widgets thal may provide information to thelr assoclated soclal networke or third-pariies
about yogr Interactions with Verizon page you visit or services you use, even if you do not click on or otherwise interact with the piug-in or widget. More information is available hare,
Back to Summary

How to Limit the Sharing and Use of Your Information

You have cholces about how Verizon sharea and uses information.

Customer Proprietary Network Information (CPNI):

As described above, customers of Verizon telecommunicalion and VoIP services may choose whether to allow Verizon to share your CPNI within the Verizon family of companies
for certain markeling purposes. This cholce will remain in effect unless you changs it. Verizon Wireline consumer and small business customers may opt-out of this sharing by calling
us using the state toll-free number provided in their nolice and available here. Vertzon Wireless mass-market customers may call 1-800-333-9856. National and major account
customers of Verizon Wireless and corporate and govemment customers of Verizon Wireless or Verizon Business in the Unlted States may decline to provide or withdraw CPNI
consent by following the Instructions in your service agreements or CPNI consent forms.

Telemarkeling:




Federal "Do Noi Call” laws allow you to place your phone numbers on the National Do Not Call Reglstry to prevent telemarksting calls to those numbers, If you would like to add
your numbers to Ihis list, you may do so by calling 1-888-382-1222, or by visiting www donoicall.gov.

You should be aware that even f you add your number(s) to the federal or a state Do Not Call list, most telemarketing laws allow companies to contact their own customers, If at any
time you would like to ba ramoved from Verizon's residential lelemarketing list, please lat us know by conlacting a Verizon customer service representative at 1-800-VERIZON.
Verizon Wireless also mainiains a Do Not Call list. If you would like to be removed from the Verizon Wireless telemarketing lis!, please lsl us know by contacting a Verizon Wireless
customer service representative at 1-800-922-0204. Please allow 30 days for your telephone number to be removed from any sales programs that are currently underway.

Marketing Emall, Text Messages, Postal Mall and Door-to-Door Calls:

Marketing emails you recelve from Verizon, Verizon Wireless, or Redbox Instant by Verizon Include an unsubscribe instruction (usually found at the boitom of the emall) that you
may use to opt out of receiving future marketing-related emails. You may opt out of receiving marketing-related emails from Verizon by visiting our "Unsubscribe" site and providing
the requested Information. You may opt out of receiving marketing-relatad emalls from Verizon Wireless by contacting a Verizon Wireless customer service representative at 1-800-
922-0204. You may opt-out of receiving marketing-related emails from Redbox Instant by Verizon at your customer account pages online.

You may opt out of recelving markeling-related postal mallings or prevent door-to-door marketing solicitations from Verizon by calling a customer service representative at 1-800-
VERIZON. You may opt out of receiving markeling-retated postal mailing or prevent text message marketing by Verizon Wreless by calling a Verizon Wireless customner service
representative at 1-800-922-0204, Text message solichations from Verizon also contain an “unsubscribe” feature that you can uee to prevent fulure marketing text messages from
us. Please note thal Verizon may use bulk med service for some marketing mallings. These services deliver offers to all homes in a neighborhaod or zip code. This type of malling
will continue even if you opt-out of receiving marketing-related postal mallings from Verizon,

Information Used for Online Advertising:

You have choices about whether certain information collecied on websltes, including Verizon's, Is used to customize advertising based on predictions generated from your visits over

time and across different websites. When you see this icon In or around an advertisement you can click on the lcon to see additlonal information on the companies and data
praciices that were used to deliver the ad and descriptions of how you may opt-out of these advertising progrems. To leam more or to imit the collection of information by these
parties, you may also vislt the Aboutads info website.

Please note that many opt-outs are cookle-basad. If you buy a new computer, change web browsers or delete the caokies on your computer, you will need to opt-out again. Please
also note that some wireless devices, portals and websites have limited ability to use and siore cookles. As a result, advertising entilies may have a limited ability to use cookles in
the manner described above or to respect cookle-based opt out preferences, However, ads may still be tallored using other technigues such as publisher, device or browser-enabled
targeting. You should check the privacy policies of the products, sltes and services you use to leam more about any such techniques and your optlons. If you do not want information
to be collected for marketing purposes from services such as the Verizon Wireless Mobile intemet services, you should not use those particular services,

You also can limit the collection of cartain webslte information by deleting or disabling cookies. Most computers' Intemet browsers enabie you to erage cookles from your computer
hard drive, block all cookles, or recelve a waming before a cookie is stored.

See information about managing cookies

Please note that disabling cookies may prevent you from using specific features on our sites and other websites, such as ordering products or services and maintaining an online
account, Cookies must be enabled for you 1o use your Verizon e-mall account.

Relevent Advertising

Verizon broadband Intemet access customers may opt-out of the relevant online advertising program described above by following the insiructions here. Verizon Wireless Intemet
customers may opt-out of the relevant moblie advertising program by following the Insiructions here or by calling us at 1-866-211-0874. You may opt-out of Verizon's Relevant TV
advertising program by following the Instructions here  If you opt out online, you will need your account user ID and password, Also, pleass note that you will recelve ads whether
you participate in these programs or not, but under these programs, ads may be more relevant to you.

Business and Marketing Reports

Verizon Wireless customers may choose not 1o participate in Vertzon Wireless' use of their informalion to create aggregated business and marketing reports that do not specifically
Identify any individual Verizon Vireless customers. You may opt-out by calling 1-866-211-0874 or by visiting verizonwireless com/myprivacy. Please note that if you have a Family
SharePlan® or mulli-line account, you must indicate your opt-out cholce for each line. if you add a line or change a telephone number, you will need to update your privacy cholces.
Back to Summary

Working Together to Keep Children Safe

Verizon recognizes that online service providers must be vigllant in protecting the safely and privacy of children online. We do not knowingly market to or solicit Informatllon from
children under the age of 13, without obtaining verifiable parental consent.

Verizon strongly supports educating parents and young intemet users on safe viewing practices and we offer a variety of tools to help children and parente avold encountering
obJectionable content or communications while uging our services.

Verizon's Parental Control Center provides many free that offer guidance, connect parents with experts and help glve parents the technical knowledge to help keep kids
safer online.

Regrettably, there are those who use the Intemet to viaw, store and distribute chlld pomography (or who engage in other types of lllegal activity Involving children). Child
pomography ls subject to severe criminal penalties and using the Verizon network to view, store or distribute it violates our servica contracls, The Vesizon network may not be used
by customers In any manner for the storage, transmisston or dissemination of images conlalning child pornography and we will report any mstances of such actlvily of which we
become aware to the appropriate law enforcement authorilies.

If you have a complainl about child pornography, the soliciting of chiidren for sexual activity, or any other lllegal or inappropriate activity involving children on a Verizon service, report
it to us by sending an email to abuse@verizon net. Please include the words "child pom"” in the subject Iine of your email. You can also make a report directly to the National Center
for Missing and Explolted Children through its CyberTipline located at www cybertipline org.

Addltional Intemmet safety resources and information are avallable at:

http:/fwww netsmartz.org/
htlp://www wiredsafety org/
hitp:/www onguardonline gov/
hitp:/Awww.commonsensemedia org/
hitp:/www stopbullying gov/
htip:/iwww cyberbullying us/
hitp://www connectsafely org/

Back to Summary

Information Security and Data Retention

Verizon has technical, administrative and physical safeguards in place to help protect against unauthorized access to, use or disclosure of customer Information we collect or store,
Including Social Security Numbers. Employees are trained on the Importance of protecting privacy and on the proper access 1o, usa and disciosure of customer information. Under
our practices and policles, access to sensitive personally Idenilfiable information is authorfzed only for those who have a business need for such access, Personally Identiflable and
other sensitive records are retalned only as long as reasonably necessary for business accounting, tax or legal purposes.

Although we work hard to protect personal Information that we collect and store, no program Is 100% secure and we cannot g tee that our safeguards will p t every
unauthorized attempt to access, use or disclose personal Informalion. Verizon maintalns security and incident response plans to handle incidents involving unauthorized access to
private Inforration we collect or store.

If you bacome aware of a security Issue, please contact Verizon's Security Control Center. We will work with you to address any problems.

Verizon often publishes helpful information about a wide range of scams that you may encounter,

View current information abeut Intemet and phone scams and tips on how to protect yourself

Back lo Summary
Contact Information

If you have questions, concems or suggestions related to our Privacy Pollcy or our privacy practices you may contact us at:
Verizon Privacy Office

1300 | Street, NW

Sulte 400 West

Washington, DC 20006

Fax: 202-789-1432

Emall: privacyoffice@verizon_ com



Accossing and Updating Your Information

W strive to keep our cuslomar records as accurale as possible. You may comect or update your Verizon customer information by calling a Verizon customer service representativa
at 1-800-VERIZON or by accessing your accoun! online and providing the updated information there. Similarty, updales can be made lo your Verizon Wireless account by calling &
Verizon Wireless customer service representative at 1-800-922-0204 or online. Verizon Business customers may update thelr Information by contacting their account manager.
Updates can be made to your Redbox Instant by Verizon account information by visiting the "My Account” pages oniine.

IFyou are a FIOS or other customer served over our fiber-to-ihe-premises natwork and you would like to ses your personally |dentifiable Information, please conlact us at
privacyoffice@verizon.com so we may arange a lima and convenient location for you to do so during business hours. You will naed o provida proper identification and you may
examina records that contain personally identlfiabla information about you and no onae else. if you belleve any of your personally identifiable information s Inaccurate, we will work
with you to ensure Ihat comections are made. Verizon reserves the right to charge you for the cost of photocopying any documents you request.

Links to and from non-Verizon Websites and Content

Verizon websites and Redbox Instant by Verizon plalfarms may contain links ta rion-Verizon sites. Verizon applications or other content may be included on web pages and web
sltes that are not assoclated with Verizon and over which we hava no control, We are nol responsiblé for the contenl on these siles or piatforms or the privacy policies and practices
employed by these sites and platforms. We recommend that you review the policies and practices of the sites you visit.

Information Sharing: Blogs and Social Networking

Some Verizon websites, applications, and services may allow you to participate in web log ("blog”) discussians, message boards, chal rooms, and othar forms of social networking
and to post reviews. Pleasa be aware that th2se forums are accessible to others. We urge you to not submil any personally Identifiable Information to these forums bacause any
Infarmation you post can be read, collecied, shared, or otherwise used by anyone who accesses the forum. Verizon is nol responsible for the Information you choose to submit in
these forums. If you post cantent to informalion sharing forums, Including any information about the movies you rent or view, you are doing 8o by choice and you are providing
consant lo the disclosure of this information,

Changes to This Policy

We reserva Ihe right to make changes to this Privacy Policy, so please check back perlodically for changes. You will be able to see that changes have been made by chacking to
sae (he effective date posted at the end of the policy.

If Verizon elects to use or disciose Information that identifies you as an Individual In @ manner thal is materlally diffarent from fhat stated In our policy at the time we collected that
information from you, we will give you a choice regarding such use or disciosure by appropriate means, which may include use of an opt-out mechanism.

Updated January 2014
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Verizon Transparency Report

U.S.Data

In 2013, Verizon received approximately 320,000 requests for customer information from federal, state or local
law enforcement in the United States. We do not release customer information unless authorized by law, such
as a valid law enforcement demand or an appropriate request in an emergency involving the danger of death
or serious physical injury.

The table below sets out the number of subpoenas, orders, and warrants we received from law enforcement in
the United States last year. We also received emergency requests and National Security Letters. The vast
majority of these various types of demands relate to our consumer customers; we receive relatively few
demands regarding our enterprise customers.

Overall, we saw an increase in the number of demands we received in 2013, as compared to 2012,

Law Enforcement Demands for Customer Data — United States (2013)

Subpoenas 164,184

Orders 70,665
62,857 General Orders
6,312 Pen Registers/ Trap & Trace Orders

1,496 Wiretap Orders

Warrants 36,696

Emergency Requests From Law 50,000 (approximately)
Enforcement

Total 321,545

National Security Letters 1000-1999

Which Verizon services does this Transparency Report cover?
The figures in this Reportinclude demands for customer data regarding our Verizon wireline services, such as phone,

Internet or television, and our Verizon Wireless senvices.

Does this Transparency Report include information on the number of national security orders you receive?

http:/transparency.verizon.com/us-data
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Like all other companies to issue transparency reports, we are not permitted at this time to report information on national
security orders (like FISA orders). We do report, within a range, the number of National Security Letters that we received
from the FBIin 2013; we report only a range because, like the other companies that have published transparency reports,
we have not been granted permission to indicate the exact number of National Security Letters we received. Last week,
President Obama announced that telecommunications providers will be permitted to make public more information in the
future; we encourage greater transparency and, if permitted, will make those additional disclosures.

Does Verizon reject law enforcement demands?

Yes. If a demand is facially invalid, or if a demand seeks certain information that can only be obtained with a different form
of process (for example, a subpoena, rather than a warrant, improperly is used to seek stored customer content), we reject
the demand. If a demand is overly broad or vague we will not produce any information, or will seek to narrow the scope of
the demand and produce a subset of the information sought. In many cases we do not produce anyinformation at all,
including because the demand seeks information we do not have.

Is Verizon reporting on the percentage of demands for which it did not produce any data?

We did not track the percentage of demands to which we produced some or no data in 2013, but will be doing so going
forward. As just noted, we carefully review each demand and reject in whole or part those that are deficient.

Does Verizon charge law enforcement for providing data?

In some instances, Federal and most state laws authorize providers to charge a reimbursement fee for responding to law
enforcement demands for records or to recoup reasonable expenses in complying with a wiretap order or pen register or
trap and trace order. In the majority of instances, however, we do not seek reimbursement for responding to law
enforcement requests. We do not charge for responding to emergency requests and do not charge for responding to most
subpoenas. When we do charge a reimbursement fee, our fees are permitted by law or court order and seek to recoup only
some of our costs.

Does Verizon also receive requests for data in civil cases?
Yes, we do. Requests in civil cases comprise a small percentage of the total requests we receive. This report focuses on

requests from law enforcement.

Will Verizon issue future transparency reports?

Yes, on a semi-annual basis.

What obligations to report on demands already apply to the United States government?

http:/ftransparency.verizon.com/us-data
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Federal law already places substantial reporting requirements on federal and state governments.

Each year the United States Attorney General and the principal prosecuting attorney for each state have to report the
number of applications for wiretap orders, the number of orders granted, the types of communications intercepted, the
number of persons whose communications were intercepted and the numbers of arrests and convictions resulting from
such interceptions. That information is summarized for Congress. See 18 U.S.C. § 2519(2),(3). Similarly, the Attorney
General must make detailed annual reports to Congress on the number of pen registers and trap and trace orders. See 18
U.S.C. § 3126.

The Attorney General also has to report fo Congress each year regarding information obtained in emergencies, in some
contexts. See 18 U.S.C. § 2702(d). And the Director of the FBI has to report twice each year to Congress regarding the
number of National Security Letters issued. See 18 U.S.C. § 2709(e).

Subpoenas

We received approximately 164,000 subpoenas from law enforcement in the United States last year. We are
required by law to provide the information requested in a valid subpoena. The subpoenas we receive are

generally used by law enforcement to obtain subscriber information or the type of information that appears on a

customer’s phone bill. More than half of the subpoenas we receive seek only subscriber information: that is,

those subpoenas typically require us to provide the name and address of a customer assigned a given phone

number or IP address. Other subpoenas also ask for certain transactional information, such as phone numbers

that a customer called. The types of information we can provide in response to a subpoena are limited by law.

We do not release contents of communications (such as text messages or emails) or cell site location
information in response to subpoenas.

Does a law enforcement officer need to go before a judge to issue a subpoena?

Under federal law and the law in many states the government does not need judicial approval to issue a subpoena. A
prosecutor or law enforcement official may issue a subpoena to seek evidence relevant to the investigation of a possible
crime.

Are there limits on the types of data law enforcement can obtain through a subpoena?

Yes, in response to a subpoena, we only release the sixtypes of information specifically identified in section 2703(c)(2)(A)-

(F) of Title 18 of the United States Code: customer name, address, telephone or other subscriber number, length of
senvice, calling records and payment records. Some states have stricter rules. We do notrelease any content ofa
communication in response to a subpoena.

Are there different types of subpoenas?

http://transparency.verizon.com/us-data
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Yes, we may receive three different types of subpoenas from law enforcement: a grand jury subpoena (the subpoena is
issued in the name of a grand jury investigating a potential crime); an administrative subpoena (generally, a federal or
state law authorizes a law enforcement agencyto issue a subpoena); or a trial subpoena (the subpoena is issued in the
name of the courtin anticipation of a trial or hearing).

Orders

We received about 70,000 court orders last year. These court orders must be signed by a judge, indicating that
the law enforcement officer has made the requisite showing required under the law to the judge. The orders
compel us to provide some type of information to the government.

General Orders. Most of the orders we received last year — almost 63,000 — were “general orders.” We use the
term “general order” to refer to an order other than a wiretap order, warrant, or pen register or trap and trace
order. Almost half of the general orders required us to release the same types of basic information that could
also be released pursuant to a subpoena. We do not provide law enforcement any stored content (such as text
messages or email) in response to a general order.

“Pen/Trap” Orders and Wiretap Orders. A small subset of the orders we received last year — about 7,800 —
required us to provide access to data in real-time. A pen register order requires us to provide law enforcement
with real-time access to phone numbers as they are dialed, while a trap and trace order compels us to provide
law enforcement with real-time access to the phone numbers from incoming calls. We do not provide any
content in response to pen register or trap and trace orders. We received about 6,300 court orders to assist
with pen registers or trap and traces last year, although generally a single order is for both a pen register and
trap and trace. Far less frequently, we are required to assist with wiretaps, where law enforcement accesses
the content of a communication as it is taking place. We received about 1,500 wiretap orders last year.

What is a pen register or trap and trace order?

Pen register or trap and frace orders require a wire or electronic communications provider (like Verizon) to afford access to
“dialing, routing, addressing or signaling information.” With a pen register order we must afford real-time access to the
numbers that a customer dials (or IP addresses that a customer visits); with a trap and trace order we must afford real-
time access to the numbers that call a customer. Such orders do not authorize law enforcement to obtain the contents of
any communication.

What is a wiretap order?
Awiretap order is an order that requires a wire or electronic communications provider to provide access to the content of

communications in real-time to law enforcement. The order can relate to the content of telephone or Internet
communications.

What are the different showings that law enforcement has to make for the different orders?

http:/ftransparency.verizon.com/us-data a7
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Awiretap order is the most difficult for law enforcement to obtain. Under the law, law enforcement may not obtain a wiretap
order unless a judge finds that there is probable cause to believe that an individual is committing one of certain specified
offenses and that particular communications concerning that offense will be obtained through the wiretap. Awiretap order
is only issued for a specified time.

Ageneral order requires law enforcement to offer specific and articulable facts showing that there are reasonable grounds
to believe that the records sought are relevant and material to an ongoing criminal investigation. In federal court, such
orders are authorized under 18 U.S.C. § 2703(d).

Apen register order or trap and trace order requires law enforcement to make a lesser showing -- that the information likely
to be obtained is relevant to an ongoing criminal investigation.

Warrants

We received about 36,000 warrants last year. To obtain a warrant a law enforcement officer must show a judge
that there is “probable cause” to believe that the evidence sought is related to a crime. This is a higher
standard than the standard for a general order. While many warrants seek the same types of information that
can also be obtained through a general order or subpoena, most warrants we received in 2013 sought stored
content or location information.

What showing must law enforcement make to obtain a warrant?

To obtain a warrant a law enforcement officer has to show a judge that there is probable cause to believe that the evidence
it seeks is related to a crime and in the specific place to be searched.

What is the difference between stored content and non-content?

“Stored content” refers to communications or other data that our users create and store through our services, such as text
messages, email or photographs. We require a warrant before disclosing stored content to law enforcement, absentan
emergency involving the danger of death or serious physical injury. Non-content refers to records we create such as
subscriber information that a customer provides at the time she signs-up for our services, and transactional information
regarding the customer's use of our services, such as phone numbers that a customer called.

Content and Location Information

Content. We are compelled to provide contents of communications to law enforcement relatively

infrequently. Under the law, law enforcement may seek communications or other content that a customer may
store through our services, such as text messages or email. Verizon only releases such stored content to law
enforcement with a warrant; we do not produce stored content in response to a general order or

subpoena. Last year, we received approximately 14,500 warrants for stored content.

http:/transparency.verizon.com/us-data 5/7
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As explained above, law enforcement may also present a wiretap order to obtain access to the content of a
communication as it is taking place, which they did about 1,500 times last year. Taken together, the number of
orders for stored content and to wiretap content in real-time accounted for only about five percent of the total
number of demands we received in 2013.

Location Information. Verizon only produces location information in response to a warrant or order; we do not
produce location information in response to a subpoena. Last year, we received about 35,000 demands for
location data: about 24,000 of those were through orders and about 11,000 through warrants. In addition, we
received about 3,200 warrants or court orders for “cell tower dumps” last year. In such instances, the warrant or
court order compelled us to identify the phone numbers of all phones that connected to a specific cell tower
during a given period of time. The number of warrants and orders for location information are increasing each
year.

Emergency Requests

Law enforcement requests information from Verizon that is needed to help resolve serious emergencies. We
are authorized by federal law to provide the requested information in such emergencies and we have an
established process to respond to emergency requests, in accordance with the law. To request data during
these emergencies, a law enforcement officer must certify in writing that there was an emergency involving the
danger of death or serious physical injury to a person that required disclosure without delay. These emergency
requests are made in response to active violent crimes, bomb threats, hostage situations, kidnappings and
fugitive scenarios, often presenting life-threatening situations. In addition, many emergency requests are in
search and rescue settings or when law enforcement is trying to locate a missing child or elderly person.

We also receive emergency requests for information from Public Safety Answering Points regarding particular
9-1-1 calls from the public. Calls for emergency services, such as police, fire or ambulance, are answered in
call centers throughout the country, known as PSAPs. PSAPs receive tens of millions of calls from 9-1-1 callers
each year, and certain information about the calls (name and address for wireline callers; phone numbers and
available location information for wireless callers) is typically made available to the PSAP when a 9-1-1 call is
made. Yet a small percentage of the time PSAP officials need to contact the telecom provider to get information
that was not automatically communicated by virtue of the 9-1-1 call or by the 9-1-1 caller.

In 2013, we received 85,116 emergency requests for information from law enforcement in emergency matters
involving the danger of death or serious physical injury or from PSAPs relating to particular 9-1-1 calls from the
public for emergency services. While in 2013 we did not track whether an emergency request was made by law
enforcement or PSAPs, we are doing so now. We estimate that at least half of these requests — approximately
50,000 — were from law enforcement pursuant to the emergency procedures discussed above and the
remainder were from PSAPs after receiving 9-1-1 calls from the public.

National Security Letters

We also received between 1,000 and 2,000 National Security Letters in 2013. We are not permitted to disclose
the exact number of National Security Letters that were issued to us, but the government will allow us to provide
a broad range.

Whatis an NSL?

http:/ftransparency.verizon.com/us-data 6/7
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A National Security Letter, or NSL, is a request for information in national security matters; it cannot be used in ordinary
criminal, civil or administrative matters. When the Director of the Federal Bureau of Investigation issues a National Security
Letter to a wire or electronic communications provider (like Verizon) such a provider must comply. The law that authorizes
the FBlto issue NSLs also requires the Director of the FBI to report to Congress regarding NSL requests.

Under what circumstances can the FBl issue an NSL?

The FBl does not need to go to court to issue an NSL. Rather, the Director of the FBI or a senior designee must certify in
writing that the information sought is relevant to an authorized investigation to protect againstinternational terrorism or
clandestine intelligence activities, provided that such an investigation of a United States person is not conducted solely on
the basis of activities protected by the first amendment to the Constitution of the United States.

What types of data can the FBI obtain through an NSL?

The FBI may seek only limited categories of information through an NSL: name, address, length of service and toll billing
records. The FBI cannot obtain other information from Verizon, such as content or location information, through an NSL.

Does this Transparency Report include information on the number of national security orders you receive?

We report only information about National Security Letters. Like all other companies to issue transparency reports, we are
not permitted at this time to reportinformation on national security orders (like FISA orders).

© 2014 Verizon
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International Data

This table shows the total number of demands for customer information made by law enforcement to Verizon in
2013 in every country in which we do business, and had any such demands, other than the United States.
While we offer services to business, government and consumer customers in the United States, our focus
outside the United States is on business and enterprise customers. Only countries from which we received
demands in 2013 are included in this chart. As explained below, there are some limits to what we can disclose
regarding law enforcement demands.

These figures reflect requests made by law enforcement within a country for data stored within that same
country. It is very rare that we receive a request from a government for data stored in another country. When
this occurs, it generally is a request for United States consumer data from a government entity outside the
United States; when we receive these infrequent requests, we do not comply and instead direct the requesting
government agency to make its request through any applicable diplomatic channels (like the Mutual Legal
Assistance Treaty process) in its country. In 2013, we did not receive any demands from the United States
government for data stored in other countries. We received a small number of requests last year from non-U.S.
governments for data stored in the United States, all of which were referred to the MLAT process.

On occasion, we are required by government orders, regulations or other legal requirements to block access to
specified websites outside the United States. While we have not received such blocking demands in the United
States, we did receive such demands in five countries in 2013. In Colombia, we were required to block access
to approximately 1,200 websites that the Colombian government believed contained child pornography. In
Greece, we were required to block 424 sites related to online gambling. We were also required to block
websites in Belgium (37) and Portugal (2) related to online gambling or copyright issues. Finally, we were
required to block access to websites in India but are precluded by law from identifying the specific number of
websites. (These figures relate to the number of websites we were required to block access to in 2013. We may
be required to block access to such websites for an ongoing period of time, but we count such demands only
for the year in which they were initially made.)

Law Enforcement Demands for Data (Outside of the United States - 2013)

Australia 29
Austria 8
Belgium 473

France 1,347

Germany 2,996
ktaly 13
Japan 14

Netherlands 65
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Switzerland 60
Taiw an 1

UK 386

Is this International Report impacted by countries that do not allow Verizon to report certain data?

Yes, the laws in some countries, such as Australia and India, limit what we can disclose. In Australia we are precluded by
law from reporting the number of warrants we received from law enforcement for interceptions or stored communications.
And, in India we are precluded by law from discussing anyinformation about the requests we might receive from the

Government of India or identifying the specific number of websites that we were asked to block by the Government of India.

© 2014 Verizon
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Verizon Transparency Report

National Security

The table below sets forth the number of national security demands we received in 2013. We note that while
we now are able to provide more information about national security orders that directly relate to our
customers, reporting on other matters, such as any orders we may have received related to the bulk collection
of non-content information, remains prohibited.

National Security Demands

Jan. 1, 2013 = June 30, 2013 July 1, 2013 = Dec. 31, 2013
National Security Letters 0-999 0-999
Number of customer selectors 2000-2999 2000-2999
FISA Orders (Content) 0-999 "
Number of customer selectors 4000-4999 B
FISA Orders (Non-Content) 0-999 *
Number of customer selectors 0-999 *

* The government has imposed a six month delay for reporting this data

National Security Letters

We explained in our Transparency Report that we had received between 1000 and 1999 National Security
Letters in 2013. We separately provide details for the first half and second half of 2013 now; in the future, we
will make semi-annual reports regarding only the immediately preceding six month period. In the first half of
2013, we received between 0 and 999 NSLs from the FBI. Similarly, we received between 0 and 999 NSLs in
the second part of 2013. In the first six months of the year, those NSLs sought information regarding between
2000 and 2999 “selectors” used to identify a Verizon customer. The same is true for the second half of 2013.
(The government uses the term “customer selector” to refer to an identifier, most often a phone number, which
specifies a customer. The number of selectors is generally greater than the number of “customer accounts.”
An NSL might ask for the names associated with two different telephone numbers; even if both phone numbers
were assigned to the same customer account, we would count them as two selectors.)

As we explained in our Transparency Report, the FBI may seek only limited categories of information through
an NSL: name, address, length of service and toll billing records. Verizon does not release any other
information in response to an NSL, such as content or location information.
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FISA orders

The government requires that we delay the report of any orders issued under the Foreign Intelligence
Surveillance Act for six months. Thus, at this time, we may report FISA information only for the first half of 2013.
In July, or soon thereafter, we will report FISA information regarding the second half of 2013.

Content

From January 1, 2013 through June 30, 2013, we received between 0 and 999 FISA orders for

content. Those orders targeted between 4000 and 4999 “customer selectors” used to identify a Verizon
customer.

Non-Content

From January 1, 2013 through June 30, 2013, we received between 0 and 999 reportable FISA orders for
non-content. Some FISA orders that seek content also seek non-content; we counted those as FISA orders
for content and to avoid double counting have not also counted them as FISA orders for non-content. Those
orders targeted between 0 and 999 “customer selectors.”

We will update our Transparency Report again in the middle of the year.

© 2014 Verizon
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